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1	Opening of the meeting

The delegates were welcomed in Haninge, Stockholm by Per Christoffersson on behalf of Telia. The domestic arrangements were given. Rooms were available for the meetings of the Working Parties during the meeting. e-mail is available " etsi-telia@telia.se " for sending and receiving documents during the meeting. An evening entertainment had been arranged with a guided tour of the famous Vasa Museum in Stockholm.

2/3	Agenda review and assignment of input documents

The proposed regular agenda in Tdoc SMG10 AP99-001 was approved and the input documents were allocated to the agenda items and working party sessions.

The objectives of the meeting were:

SS7 to be progressed, and MExE work needs to be started. A presentation of Location Services implications will be given. The future of WPC needs to be reviewed, as even though their results have been handed to 3GPP, the specifications still need to be maintained by SMG10.

A timetable for the meeting was outlined as follows:

DAY�am/pm�SMG10�3GPP SA3��Tues 25/3�am

pm�Opening Plenary

Working Parties

16.45 Plenary�n/a

14.00 Start Plenary

(close 16.45)��Wed 26/3�am



pm�09.00 LCS Presentation�+ Plenary

11.00 MExE Joint session

14.00 MExE WP Joint session�09.00 Editing Sessions�

11.00 WPC/3GPP

14.00 Threats and requirements��Thu 27/3�am



pm�09.00 WPB /3GPP SS7 Mtg

11.00 WPs

Closing Plenary�09.00 WPB /3GPP SS7 Mtg

11.00 Editing Session

16.00 Plenary��Fri 28/3�am�n/a�Plenary

Close 12.30��

The documents were made available on the ETSI server in the SMG10 area the moment they were available. Delegates can down load their personal copies.

The following specifications/reports are in the working area of SMG10 (status after SMG#28):

SMG10 first responsibility: 	SMG10 rapporteur



GSM 02.09: Security aspects (version 5.1.1)	Henri Gilbert

GSM 03.20: Security related network functions (version 5.2.1/6.0.1)	Henri Gilbert

GSM 03.20: Annex E: CTS security (version 1.x.y)	Samira Messiet



GSM 01.56: CTS Authentication and Key Generation Algorithms Reqs (v 0.x.y) 	Samira Messiet

GSM 01.61: GPRS ciphering algorithm requirements (version 6.0.1)	Geneviève Vanneste

GSM 01.31: FIGS; Service requirements - stage 0 (version 7.0.1)	Tim Wright

GSM 02.31: FIGS; Service description - stage 1 (version 7.1.0)	Tim Wright

GSM 03.31: Fraud Information Gathering System (FIGS); stage 2 (version 7.0.0)	Tim Wright



GSM 02.32: Immediate Service Termination (IST); stage 1 (version 7.1.0)	Tim Wright

GSM 03.35: Immediate Service Termination (IST); stage 2 (version 7.0.0)	Tim Wright



GSM 01.33 (was GSM 10.20): Lawful Interception requirements for GSM (v 7.0.0)	David Miles

GSM 02.33: Lawful Interception - stage 1 (version 7.1.0)	David Miles

GSM 03.33: Lawful Interception - stage 2 (version 1.x.y)	Bernhard Spalt



UMTS 33.20 (was 09.01): Security principles for UMTS (version 3.1.0)	Colin Blanchard

UMTS 33.21 UMTS Security requirements (version 1.x.y)	Peter Howard

UMTS 33.22 UMTS Security features (version 0.x.y)	Bart Vinck

UMTS 33.23 UMTS Security mechanisms (version 0.x.y)	Rolf Blom

SMG10 second responsibility:



GSM 11.15: Standardised Security Mechanisms for SIM Application Toolkit; Feasibility study

GSM 02.48: Security mechanisms for the SIM Application Toolkit - stage 1 

GSM 03.48: Security mechanisms for the SIM Application Toolkit - stage 2



UMTS 22.15: Service aspects; Security and Charging



version 3.x.y: Phase 1 / UMTS Release 99

version 4.x.y: Phase 2 

version 5.x.y: Phase 2+/Release 96

version 6.x.y: Phase 2+/Release 97

version 7.x.y: Phase 2+/Release 98



4	Matters arising from report of latest meeting and sent liaison statements

The meeting report in Tdoc SMG10 98P332 was reviewed and endorsed.

5	Reports and liaison statements from other SMG groups

5.1	SMG#28

The status of SMG10 was presented to SMG#28 by the SMG10 status report in Tdoc SMG10 98P332.

The Chairman outlined the results of the meeting as given in a note to SMG10 after the meeting. Tdoc SMG10 AP99-022 contains the SS7 security LS.

GSM 03.20 Annex E, CTS Security, was approved by SMG#28.

The Algorithm requirements document for CTS was approved by SMG#28.

GSM 03.23 - Warrent application number - was approved.

Tdoc SMG10 AP99-033 <<NEEDS CORRECT DOCUMENT NUMBER>> was also approved.

Information on base stations or handsets which could not handle 64 bit keys was requested by G Roelofsen (14 March deadline). 4 responses were received, stating no problems with changing to 64 bit key length, one request for more time to look into the network implications was received. It was made clear at SMG#28 that this was important, so it can be assumed that there are no problems with the 64 bit key length with those which did not respond. (Responses were received from Alcatel, Bosch, Nortel and Swisscom). 

There is a possibility that export control problems may be an implication, and it was clarified that the service could be offered by operators, depending on the export control restrictions that are met. 

The report of SMG to SMG#29 will include the statement that no problems have been reported and that it is assumed that there are no technical problems with 64 bit key length.

There was some discussion at SMG#28 on the GPRS cipher algorithm issue, which resulted in the view that a new algorithm could be created, but that it was not considered as a priority. SAGE have decided to create a new encryption algorithm, but it will take lower priority than any paid work that SAGE receives (target to have an algorithm by end 1999 with 64 bit key length).

COMP128-2 was reported as available, FIGS and IST (non-CAMEL-based IST). SMG3 are prepared to do some work, and it is thought that SMG10 should reconsider this issue. Ericsson would like to continue this work (as stated in Tdoc SMG10 AP99-041). Mr. Holger agreed to act as Rapporteur for the work.

An IMEI liaison statement  from SMG7 was expected, but was not included in the documents at the start of the meeting.

It was reported that the CRs on triplet re-use, approved at the last SMG10 meeting were withdrawn before SMG#28 due to some objections received after the SMG10 meeting.

UMTS 33.20 and UMTS 33.21 were presented to SMG#28 for approval and were approved.

UMTS 33.32 was presented to SMG#28 for information and noted.

Separation of UMTS and SMG work - 3 documents are UMTS specific - handover is an issue, as is SIM cards. A list of documents which SMG10 will continue to work on will be produced.

UMTS 33.20 - There was a request for a time plan for introduction of the service.

Handover between GSM and UMTS - the security issues between the systems and between different operators were discussed and need more investigation.

The issues of UMTS to GSM handover security aspects should continue to be addressed by SMG10 WPC.

Key lengths were questioned - there seems to be some confusion over the key lengths used in GSM at present. 

Tdoc SMG10 AP99-036 on the co-operation agreement with the IETF was considered. Some liaison with the IETF was thought to be necessary. SMG10 will respond asking to be included in the co-operation agreement.

AP-1:	 Chairman to respond to Mr. Pritchard asking for SMG10 to be included in the IETF Co-operation agreement.

Tdoc SMG10 AP99-023 Terms of reference for SMG. The document was noted.

The following SMG10 documents were forwarded to SMG#28:

Tdoc SMG10 98P324: Suggested Terms of Reference for 3GPP - System Aspects TSG - Security WG were presented to SMG#28 for information. (SMG#28 Tdoc P-99-010)

Tdoc SMG#28 P-99-116: SMG10 Status report from Peter Van der Arend.

SMG#28 report: "The SMG10 status report was approved by SMG#28."

CRs to SMG#28 for approval:

Tdoc SMG#28 P-99-117: CR 03.20-A010 (R98-B) on Proposed Annex E on CTS security.

Tdoc SMG#28 P-99-118: CR 02.33-A004 (R98-F) on Inclusion of the Warrant Reference Number.

SMG#28 report: "All change requests presented by SMG10 to SMG#28 were approved by SMG#28:"

Specifications to SMG#28 for information:

Tdoc SMG#28 P-99-121: UMTS 33.22 V 1.0.0 UMTS Security features.

SMG#28 report: Document for information - "It was recommended that TSG-N should have to look on implementation issues concerning this specification, TSG-S2 on architecture issues; probably, other groups like TSG-S1 might have to look to the specification as well."

Specifications to SMG#28 for approval:

Tdoc SMG#28 P-99-119: GSM 01.56 V 1.0.0 CTS Authentication and Key Generation Algorithms Requirements.

SMG#28 report: "Approved."

Tdoc SMG#28 P-99-120: GSM 03.33 V 2.0.0 Lawful Interception stage 2.

SMG#28 report: "Approved."

Tdoc SMG#28 P-99-122: UMTS 33.20 V 3.1.0 UMTS Security Principles (v.3.1.0) as CR 33.20-001.

SMG#28 report: Document approved - "This CR had already been forwarded to SMG#27 but had been postponed by SMG#27 which had asked SMG12 to check it. See annex 4 for Tdoc SMG P�99�309, a Liaison Statement to SMG10 and TSG SA WG3 explaining the status of UMTS 33.20 and UMTS 33.21."

Tdoc SMG#28 P-99-123: UMTS 33.21 V 2.0.0 UMTS Security Requirements.

SMG#28 report: Document approved - "It was recommended that TSG S2 should study this specification; see annex 4 for Tdoc SMG P�99�309, a Liaison Statement to SMG10 and TSG SA WG3 explaining the status of UMTS 33.20 and UMTS 33.21."

SMG10 liaison statements to SMG#28: (attached to SMG10 status report)

98P328�To SMG#28 for endorsement: 

    Request for information on potential problems for increasing the effective GSM encryption key length to 64 bits. (SMG#28 Tdoc P-99-011)��

This Liaison Statement was discussed in SMG#28 and resulted in the following decision:

"Decision of SMG#28: The manufacturers are asked to respond by the 14th of March to the address in Tdoc SMG P�99�116 Annex A. Mike Walker will send a corresponding letter to the manufacturers."

5.2	SMG1

Tdoc SMG10 AP99-016: LS from SMG1 on Follow-Me Feature. SMG1 reviewed the stage 1 Follow-Me Feature. WPB were asked to consider this response.

Tdoc SMG10 AP99-017: LS from SMG1 to SMG3-WPB (sent to SMG10 for information). The document was noted.

Tdoc SMG10 AP99-018: Proposed CR to GSM 02.56 on licence exempt frequencies. It was agreed that it is too early to pursue this topic until further definition on licence exempt frequencies for GSM. A response to this effect will be made by the Chairman to SMG#29.

AP-2:	 Chairman to create a response to the CR to 02.56 on license exempt frequencies, stating that it is too early to pursue the topic at present.

Tdoc SMG10 AP99-019: Proposed CR to GSM 02.56 on changes of terminology for CTS. The document was passed to WPA for consideration.

Tdoc SMG10 AP99-034: Response to a LS from SMG1 on encryption of EDGE calls. It is confirmed that EDGE Security should be at least as good as GSM security. The original liaison was sent by WPA and they were asked to consider this response.

Tdoc SMG10 AP99-035: LS from SMG1 on Applications and Automatic Execution Workshop. This will be discussed under agenda item 8.3 in a joint MExE meeting.

5.3	SMG2

Tdoc SMG10 AP99-044: Response to LS from SMG2 EDGE ad-hoc group on encryption of EDGE calls. WPA were asked to deal with this.

5.4	SMG3

Tdoc SMG10 AP99-014: LS from SMG3 on re-use of security-related information. This was sent to WPB for information.

Tdoc SMG10 AP99-015: LS from SMG3 to SMG9, copied to SMG10 for information on MM and RR functions affected by change of SIM data. The liaison was noted and the "Over the Air" Work Item should be monitored.

5.5	SMG4 (MExE)

5.5/a	SMG6

Tdoc SMG10 AP99-003: LS from SMG6 Recommending SMG to review Tdoc SMG10 AP99-038 on possibilities and limitations in commonality in tracing system designs. This was assigned to WPD in order to prepare a return Liaison statement based on Tdoc SMG10 AP99-038.

5.6	SMG9

No report on SMG9 activities was provided.

5.7	SMG12

No report on SMG12 activities was provided.

5.8	ETSI, 3GPP & UMTS work

Specific areas were dealt with under various agenda items during the meeting.

6	Reports and liaison statements from MoU groups

6.1	GSM Association

FIGS is being taken as a basis for re-use in other systems where possible.

GSM 03.07 is being re-written.

An "SMG 2000" Joint study group has been created. an updated COMP 128 algorithm is being produced, expanding A5 to the full 64 bits. There are some issues on Authentication algorithms. Export issues on A5/1 with 64 bits are currently under investigation and negotiation.

Joint meeting with Fraud Forum: Pre-paid issues were discussed. Mobiles dialling numbers received in SMS messages automatically is being studied. There are issues on Fraud control by operators under discussion.

SMG10 thought that the SMS auto-dial Fraud aspects should be considered in WPB.

SMG10 should be looking at the minimum set of CAMEL functions needed to implement FIGS, such that the CAMEL requirements can be determined in advance.

It was reported that the GSM Association is advertising for a new Fraud and Security Manager.

7	Reports and liaison statements from other groups

7.1	SAGE

Gert Roelofsen, chairman of ETSI SAGE, reported from the work done by SAGE:

CTS Algorithms are being worked upon (target date is 30 July 1999). Proposed rules for management of the CTS algorithm is proposed to SMG10 for approval in Tdoc SMG10 AP99-007. Mr. Roelofsen introduced the document. Custodianship was seen as a problem, as the French Regulations tend to hinder fast distribution of the algorithms. An interim custodian may need to be appointed if there is an urgent need for the algorithms (i.e. if needed before August 1999).

A pre-evaluation version of the algorithm will be available at the end of March 1999. This pre-evaluation will be available for those companies which funded the algorithm work (Ericsson and Alcatel). These companies are asked if they wish to carry out the evaluations (subject to the usual non-disclosure agreement).

SAGE is considering the design of a new GPRS encryption algorithm (GEA-2), but this is of low priority according to the SMG#28 statement (see section 5.1 of this report).

SAGE is also designing 2 new Encryption Algorithms for TETRA. A new end-to-end algorithm has also been requested by TETRA.

7.2	TC Security

A new Chairman and Secretary have been appointed. The old TTP group is now creating a standard for electronic commerce applications and an application for an ETSI STF to do this has been submitted.

A new Ad-hoc group on TIPHON Security has been created and work has started. The group is a cross TC Security and EP TIPHON Security group activity.

Old documents where no progress had occurred were examined and some updates are to be made to the TC Security documents where necessary.

The LI group has finished the ETSI Standard for the Handover Interface. The standard was approved by TC Security and will be sent on the ETSI Membership Approval Procedure (MAP).

7.3	TMN5

No documents were received for discussion.

7.4	T1P1.5 - Location Services

A presentation was given by Timo Rantalainen, Nokia, on Location Services (LCS). The presentation slides are given in Tdoc SMG10 AP99�033.

LCS Phase 1 specifications were presented to SMG#28 for information and will be submitted to SMG#29 for approval. The specifications contains some security aspects, which have not yet been seen by SMG10. The documents should be copied to WPB for consideration, as the specifications are planned to be sent to SMG#29 for approval. It was explained that the documents were not released to SMG10 until approval by T1P1, and no T1P1.5 LCS SWG meeting has been held since then to liaise the documents to SMG10.

LCS Phase 2 is also targeted to be sent for approval at SMG#29 and contains the same security aspects, with some enhancements.

Mr. Rantalainen agreed to take these comments back to T1P1.

LCS Phase 3 is planned to contain GPRS and CAMEL issues, and is planned to start after Phases 1 and 2 are complete (expected start of work 3Q 1999).

Tdoc SMG10 AP99�020, Ciphering mechanism for MS based E-OTD and GPS, was presented. 

The contribution proposes a ciphering system to send keys to the ME when a user subscribes to the service. It was questioned why the SIM Application Toolkit was not used instead of creating another secure data transfer mechanism. It was agreed that this needs further investigation. It was clarified that this document has not yet been agreed by T1P1 and would not be submitted to SMG until discussed and agreed within T1P1.

Keys are intended to be restricted on both usage area and time period. Location update signalling could be used to minimise signalling over the air interface. The basis for this was questioned, and it was clarified that the figures were based upon fraudulent use of cracked encryption keys being unprofitable compared to subscription. This document needs to be considered by SMG10 WPA.

8	Reports from ad-hoc meetings and progress of work items

8.1	SS7 security

Tdoc SMG10 AP99�022 (this document was not available).

Tdoc SMG10 AP99-027 - Report of WPB SS7 security meeting. Mr. Smith introduced the report which was noted by the meeting.

Tdoc SMG10 AP99-028 - SS7 Network threat analysis. This is for review and approval to forward to SMG#29 in response to the SMG7 request for a threat analysis. The document was summarised by Mr. Wright.

An editing group was asked to meet during the WPB meeting to review and update the document in order to make it ready for presentation to SMG#29. The solutions to the problems for GSM should be found within SMG10, which can then be passed to other groups to solve the problems for other networks (it is expected that the GSM solution will be adaptable to many other networks).

8.3	MExE

Mr. Wright introduced Tdocs SMG10 AP99-010, AP99-011, AP99-012, AP99-013, AP99-035 and AP99�043.

CRs in Tdoc SMG10 AP�99010 and AP-99011 have been updated and the new versions will be distributed for the Joint MExE meeting. All inputs here were assigned to the Joint MExE meeting.

8.4	GSM2000 and improvements to GSM Security

A joint working group has been established between SMG10 and MoU-SG which has to become active on the development of a new GSM encryption algorithm (A5/3).

9	Reports from stand-alone SMG10 working party meetings and progress of work items

9.1	SMG10-WPB

No report of WPB meetings was provided, and the WPB SS7 ad-hoc meeting is reported under agenda item 8.1.

9.2	SMG10-WPD

Tdoc SMG10 AP99-006. The report of progress on Lawful Interception topics were introduced to the meeting. Interception was discussed and WPD concluded that a consistent approach to Interception would be aimed for.

Handover interfaces - the TC Security and SMG10 specifications seemed fairly in line, although the TC Security version was more aimed at land-line applications. A liaison was sent to TC Security on this subject in order to provoke a combined meeting to discuss handover interface issues.

The EP TIPHON Plenary in February 1999 hosted WPD where a presentation was made on GPRS Security. It was agreed to exchange specifications with EP TIPHON as available to ensure consistency of the work.

Tdoc SMG10 AP99-036 (report) and AP99-038 (liaison statement). Tdoc SMG10 AP99-040 on GPRS - a CR to 03.34 (GPRS Interception). The Core GPRS specification is proposed for SMG10 review, in order to create a CR to 03.33 for submission to SMG#29. As Tdoc SMG10 AP99-040 was not available before the meeting, delegates were asked to read the document at this meeting for potential approval on Thursday afternoon. If more time is needed, an approval by correspondence will be done, in order to meet the SMG#29 submission deadline.

A series of combined meetings with WPD and SA3 is proposed to SMG10 (and SA3). This idea was approved by SMG10.

The TC Security meeting date in May causes some conflicts for WPD delegates, so WPD asked for a revision of the meeting date.

GPRS Interception and CAMEL Stages 1, 2 and 3 Interception for completion in 1999.

10	Review by SMG10-WP meeting sessions of: meeting reports, specific contributions, LSs, etc.

The Working Parties met in parallel sessions to deal with their assigned input documents and liaisons, to edit the documents for progression at this meeting. WPC was asked to put together a plan of work taking into account the 3GPP work plan.

11	Reports from SMG10 Working Parties, liaison statements and documents for approval

11.1	SMG10-WPA: Mechanisms

Tdoc SMG10 AP99�054 contains the report of WPA.

Tdoc SMG10 AP99�055 contains the proposed Annex E to 03.20 V7.2.0 (CTS Security). This proposal had been agreed in WPA (as given in the WPA report) and was endorsed by SMG10 Plenary.

Tdoc SMG10 AP99�056 contains a Liaison Statement to SMG1, SMG2 and SAGE on EDGE Encryption. The Liaison was discussed and modified editorially. The updated document, contained in Tdoc SMG10 AP99�059, was approved.

Tdoc SMG10 AP99�053 had been considered. WPA advise that the choice of the GPRS ciphering algorithm should stay at the network side and that an explicit indication of the selected ciphering algorithm before ciphering is started.

11.2	SMG10-WPB: Services

Tdoc SMG10 AP99�057 contains the report of WPB.

Triplet re-use: A CR to 03.20 and an LS to SMG3 should be extracted and approved by SMG10 Plenary. A related issue on the implications when HLR and VLR cannot communicate. This will be raised at the next GSM Association Security Group meeting, requesting an update to their SG11 document after the CRs are approved by SMG. 

Follow Me Feature: Following the response to a liaison sent to SMG3, WPB questions why the Follow Me Feature is maintained as a SMG Work Item as their are many proprietary solutions. A liaison to SMG3 will be created asking why the Work Item is continued, and asking for priorities to be given provided if the Work Item is maintained (contained in Tdoc SMG10 AP99�063).

SMS Abuse: Automatic sending by handsets in response to received SMS is thought to have some Fraud implications. Delegates should consider this further and provide input to the next SMG10 meeting.

AP-3:	 All delegates to consider the potential fraud aspects of Mobiles' auto-response to received SMS messages.

MExE: Tdoc SMG10 AP99�052 contains a proposed liaison to SMG4 (Copy SMG1, SMG) on MExE security issues. The liaison was modified editorially and approved as Tdoc SMG10 AP99�060. (SMG4 are asked to maintain the 4-level security for Release 1998). SMG10 intend to send representation to the next SMG4 MExE meeting in Tokyo to help with security issues and to identify a work plan for SMG10 on MExE Security aspects. Security aspects will be discussed further at the next SMG10 meeting.

Location Services: A Liaison to T1P1 was produced as Tdoc SMG10 AP99�058 outlining some of the concerns of SMG10. The liaison was updated as Tdoc SMG10 AP99�061 for transmission to T1P1. SMG10 representation will be sent to the June meeting of T1P1 in UK. Some investigation on the solutions used in other mobile networks in the USA should also be carried out.

CTS: CRs contained in Tdocs SMG10 AP99�029, AP99�030 and AP99�031 were accepted after small additions.

Tdoc SMG10 AP99�018 was discussed, and after much debate in plenary it was decided that a small group would meet to discuss the concerns about license exempt CTS.

Tdoc SMG10 AP99�019 had been considered and no problems found in WPB.

SS7: The SS7 threat analysis document was edited and will be updated by the editor. The only issue is an unqualified table of suspected fraud losses in the US. The table will be deleted if insufficient qualification for the figures.

11.3	SMG10-WPD: Lawful interception

Tdoc SMG10 AP99�040 on Lawful Interception for GPRS CR to 03.33 - no comments were forthcoming at the meeting, so delegates are asked to consider the document and make comments to the editor.

Tdoc SMG10 AP99�042 on Replacement A38 Algorithms in the AUC - This was noted for information and will be forwarded to the GSM Association.

12	AoB

Tdoc SMG10 AP99�046 was received from Vodafone, requesting confirmation of requirements. A response will be produced as follows:

1)	Stage 2 specification for IST for non-CAMEL Subscribers is still required.

2)	Yes, SMG10 do foresee a requirement for IST for GPRS subscribers.

3)	SMG3 are left to decide on this, SMG10 understand the implications of the choices.

AP-4:	 Chairman to draft a response to Vodafone confirming the requirements requested in Document AP99�046.

13	Summary of output from meeting and actions

Actions from the meeting:

AP-1:	 Chairman to respond to Mr. Pritchard asking for SMG10 to be included in the IETF Co-operation agreement.

AP-2:	 Chairman to create a response to the CR to 02.56 on license exempt frequencies, stating that it is too early to pursue the topic at present.

AP-3:	 All delegates to consider the potential fraud aspects of Mobiles' auto-response to received SMS messages.

AP-4:	 Chairman to draft a response to Vodafone confirming the requirements requested in Document AP99�046.

AP-5:	 Mr. Pope to check availability of accommodation for hosting meeting 99#02 at Sophia Antipolis.

Output Liaisons:

The list of Liaison statements is given in Annex F of this report.

14	Review of the draft meeting report

The interim draft report was made available at the meeting, and should be reviewed for major concerns, comments should be sent to the Secretary quickly after the meeting. The completed draft report will be distributed to the SMG10 e-mail list for approval.

15	Future meetings dates and venues

Next meeting 3-6 August 1999. ETSI to be checked at as a venue for this meeting.

AP-5:	 Mr. Pope to check availability of accommodation for hosting meeting 99#02 at Sophia Antipolis.

16	Close of meeting

The Chairman thanked the Host for the excellent facilities and support, and closed the meeting.
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1	LCS

Timo Rantalaien presented Tdoc AP99-020. Broadcast data containing information used by the MS -together with results of its own measurements- to compute its position may need to be (at least partially) encrypted if the MCS service is charged. It is assumed that encryption will be based upon a Kb broadcast key, that is valid for a location area (or a larger area) for a certain period (say a few hours).  Encryption will be applied (as a PLMN option) to a part of the broadcast location information, and  take place between on fixed network equipement, probably the Mobile Location Center (to be confirmed) and the MSs. The following initial conclusions related to security mechanisms needed for LCS were  reached : 

Encryption of broadcast data  should take place at application layer, (as proposed in Sections 17 and 18), and thus be independent of the LCS information transport mechanisms.

Out of the three options for possible encryption algorithms suggested in Section 14, WPA favoured a variant of the second one, namely the use of standard 56 bit DES. (It is expected that, given the recent export control agreements, there should not be export regulation problems with such a choice.) 

Key management (i.e. the distribution, inside a VLR area,  of the Kb broadcast keys to the LCS subscribers entitled to receive it) does not seem to require any LCS specific cryptologic mechanism. It is assumed that Kb distribution will be combined with location updating. When a location update occurs for a given MS, VLR checks LCS subscription information received from HLR (including subscription validity period). If entitled to do so, it sends the Kb value for the current period and the next period in the considered location area. The transmission of Kb to the MS is protected by the usual (non LCS specific) GSM signalling information encryption on the radio path.

Implementation in MS : no firm conclusion was reached regarding the most appropriate location (SIM or ME) for the implementation of LCS encryption and for the storage of the Kb information. It was however noticed that if  Kb is stored in the SIM whereas decryption takes place in the ME, this may lead to some fraud (fraudster reads Kb from the SIM and redistributes it).

A first draft of the LCS stage 2 specification should be produced by T1P1 by May 1999. SMG10 WPA would appreciate receiving the security related sections of this draft, and thus having an opportunity to make early comments on it. But formal SMG10 endorsement of such sections  seems impossible to achieve before the next SMG10 plenary.

2	Cordless Telephony System (CTS)

2.1	Recommendation 01.56

ETSI SAGE comments were reviewed. Samira Messiet will incorporate the agreed (minor) modifications in the next version of  01.56.

2.2	Algorithms issues

-	CTS authentication and key distribution algorithm design. The timescales (preevaluation version in April, final version in June) and deliverables were clarified by Gert Roelofsen.



-	CTS air interface encryption algorithm :  the former choice (A5/2) was rediscussed. It was stated that despite of the recent changes in export rules (Wassenaar agreements in December 98), the selection of A5/1 instead of A5/2 might still potentially lead to some export problems on CTS FPs. So the choice of A5/2 was finally reconfirmed.



2.3	CTS security architecture 

Tdoc SMG10 AP99-029 (CR to 03.20 Annex E) was presented by Samira Messiet, who gave a summary of the main modifications as compared with the version agreed at SMG#28. It was noticed (and agreed) that :

-	no KINIT key is longer used (Ka is directly derived from FPAC);

-	the "signalling via PLMN" scenario was removed (this had been suggested by SMG10 at its last meeting);

-	IFPSI is no longer sent to MS;

-	the procedure for CTS-FP authentication by SN has been slightly modified (this had been suggested by SAGE at its last meeting);

-	no sequence number is left in supervision data.



Some further modifications of the CR were agreed. In particular :

-	no CTS-HLR authentication vector SRES(1,..,n), RAND(1,..,n) should be mentioned in Section E 4.3.2.1 ;

-	the description of the Supervision Data protection must to be modified (RAND2 is to be sent from FP to SN ; supervision data and MAC2 must be sent back from SN to FP ; the Data2 input to the MAC2 computation consists of the concatenation of RAND2 and the supervision data) ;

-	the description of the FP authentication procedure  should be improved (figure 7).

-	a section on requirements on random challenges generation proposed by SAGE is to be inserted.



Samira Messiet will incorporate the corresponding changes in the CR.

Open issues (FFS) :  HLR protection against a fake SN not addressed in 03.20 ;  protection against residual threat (SN impersonation by the FP owner himself). 

3	EDGE

A LS to SMG1, SMG2 and ETSI/SAGE was drafted to:

-	reconfirm SMG10 preference for "solution 1", i.e. increasing the length of the keystream generated by the A5/1 algorithm (currently two times 114 bits) to accomodate to the longer EGDE block length;

-	ask SAGE to check the validity of that solution and the algorithm administration implication, after obtaining the A5/1 specification from MoU;

-	advise SMG2 to apply the future GPRS encryption algorithm GEA2, currently under development rather than the existing one for EGDE GPRS encryption purposes.



4	GPRS

Tdoc SMG10 AP99-053 (Motorola) was briefly considered. The problems mentioned indicate that the attempt that has been made in the GPRS specifications to "piggyback" the encryption mode command on the authentication request for optimisation purposes was not a very right choice. WPA has no strong advice on the most appropriate procedure during GPRS attach to request MS to start encryption and inform it of the ciphering algorithm number (systematic authentication, reintroduction of an encryption mode command..), but is concerned that the suggested SIM solution might  give the MS an opportunity to select the ciphering algorithm number (which represents a security threat) . WPA advice is that :

-	the choice of the ciphering algorithm should stay at the network side ;

-	there should be an explicit indication of the selected ciphering algorithm before ciphering is started.

�Annex B:	Report of SMG10-WPB: GSM Services
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Documents

Documents considered during the meeting were:

AP99–008	CR to 03.20 version 5.2.1 - Clarification on Security triplet re-use conditions

AP99–009	LS to SMG3 on triplet re-use

AP99-014	Liaison statement on re-use of security-related information

AP99-016	Liaison Statement to SMG10 and SMG3-WPB on their review of the "Follow Me Feature" stage 1  (Tdocs SMG10 98P326 and SMG3 98B293rev)

AP99-021b	LCS Work item - GSM 03.71 version 1.0.0

AP99-028	SS7 Network Security Threat Analysis

AP99-029	CR to 03.20 version 7.1.0 Alignment on SMG12 and modifications following SAGE comments 

AP99-030	CR to 03.20 version 7.1.0 CTS Security functions in case of license exempt frequencies

AP99-031	CR to 03.20 V7.1.0 - Security related functions for the feature where the CTS-FP is connected to the GSM PLMN



Triplet Reuse

Tim Wright introduced documents 008 (suggesting changes to GSM 03.20) and 009 (proposed liaison to SMG 3 outlining suggesting changes to GSM 09.02).

Following minor changes to the content of both, in was agreed that a CR to GSM 03.20 and a LS to SMG 3 could be extracted for approval by SMG 10 Plenary.

The discussions exposed a related issue about what happens when HLR and VLR cannot communicate. For example, what if the HLR wishes to bar a subscriber and cannot inform the VLR. Who is responsible for subsequent calls made by the subscriber should depend upon whether the HLR or VLR are responsible for the system failure. This matter will be raised in the next MoU SG meeting by Tim Wright.

Follow Me Feature

A LS from SMG 3 (doc. 99 – 016) was reviewed.  

A previous LS from SMG 10 to SMG 3 had requested clarification on the extent to which the FM specification resides within the GSM standard. No clear response was contained in doc. 99 – 016, except to point out that ‘FM stage 1 intentionally leaves security requirements of FM to the operators offering the service. The LS also points out that FM is intended only for a small subset of home subscribers.

In view of the above, and given that a number of GSM operators already offer proprietary FM features to their customers, WP B questions why the FM feature is a WI in SMG at all.

WP D (Legal Interception) are requested to review the Legal Interception requirements on FM.

SMS Abuse

The ability for handsets to send characters received in an SMS is thought to have fraud implications. 

For example an unsuspecting subscriber could receive an unsolicited SMS containing a dialable number (such as a PRS number) and an invitation to press the ‘send’ key on his phone. Another possibility is that it may give a subscriber the ability to send non-numeric digits in the b-number (causing problems in the network and/or billing systems).

Delegates are asked to consider this issue further and provide input to the next SMG 10 meeting. In particular, we need to address the range of fraud attacks possible, the seriousness of the attacks, and appropriate countermeasures if required. 

MExE

Discussion on this work item took place in the SMG 10 plenary meeting.

Location Services

Document 99 – 021a (LCS Service Description, Stage 1) was considered and a number of issues were raised concerning the LCS service description.

It was agreed that a LS would be sent to T1P1 (the lead group on LCS) raising the identified issues and proposing a joint meeting prior to SMG #29.

In order to assist in progressing this work, SMG 10 delegates are requested to attend the joint meeting.

CTS

Samira Messiet introduced proposed CRs in documents 99 – 029, 99 – 030, 99 – 031. Following minor additions (to be incorporated by Samira), these documents were accepted by WP B with the recommendation that they are approved by SMG 10.

Documents 99 –018 and 99 – 019 were also briefly reviewed and gave rise to no immediate concerns.

SS7

A short editing session took place to revise the content of doc. 99 – 028 (SS7 Network Security Threat Analysis). The agreed changes will be forwarded to the editor. Apart from minor corrections the only major issue is a table indicating suspected fraud losses in the US. Unless the figures in this table can be sufficiently qualified, the table will be deleted. The list of recommended actions will be revised in line with earlier joint WP B/ 3GPP meting. The editor will set up an email correspondence group to revise the document and re-submit it at the next SMG 10 meeting.
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