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3.4
Connectionless user data confidentiality

3.4.1
Definition

The connectionless user data confidentiality feature is the property that the user information which is transferred in a connectionless packet mode over a signalling channel is not made available or disclosed to unauthorised individuals, entities or processes.

3.4.2
Purpose

The purpose of this feature is to ensure the privacy of the user information on signalling channels (e.g. short messages).

3.4.3
Functional requirements

NOTE:
Protection of connectionless user data is not applicable to SMS Cell Broadcast.

3.5
Signalling information element confidentiality

3.5.1
Definition

The signalling information element confidentiality feature is the property that a given piece of signalling information which is exchanged between MSs and base stations is not made available or disclosed to unauthorised individuals, entities or processes.

3.5.2
Purpose

The purpose of this feature is to ensure the privacy of users related signalling elements.

3.5.3
Functional requirements

When used, this feature applies on selected fields of signalling messages which are exchanged between MSs and base stations.

The signalling information elements included in the message used to establish the connection (protocol discriminator, connection reference, message type and MS identity (IMSI, TMSI or IMEI according to the circumstance)) are not protected.

The following signalling information elements related to the user are protected whenever used after connection establishment:

‑
International Mobile Equipment Identity (IMEI);

‑
International Mobile Subscriber Identity (IMSI);

‑
Calling subscriber directory number (mobile terminating calls);

‑
Called subscriber directory number (mobile originated calls).

The IMSI is stored securely within the SIM.
It shall not be possible to change the IMEI after the ME’s final production process. It shall resist tampering by any means (e.g. physical, electrical or software). 
The security policy for the Software Version Number (SVN) is such that it cannot be readily changed by the user, but can be updated with changes to the software. The security of the SVN shall be separate from that of the IMEI.

