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Reason for �change:��
Since the MS does not store information about the selected ciphering algorithm at detach, this needs to be transferred in the AUTHENTICATION AND CIPHERING REQUEST message for every attach procedure. It is not mandatory to do the authentication at every attach though.


If the received GPRS-CKSN in the ATTACH REQUEST or ROUTING AREA UPDATE REQUEST messages match the stored CKSN for that IMSI in the network the ciphering can start on Authentication response message or RAU accept message.
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�
D.4.4	Ciphering key sequence number


The GPRS-CKSN (Ciphering Key Sequence Number) is a number which is associated with each ciphering key GPRS-Kc. The GPRS-CKSN and GPRS-Kc are stored together in the mobile station and in the network. It permits the consistency check of the keys stored in the MS and in the network. Two independent pairs, Kc and CKSN (for circuit switched), and GPRS-Kc and GPRS-CKSN (for packet switched) may be stored in the MS simultaneously.


However since it is not directly involved in any security mechanism, it is not addressed in this specification but in [GSM 04.08] instead.


D.4.5	Starting of the ciphering and deciphering processes


The MS and the SGSN must co-ordinate the instants at which the ciphering and deciphering processes start. The authentication procedure governs the start of ciphering. The SGSN indicates if ciphering shall be used or not in the aAuthentication and Ciphering rRequest message. If ciphering is used, the MS starts ciphering after sending the Authentication and Ciphering Response message. The SGSN starts ciphering when a valid Authentication and Ciphering Response message is received from the MS.


Upon GPRS Attach, if ciphering is to be used, an Authentication and Ciphering Request message shall be sent to the MS to start ciphering.


If the GPRS-CKSN stored in the network does not match the GPRS-CKSN received from the MS in the Attach Request message, then the network should authenticate the MS.


As an option, the network may decide to startcontinue ciphering without authentication after receiving a Routing Area Update Request message with a valid GPRS-CKSN. Both the MS and the network shall use the latest ciphering parameters. The MS starts ciphering after a receiving a valid ciphered AttachRouting Area Update Accept message from the network. The SGSN starts ciphering when sending the ciphered AttachRouting Area Update Accept message to the MS.


After the attach procedureUpon delivery of the Authentication and Ciphering Response message or the Routing Area Update Accept message, the GPRS Mobility and Management entity in both SGSN and MS shall be aware if ciphering has started or not. LLC provides the capability to send both ciphered and unciphered PDUs. The synchronisation of ciphering at LLC frames level is done by a bit in the LLC header indicating if the frame is ciphered or not. Only a few identified signalling messages (e.g., Routing Area Update Request message) described in GSM 04.08 may be sent unciphered, any other frames sent unciphered shall be deleted. Once the encryption has been started, neither the MS nor the network shall go to an unciphered session.




















