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This document discusses some RRC messages in UTRAN and the need for protecting their integrity.


First we recall a few threats related to integrity protection. Secondly, we define categories of messages based on threats associated to their misuse. Finally, individual RRC messages in each category are listed.





Channel hijacking and connection stealing are examples of serious threats. If ciphering is not used then a false base station is able to conduct a "man in the middle" –attack by which a connection is stealed at least for some time. Technically simpler attack can be conducted by a false mobile station which sends a critical false signaling message with the same result. If ciphering is used on the user plane then the threat is smaller since the attacker cannot easily utilize the stealed connection. Also, if signalling is ciphered it is not easy to send false messages. On the other hand, if plaintext content of some message can be predicted it can be changed in a controlled way (bit toggling).    





Denial of service attacks are not as serious because no clear financial benefit is gained by the attacker. However, an attack by which service for only some specific user is denied is a bit more problematic since it is possible that both the user and the network do not realize that an attacker is present.





We define the following categories of signalling messages:


messages which can alone lead to connection stealing in the case of misuse;


messages which increase the chance for connection stealing if misused;


messages by which a denial of service attack can be targeted against some specific user in such a way that possibly the incident is interpreted as natural;


messages which can only slightly disturb the operation of the network if misused.





Examples of RRC messages in each category are listed in the following (see "RRC Protocol Specification" TS 25.331).





Cell update; URA update; Inter system cell reselection from GSM/GPRS to UTRAN; Transmission of UE capability information; Direct transfer messages (e.g. some MM messages).





RNTI reallocation; Measurement reports (if forged with skill).





Radio access bearer release / reconfiguration; Measurement reports (if forged with care).





Paging; Measurement reports (if forged randomly).





At least the messages in the first category should be integrity protected. 


 


