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Abstract

This document proposes to change the text in 3G TS 33.102 version 3.0.0  [1] relating to the management of sequence numbers in the authentication and key agreement protocol with the following objectives: 

· to simplify the re-synchronisation procedure;

· to guarantee freshness of the synchronisation failure message by the MS; 

· to address the concern raised at the last meeting regarding a potential USIM lock-up.

In particular it is shown that no new MAP-procedure initiated by the HLR/AuC for re-synchronisation of sequence numbers is needed. Rather it is proposed to piggy-back an additional parameter for re-synchronisation on an authentication data request issued by the SN/VLR.

It is also proposed to include a paragraph on the conditions on the use of authentication information for clarification.


The first section provides an overview of the proposed changes. The proposed new text and detailed explanations are contained in the following sections 2 to 4. Section 5 contains a brief informal discussion of some properties of the new proposal. A companion contribution [2] summarizes the results of a formal analysis of the new proposal. Text meant for inclusion in [1] is marked on the left margin. 

1 Overview

This overview summarizes the main points in section 2, 3, and 4. Details omitted in this section can be found in these later sections.

1.1 Simplification of re-synchronisation procedure 

The authentication protocol in the main body of [1] makes use of sequence numbers. An authentication message is accepted by the MS only when the corresponding sequence number is in the correct range. In the event of a failure in the HE/AuC (expected to be very rare) a re-synchronisation of the counter in the HE/AuC is needed. A re-synchronisation procedure is described in section 6.3.5 of [1].

The message flow in case of re-synchronisation which is described in [1]does not seem optimal. It appears that messages can be combined so that the number of messages can be reduced. Also, no need is seen any more for a new MAP-procedure between HE/AuC and SN/VLR initiated by the HE/AuC. 

It is therefore proposed that only two basic procedures are used, namely user authentication request/response and authentication data request/response.


User authentication request/response between SN/VLR and MS:

SN/VLR sends user authentication request (RAND || AUTN) to MS; 

MS responds in three different ways: 

- authentication response if AUTN is successfully verified and sequence number is in correct
   range; parameter: RES
- authentication reject if AUTN not successfully verified
   parameter: void
- synchronisation failure if AUTN is successfully verified, but sequence number is not in correct
   range; parameter: RANDMS || AUTS 

The parameter RANDMS was stored in the MS. The parameter AUTS has the same format as AUTN. The parameters are explained in sections 1.2 and 3.2.


 Authentication data request/response between SN/VLR and HE/AuC:
The SN/VLR sends authentication data requests to the HE/AuC in two forms:

 - (regular) authentication data request as in [1, 6.3.2];
     parameters: identity, MODE
 - authentication data request with synch failure indication 
     parameters: identity, MODE, RAND, RANDMS || AUTS, (optional further info)

In the response to both types of authentication data request, the HE/AuC sends an array of authentication vectors. 
The local actions of the HE/AuC upon receipt of an authentication data request with synch failure indication are described in section 3.2 below.

The difference between the solution in [1] and the solution proposed here is shown in figures 1 and 2. The subscript “MS” is used to distinguish parameters in the re-synchronisation response from those in the user authentication request.












Figure 1: Re-synchronisation according to [1]









Figure 2: Proposed re-synchronisation procedure
1.2 Freshness parameter in synchronisation failure message 

In section 6.3.5 of [1] it is proposed to use the parameter AUTNMS in the re-synchronisation response. 
AUTNMS = Conc(SQNMS) || MAC where the concealed sequence number Conc(SQNMS) = SQNMS ( f5K(RANDMS) and 

MAC = f1K(SQNMS || RANDMS || MODE).
SQNMS is the value of the sequence number counter in the MS and RANDMS was either stored along with SQNMS at the last successful authentication or is generated by the MS. 
(In figure 1, we use the subscripts “MS” to distinghuish the parameters in the user authentication request from that in the re-synchronisation response. Also, we omit the reference to MODE in the subscripts of parameters for better readability.)

However, neither solution provides assurance of the freshness of the MAC to the HE/AuC. Concern was raised that this could lead to a denial of service attack by a replay of a re-synchronisation response. Although the scope of such a denial of service attack was quite limited (forcing just an additional round of authentication) it is proposed here to modify the message sent by the MS because the required change is quite small and prevents the limited denial of service attack.

The proposed change consists in using a different random number in the computation of the MAC in the re-synchronisation response, namely the random number RAND received by the MS in the current authentication request. In order to avoid interference with the MAC in the user authentication request it is proposed to use a message authentication function f1* to produce the MAC. (It is expected that f1* may derived in a uniform fashion from a single MAC function, along with f1, ..., f5.) Thus, AUTN is replaced by a new parameter 
AUTS = Conc(SQNMS) || MACS where Conc(SQNMS) = SQNMS ( f5K(RANDMS) (as before) and

MACS = f1*K(SQNMS || RAND || MODE).

The construction of the parameter AUTS in shown in figure 3.
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Figure 3: Construction of the parameter AUTS

The idea behind the proposed change is that the SN/VLR can guarantee to the HE/AuC that this RAND was not used before. That means that the freshness guarantee depends on the security of the SN/VLRs and their links to the HE/AuC (cf. section 5, note 3). 

1.3 Modified sequence number handling to address a potential USIM lock-up

Only a serious malfunction of the HE/AuC or a malicious attack on the HE/AuC can cause counters in the MS to reach their maximum value. Such an event is expected to be very unlikely if proper precautions are taken. Nevertheless, in view of the consequences that this event may have (USIM lock-up or unlimited use of stolen authentication vectors) it may be desirable to have countermeasures available. To this end, an alternative handling of sequence numbers is proposed.

The basic idea of the alternative sequence number handling is that the MS will not accept arbitrary jumps in sequence numbers.

The sequence number SQN is now accepted by the MS if and only if the following holds for some (: 
SQN > SQNMS  (as before) and SQN - SQNMS  < ( .

This means that SQNMS can reach its maximum value only after a minimum of SQNmax/( successful authentications have taken place. If SQNmax and ( are appropriately chosen then the counter SQNMS can never reach its maximum value in practice.

2 Conditions on the use of authentication information

It is proposed to include a paragraph at the end of subsection 6.3.3 of [1] on the conditions on the use of authentication information for clarification. The intention is to make sure that authentication vectors are used in the correct order so that they are not rejected by the user.

The proposed text of the paragraph to be included is: 


 “Using the procedures described in subsections 6.3.1, 6.3.2 and 6.3.4, authentication vectors will have to be used in the specific order in which they were generated, otherwise the user will reject the authentication attempt. The SN/VLR shall use an authentication vector only once and, hence, shall send out each user authentication request RAND || AUTN only once no matter whether the authentication attempt was successful or not. A consequence is that authentication vectors cannot be reused. When a user changes from one VLR to another one and the new VLR requests remaining authentication vectors from the old VLR (cf. subsection 6.3.4) then the old VLR shall not retain any copies of these authentication vectors. When a VLR receives a “cancel location” request for a certain user it shall delete all authentication vectors relating to that user.  When a VLR receives a location update request from a user and the VLR notices that authentication vectors relating to that user are still stored in the VLR it will delete this information and request fresh authentication vectors from the HE/AuC.

Different rules may apply when one of the alternative schemes for sequence number handling described in Annex C is applied. This is true in particular when the schemes based on windows or lists described in Annexes C.3 and C.4 are applied.”  

3 Re-synchronisation of sequence numbers

In [1], section 6.3.5, a re-synchronisation procedure for sequence numbers is proposed which consists in a re-synchronisation request sent by the HLR/AuC to the user and a re-synchronisation response sent by the user to the HLR/AuC. According to [1], the re-synchronisation procedure may be initiated by the HLR/AuC upon receiving a message coming from the SN/VLR saying that the user could successfully verify the data integrity of AUTN sent by the SN/VLR, but that the user rejected AUTN because the sequence number was not fresh. The resynchronisation request does not carry additional parameters, the re-synchronisation response includes RANDMS || AUTNMS where this parameters may be either retrieved from MS storage or generated by the MS. 

This approach described in [1], section 6.3.5, has the disadvantage that it requires an extra procedure between the SN/VLR and the HLR/AuC which has no equivalent in GSM. It is suggested instead that for re-synchronisation a modified authentication data request/response inititiated by the SN/VLR is used. 

It is further proposed that cases of database crashes should in the first instance be handled by HE/AuC-internal procedures which need not be standardised. 
If the user could successfully verify the data integrity of AUTN sent by the SN/VLR in a user authentication request, but the sequence number was not in the correct range then we speak of a synchronisation failure. The correct range is determined by the particular scheme for managing sequence numbers (see annex C of [1]).

If the HE/AuC and the SN/VLR function correctly, in particular if the conditions on the use of authentication information are followed by the SN/VLR, and if no attacks on the system occur, then synchronisation failures do not occur.


If synchronisation failures occur they may be due to an SN /VLR using an authentication vector out of sequence, an attacker replaying a user authentication request or a failure or attack in the HE/AuC.

The value of the counter SQNHE used to procude a new AUTN was set to a wrong value.
It is assumed that the USIM functions correctly. (Reason: Security of UMTS has to rely on the assumption that the USIM is working according to specification. The smart card industry indicates that secure counters can be implemented. Therefore, no particular measures related to a synchronisation failure caused by a USIM failure are believed to be needed.)
3.1 Re-synchronisation: the MS side

When a MS detects a synchronisation failure it responds to the user authentication request with an “synchronisation failure” message including an appropriate parameter as described in the following. 


The following text is proposed to replace paragraphs 9 and 10 (“Note: The HE ... the procedure.”) in [1], section 6.3.3.

“


Note: The MS and the HE have some some flexibility in the management of sequence numbers. Annex C contains alternative methods for the generation and verification of sequence numbers.

If the user considers the sequence number to be not in the correct range, he sends synchronisation failure back to the SN/VLR including an appropriate parameter, and abandons the procedure.

The synchronisation failure message contains the parameter RANDMS || AUTS. 
Here RANDMS is the random value stored on the MS which was received in user authentication request causing the last update of SQNMS . 
It is AUTS  = Conc(SQNMS ) || MACS.
Conc(SQNMS) = SQNMS ( f5K(RANDMS) is the concealed value of the counter SQNMS in the MS, and. 
MACS = f1*K(SQNMS || RAND || MODE) where RAND is the random value received in the current user authentication request. 
f1* is a message authentication code (MAC) function with the property that no valuable information can be inferred from the function values of f1* about those of f1, ... , f5 and vice versa.“ 

(For more detailed requirements on f1* see section 5.)


It is also proposed to include the following sentence in [1], section 6.3.3, at the end of the eleventh paragraph (“If the . . . receiving RAND.”):


“The MS stores RAND for re-synchronisation purposes.”

It is further proposed to replace expressions such as “the sequence number is fresh” with “ the sequence number is in the correct range ” throughout the text as this latter expression is applicable to all schemes for the management of sequence numbers in Annex C including the new one proposed in this contribution. 

3.2 Re-synchronisation: the network side

It is proposed to replace the text of subsection 6.3.5 on “Re-synchronisation prodecure”with the following text: 

For explanations see the notes at the end of the text. The figure in subsection 6.3.5 is to be replaced with figure 2 of this document. 

“







 An SN/VLR may send two types of authentication data requests to the HE/AuC, the (regular) one described in subsection 6.3.2 and one used in case of synchronisation failures, described in this subsection. 
Upon receiving a synchronisation failure message from the user, the SN/VLR sends an authentication data request with a  “synchronisation failure indication” to the HE/AuC, together with the parameters
 - RAND sent to the MS in the preceding user authentication request and 
 - RANDMS || AUTS received by the SN/VLR in the response to that  request, as described in subsection 6.3.3. 
An SN/VLR will not react to unsolicited “ synchronisation failure indication” messages from the MS.
The SN/VLR does not send new user authentication requests to the user before having received the response to its authentication data request from the HE/AuC (or before it is timed out).
When the HE/AuC receives an authentication data request with a  “synchronisation failure indication”  it acts as follows:
The HE/AuC verifies AUTS by computing f5K(RANDMS), retrieving SQNMS from Conc(SQNMS) and verifying MACS (cf. subsection 6.3.3.). If the verification is successful, but SQNMS is such that SQNHE is not in the correct range then the HE/AuC resets the value of the counter SQNHE to SQNMS.
Otherwise, the HE/AuC leaves SQNHE unchanged. “

(Examples: In case sequence numbers are managed according to Annex C.1, SQNHE is in the correct range if SQNMS (SQNHE. In case sequence numbers are managed according to section 4 of this document, SQNHE is in the correct range if SQNMS (SQNHE < SQNMS +( -1 .)

“In all cases the HE/AuC sends an authentication data response with a new batch of authentication vectors to the SN/VLR. If the counter SQNHE was not reset then these authentication vectors can be taken from storage, otherwise they are newly generated after resetting SQNHE. In order to reduce the real-time computation burden on the HE/AuC, the HE/AuC may also send only a single authentication vector in the latter case.

Whenever the SN/VLR receives a new batch of authentication vectors from the HE/AuC in an authentication data response it deletes the old ones for that user in the VLR. 

The user may now be authenticated based on a new authentication vector from the HE/AuC.
 Optionally, in order to minimise extra effort by the HE/AuC, in an authentication data request with synchronisation failure indication the SN/VLR may also send the concealed sequence number Conc(SQNSN) corresponding to the last authentication vector received which the SN/VLR has in storage, i.e. it may send Conc(SQNSN) = RANDSN || SQNSN(f5K(RANDMS). 
On receipt the HE/AuC retrieves SQNSN from Conc(SQNSN/MODE). If the counter in the HE/AuC did not have to be reset and if SQNSN = SQNHE the HE/AuC informs the SN/VLR accordingly and does not send fresh authentication vectors. (In this way, a synchronisation failure does not cause the HE/AuC to produce extra authentication vectors when they are not needed.)”
4 Scheme for management of sequence numbers protecting against wrap around of counters 

According to [1], section 6.3.6, sequence numbers shall be sufficiently long so that the counter SQNMS cannot reach its maximum value SQNmax during the lifetime of the system (in normal operations). As in section 3, we assume that failures in the USIM need not be taken into account. So, only a serious malfunction of the HE/AuC or a malicious attack on the HE/AuC can cause counters in the MS to reach their maximum value. Such an event is expected to be very unlikely if proper precautions are taken. Nevertheless, in view of the consequences that this event may have (USIM lock-up or unlimited use of stolen authentication vectors) it may be desirable to have countermeasures available also for this event. To this end, an alternative optional scheme for the handling of sequence numbers is proposed.

The following text is proposed for inclusion in Annex C of 3G TS 33.102:

“

 C.5 A mechanism using two individual counters on each side offering protection against wrap around of counters
The basic idea of the alternative sequence number handling is that the MS will not accept arbitrary jumps in sequence numbers.

The sequence number SQN is now accepted by the MS if and only if the following holds for some (: 
SQN > SQNMS (as for alternative C.1) and SQN - SQNMS < ( .

This means that SQNMS can reach its maximum value only after a minimum of SQNmax/( successful authentications have taken place.

Conditions on  ( :
(1) ( shall be sufficiently large so that the MS will not receive any  SQN with SQN - SQNMS ( ( if the HE/AuC functions correctly. 
(2) SQNmax /( shall be sufficiently large to prevent that SQNMS ever reaches SQNmax during the lifetime of the USIM.”

The choice of parameters, of course, depends on assumptions on the maximum number of authentications a USIM is to accept during its lifetime. A choice which appears to fulfil conditions (1) and (2) is SQNmax = 248 and ( = 224. (Note that the range for SQN currently agreed is 32 to 64 bits.) The optimal choice of values is ffs.
The choice of values seems to be on the cautious side. Note that SQN - SQNMS  ( 224 = 16,000,000 would mean (in the absence of AuC failures) that 16 million authentication vectors were sent by the HE/AuC without being successfully received by the MS  which is practically impossible. For the counter SQNMS to reach SQNmax it would then take at least SQNmax /(= 224 = 16 million successful authentications. A denial of service attack requiring this amount of effort over the air may be deemed tolerable. Note also that a successful authentication requires write-operations on the EEPROM of a USIM. Current smart cards guarantee only about 100,000 read-write-cycles per EEPROM cell. 

5 Discussion

Cf. also the companion contribution on results of a formal analysis. 

1. How does the re-synchronisation mechanism presented above address the possible causes for synchronisation failure?
We discuss the possible causes of synchronisation failures:
a) An SN /VLR uses an authentication vector out of sequence: The resulting synchronisation failure message sent by the MS and authentication data request by the SN/VLR to the HE/AuC will cause the HE/AuC to send new authentication vectors from storage corresponding to correct sequence numbers values. The counter in the HE/AuC is not reset.
b) An attacker replays RAND || AUTN,  injecting it in a user authentication request sent by the SN/VLR: The resulting synchronisation failure message will cause the HE/AuC to send new authentication vectors from storage corresponding to correct sequence numbers values. The counter in the HE/AuC is not reset.
Optionally the HE/AuC may simply tell the SN/VLR to use the authentication vector(s) it already has. 
c) There was a failure in the HE/AuC and consequently the counter in the HE/AuC had a wrong value. Then the resulting synchronisation failure indication message will cause the HE/AuC to generate new authentication vectors corresponding to correct sequence numbers values. The counter in the HE/AuC is reset.
2. How is replay of a synchronisation failure message from the MS towards the SN/VLR prevented? 
According to the conditions on the handling of authentication vectors by the SN/VLR, an SN/VLR never sends the same user authentication request twice. Consequently, the MS cannot have seen RAND and cannot have produced the message authentication code MACS = f1*K(SQNMS || RAND || MODE) in the synchronisation failure indication message before the current user authentication request was sent by the SN/VLR. The HE/AuC trusts that the SN/VLRs are playing by the rules and hence believes that the parameter MACS is not a replay, i.e. it believes that SQNMS was sent by the MS recently. This gives the HE/AuC confidence that it can securely update its counter SEQHE.
3. What could happen if the SN/VLRs were not handling authentication vectors according to the rules or the security in the SN/VLRs was compromised? 
The result could be a temporary denial of service necessitating just one extra round of authentication data request/response before the service was restored to normal. But note that incorrect functioning of the SN/VLRs may lead to (even long-lasting) denial of service to a user in many different ways. So, no additional risk is introduced.

4. Setting back counters in the HE/AuC: 
In case there was a failure in the HE/AuC and the counter in the HE/AuC is reset to a lower value – as could happen in the alternative proposed in section 4 above -  then the HE/AuC may produce more than one parameter AUTN with the same SQN. (Note, however, that the corresponding RAND will be always different.) But still only one of these AUTN will ever be accepted by the user. (The counter in the MS is always monotously increasing.) In particular, if an authentication vector was compromised the attacker may still use it only in one session. Note also that an attacker has an additional problem using the compromised authentication vector when the sequence number is concealed because he then does not know when to use it. Furthermore, if the failure in the HE/AuC is an accidental one and the counter is equally likely to assume any value in the range 0 .. SQNmax then authentication vectors based on the incorrectly high counter value are unlikely to be ever usable in a successful authentication with the user. (This is true if ( is small compared to SQNmax.)

5. Cryptographic requirements on f1*: 
For computing the parameter MACS sent in a synchronisation failure indication the MS uses a MAC-function f1*. Let RAND1, SQN1; RAND2, SQN2; . . . ; RANDn, SQNn be the random values and sequence numbers in the authentication vectors produced by the HE/AuC over time. Then an attacker may make the MS produce f1*K(SQNi  || RANDj || MODE) for all j<i<=n by replaying old user authentication requests towards the user. Hence, f1* must be resistant against this attack. Note however, that the messages for which an attacker can possibly see the images under f1* are completely determined by choices made by the HE/AuC. Note also that we require f1* to be a MAC function which, by definition, is resistant against adaptively chosen plaintext (a considerably stronger requirement than the one described above). 
Note also that the number of images of messages under f1* an attacker can see over time by conducting active attacks is not larger than the number of  images of messages under f1 (the MAC in an authentication request) solicited by spoof service requests. (This is assuming that these active attacks take a similar amount of time.)
If felt necessary the risk could be further limited by limiting the number of synchronisation failure messages which an MS is allowed to produce. (A cryptographically significant number is expected to be so high that denial of service attacks trying to exploit this limit by conducting a corresponding number of replay attacks will be unattractive.) 
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