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2.1
Normative references

[1]
3G TS 21.133: "3rd Generation Partnership Project (3GPP); Technical Specification Group (TSG) SA; 3G Security; Security Threats and Requirements".

[2]
3G TS 33.120: "3rd Generation Partnership Project (3GPP); Technical Specification Group (TSG) SA; 3G Security; Security Principles and Objectives".

[3]
s3-99003: UMTS 33.21, version 2.0.0: "Security requirements".

[4]
s3-99004: UMTS 33.22, version 1.0.0: "Security features".

[5]
s3-99005: UMTS 33.23, version 0.2.0: "Security architecture".

[6]
s3-99010: Proposed UMTS Authentication Mechanism based on a Temporary Authentication Key.

[7]
s3-99011: TTC Work Items for IMT-2000 – System Aspects.

[8]
s3-99016: Annex 8 of "Requirements and Objectives for 3G Mobile Services and systems" – "Security Design Principles".
[9]
ETSI GSM 09.02 Version 4.18.0: Mobile Application Part (MAP) Specification.

[10]
ISO/IEC 11770-3: Key Management – Mechanisms using Asymmetric Techniques.

[11]
ETSI SAGE: Specification of the BEANO encryption algorithm, Dec. 1995 (confidential).

– break –
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:
3GMS
Third Generation Mobile Communication System

AK
Anonymity Key

AUTN
Authentication Token

AV
Authentication Vector

BEANO
Block Encryption Algorithm for Network Operators
(BEANOKSXY(data): Encryption of data with session key KSXY and  BEANO)
CK
Cipher Key

CS
Circuit Switched

DSK(X)(data)
Decryption of "data" with Session Key of X (i.e., X electronically signs "data")

EKSXY(i)(data)
Encryption of "data" with Symmetric Send Key #i for sending data from X toY

EPK(X)(data)
Encryption of "data" with Public Key of X

Hash(data)
The result of applying a hash-function to "data"

HE
Home Environment

HLR
Home Location Register

IK
Integrity Key

IMUI
International Mobile User Identity

KACX
Key Administration Center of Network X

KSXY(i)
Symmetric Session Key #i for sending data from X to Y

KSI
Key Set Identifier

KSS
Key Stream Segment

LAI
Location Area Identity

MAC
Message Authentication Code

MAC
The message authentication code included in AUTN, computed using f1

MAP
Mobile Application Part

MS
Mobile Station

MSC
Mobile Services Switching Centre

MT
Mobile Termination

NEX
Network Element of Network X

PS
Packet Switched

TE
Terminal Equipment

TMUI
Temporary Mobile User Identity

RAND
Random challenge

RNDX
Unpredictable Random Value generated by X

SEQ
Sequence number

SN
Serving Network

Text1
Mandatory Data Field for Message Validation
Text2
Optional Data Field

Text3
Public Key algorithm identifier and Public Key Version Number

TMUI
Temporary Mobile User Identity

TVP
Time Variant Parameter

UEA
UMTS Encryption Algorithm

UIA
UMTS Integrity Algorithm

UN
User Name

USIM
User Services Identity Module

VLR
Visited Location Register

X
Network Identifier

XRES
Expected Response

XUR
Expected User Response

Y
Network Identifier

– break –
7
Network domain security mechanisms


This subclause describes mechanisms for establishing secure signalling links between network nodes, in particular between SN/VLRs and HE/AuCs. Such procedures may be incorporated into the roaming agreement establishment process.



7.1
Overview of Mechanism

The proposed mechanism consists of three layers.

7.1.1
Layer I

Layer I is a secret key transport mechanism based on an asymmetric crypto-system and is aimed at agreeing on a symmetric session key for each direction of communication between two networks X and Y. 
[Note:
For secure transmission of sensitive data between elements of one and the same network operator only Layer II and Layer III will be involved. In this case Layer I can be dropped. There will also be only one symmetric key in this case, to be used for communication between network elements of one network operator in both directions.]
The party wishing to send sensitive data initiates the mechanism and chooses the symmetric session key it wishes to use for sending the data to the other party. The other party may choose a symmetric session key of its own, used for sending data in the other direction. The session symmetric keys are protected by asymmetric techniques. They are exchanged between certain elements called the Key Administration Centres (KACs) of the network operators X and Y. The format of the Layer I transmissions is based on ISO/IEC 11770-3: Key Management – Mechanisms using Asymmetric Techniques [10]. It is proposed that Public Keys will be exchanged between a pair of network operators when setting up their roaming agreement.
[Note:
In this case no general PKI is required. For the transmission of the messages, no special assumptions regarding the transport protocol are made, a possible example would be IP.]
7.1.2
Layer II

In Layer II the agreed symmetric keys for sending and receiving data are distributed by the KACs in each network to the relevant network elements. For example, an AuC will normally send sensitive authentication data to VLRs belonging to other networks and will therefore get a session key from its KAC. Layer II is carried out entirely inside one operator's network. It is clear that the distribution of the symmetric keys to the network elements must be carried out in a secure way, as not to compromise the whole system. Therefore, in Annex E a mechanism for distributing the keys, which very similar to that of Layer I, is proposed for Layer II.
7.1.3 
Layer III

Layer III uses the distributed symmetric keys for securely exchanging sensitive data between the network elements of one operator (internal use) or different operators (external use) by means of a symmetric encryption algorithm. It is suggested to use the 64-Bit block cipher BEANO (Block Encryption Algorithm for Network Operators), which has been developed by ETSI SAGE [11], for this purpose. The encrypted (resp. authenticity/integrity-protected) messages will be transported via the MAP protocol. 
7.1.4
General Overview

Figure 1 provides an overview of the whole mechanism. Note that the messages are not fully specified in this figure. Rather, only the "essential" parts of the messages are given. More details on the format of the messages in the single layers will be provided in subsequent chapters.





























Figure 11: Overview of Proposed Mechanism

BEANO KSXY(data) denotes encryption of data by the symmetric algorithm BEANO using the session key from network X to network Y. (If the data are sent inside one operator's network, X = Y).
7.2
Layer I Message Format 

Layer I describes the communication between two newly defined network entities of different networks, the so-called Key Administration Centres (KACs).
[Note:
We do not make any assumptions about the protocols to be used for this communications, although IP might be the most likely candidate.

7.2.1
Properties and Tasks of Key Administration Centres

There is only one KAC per network operator. KACs perform the following tasks:

· Generation and storage of its own asymmetric key pair

· Storage of public keys of KACs of other network operators

· Generation and storage of symmetric session keys for sending sensitive information to network entities of other networks

· Reception and storage of symmetric session keys for receiving sensitive information from network entities of other networks

· Secure distribution of symmetric session keys to network entities in the same network

Due to these sensitive tasks, a KAC has to be physically secured.

7.2.2
Transport of Session Keys

The transport of session keys in Layer I is based on asymmetric cryptographic techniques (cf. [10]).
[Note:
It is assumed that the involved networks have exchanged their respective public keys in course of a roaming agreement. Therefore, no public key certificates are needed.]
In order to establish a symmetric session key with version no. i to be used for sending data from X to Y, the KACX sends a message containing the following data to the KACY:

EPK(Y) {X||Y||i||KSXY(i)||RNDX||Text1||DSK(X)(Hash(X||Y||i||KSXY(i)||RNDX||Text1))||Text2}||Text3

The reasons for this message format are as follows:

· Encrypting the message with the public key of the receiving network Y provides message confidentiality, while decrypting the message body with the private key of the sending network X provides message integrity and authenticity.

· The Cyclic redundancy Check CRC provides message validation (Text1 = CRC: calculated on X||Y||i||KSXY(i)||RNDX).
· The unpredictable random number is included to be used in the acknowledgement message (cf. 7.2.3).
· X includes RNDX to make sure that the message contents contains some random before signing.

The symmetric session keys KSXY(i) should be periodically updated by this process, thereby moving on to KSXY(i+1). For each new session key KSXY i is incremented by one.

After having successfully decrypted the key transport message and having verified the digital signature of the sending network, the CRC and having checked the received i the receiving network starts Layer II activities. 

If anything goes wrong, e.g. computing the CRC of X||Y||i||KSXY(i)||RNDX does not yield the expected result, a RESEND message should be sent by Y to X in the form

RESEND||Y||X
Y shall reject messages with i smaller or equal than the currently used i.

After having successfully distributed the symmetric session key received by network X to its own network entities, network Y sends to X a Key Distribution Complete Message. This is an indication to KACX to start with the distribution of the key to its own entities, which can then start to use the key immediately. The message takes the form

KEY_DIST_COMPLETE||Y||X||i||RNDY||DSK(Y)(Hash(KEY_DIST_COMPLETE||Y||X||i||RNDY)

where i indicates the distributed key and RNDY is a random number generated by Y. The digital signature is appended for integrity and authenticity purposes. Y includes RNDY to make sure that the message contents determined by X will be modified before signing.

7.3
Layer II Message Format

It shall be stressed here once again that the distribution of the symmetric session keys, which has to be performed in Layer II, must be done securely. For a detailed proposal which is based on the asymmetric key transport mechanism of Layer I, see Annex E.

In order to ensure that no network element starts enciphering with a key that not all potentially corresponding network elements have received yet, the following approach is suggested:

The distribution of the session keys KSXY in network X having initiated the Layer I message exchange should not begin before the Key Distribution Complete Message from the receiving network Y has been received by KACX in Layer I. As soon as a network element of X has received a session key KSXY, it may start enciphering with this key. 

A similar statement holds if the transported session keys are used internally only: In this case, all network elements of X should get the symmetric session keys KSXX for internal use as decryption keys (marked with flag RECEIVED) first; if all network elements of X have acknowledged that they have recovered these keys, the KACX sends the same key KSXX again as encryption keys (marked with flag SEND). Again, as soon as a network element of X has received an encryption key (marked with flag SEND), it may start enciphering with this key.
7.4
Layer III Message Format

7.4.1
General Structure of Layer III Messages

Layer III messages are transported via the MAP protocol, that means, they form the payload of a MAP message after the original MAP message header. For Layer III Messages, three levels of protection (or protection modes) are defined providing the following security features:

Protection Mode 0:
No Protection

Protection Mode 1:
Integrity, Authenticity

Protection Mode 2:
Confidentiality, Integrity, Authenticity

Layer III messages consists of a Security Header and the Layer III Message Body that is protected by the BEANO algorithm, using the symmetric session keys that were distributed in layer II. Layer III Messages have the following structure:

Security Header
Layer III Message Body

In all three protection modes, the security header is transmitted in cleartext. It shall comprise the following information:

· Protection Mode

· Version No. of Key Used

· Encryption Algorithm Identifier

Both parts of the Layer III messages, security header and message body, will become part of the "new" MAP message body. Therefore, the complete "new" MAP messages take the following form in this proposal:

MAP Message 

Header
MAP Message Body






Layer III Message






MAP Message 

Header
Security 

Header
Layer III Message Body

Like the security header, the MAP message header is transmitted in cleartext. In protection mode 2 providing confidentiality, the Layer III Message Body is essentially the encrypted "old" MAP message body. For integrity and authenticity, an encrypted hash calculated on the MAP message header, security header and the "old" MAP message body in cleartext is included in the Layer III Message Body in protection modes 1 and 2. In protection mode 0 no protection is offered, therefore the Layer III Message Body is identical to the "old" MAP message body in cleartext in this case.

In the following subchapters, the contents of the Layer III Message Body for the different protection modes will be specified in greater detail.

7.4.2
Format of Layer III Message Body 

7.4.2.1
Protection Mode 0

Protection Mode 0 offers no protection at all. Therefore, the Layer III messages body in protection mode 0 is identical to the original MAP message body in cleartext.

7.4.2.2
Protection Mode 1

The message body of Layer III messages in protection mode 1 takes the following form:

Cleartext||TVP||BEANOKSXY(i)(Hash(MAP Header||Security Header||Cleartext||TVP))

where "Cleartext" is the message body of the original MAP message in cleartext. 

Authentication of origin is achieved by encrypting the hash value of the cleartext by BEANO, since only a network element knowing KSXY(i) can encrypt in this way. Message integrity and validation is achieved by hashing and encrypting the cleartext.

[Note:
The case X=Y, i.e. only one key for sending and receiving, corresponds to internal use inside network X.]

Note that protection mode 1 is compatible to the present MAP protocol, since everything appended to the cleartext may be ignored by a receiver incapable of decrypting.

7.4.2.3
Protection Mode 2

The Layer III Message Body in protection mode 2 takes the following form:

BEANOKSXY(i)(Cleartext||TVP||Hash(MAP Header||Security Header||Cleartext||TVP))

where "Cleartext" is the original MAP message in cleartext. 

Message confidentiality is achieved by encrypting with the BEANO algorithm. This also provides for authentication of origin, since only a network element knowing KSXY(i) can encrypt in this way. Message integrity and validation is achieved by hashing the cleartext. TVP is a random number that avoids traceability.
[Note1:
By using a TVP as timestamp (perhaps derived from an overall present master time) replay attacks could be avoided.]
[Note2:
In protection mode 2, the original MAP message body will be encrypted in order to achieve confidentiality. For integrity and authenticity, an encrypted hash calculated on the MAP message header and body in cleartext (i.e. the original MAP message) is appended to the messages in protection mode 1 and 2. All protection modes need a security header to be added.
When implementing these changes, care has to be taken that the maximum length of a MAP message (approx. 250 byte) is not exceeded by the protected MAP messages of Layer III, otherwise substantial changes to the underlying SS7 protocol levels (TCAP and SCCP) would have to be made.]
7.5
Mapping of MAP Messages and Modes of Protection

In Annex G sensitive MAP messages and their modes of protection (cf. 7.4) are listed. 
The network operator should be able to assign the mode of protection to each MAP message in order to adapt the level of protection according to its own security policy.
– break –
Annex E:  A Proposal for Layer II Message Format

E.1
Introduction

In Layer II symmetric session keys (to encrypt/decrypt data before sending/after receiving) are distributed by the KACs in each network to the relevant network elements. For example, an AuCX will normally send sensitive authentication data to VLRY and will therefore get a session KSXY key from its KACX. Layer II is carried out entirely inside one operator's network. 

However, in order to achieve a more consistent overall scheme, in this annex it is suggested to use for Layer II the same mechanism for distributing the keys as in Layer I. This requires the KACs of the different networks to generate and distribute asymmetric key pairs for the network elements of that network. These key-pairs will then be used to transfer the symmetric session keys in the same way as in Layer I.

The public and private key pairs needed for the network entities should be distributed to the entities in a secure way, which is in principle an operation & maintenance task. One way to do this is to distribute the key pairs, along with the necessary crypto-software, to the network entities in the form of chipcards, which can also carry out the necessary computations. Therefore, all that has to be added to the present network entities are chipcard readers with a standardised interface. Thus, on adoption of this proposal, in addition to their present tasks, the network entities would have to:

· Store the symmetric session keys to encrypt/decrypt data before sending/after receiving to/from network entities of other networks (external) and of their own network (internal)
· Encrypt/decrypt MAP messages according to their Mode of protection (cf. 7.4). The necessary computations may be carried out by a chipcard.

In addition to their tasks listed in 7.2.1 of the main document, the KACs would have to:

· Generate and store asymmetric key pairs for network entities in the same network

· Distribute asymmetric key pairs to network entities in the same network.

E.2
Proposed Layer II Message Format

The Layer II messages themselves take the same form as in 7.2 of the main document, where the 'receiving network Y' has to be replaced by 'receiving network entity NEX' (or X by NEY). Further, the Key Distribution Complete message is not needed in Layer II. However, the distribution of the session keys KSXY in network X having initiated the Layer I message exchange should not begin before the Key Distribution Complete Message from the receiving network Y has been received by the KACX in Layer I. As soon as a network element of X has received a session key KSXY, it may start enciphering with this key. A similar statement holds if the transported keys are used internally only: In this case, all network elements of X should get the symmetric session key KSXX to be used internal for encryption (marked as decryption key with flag RECEIVED) first; if all network elements have acknowledged that they have recovered these keys, the KACX sends the same key again (marked as encryption key with flag SEND). Again, as soon as a network element has received the session key KSXX (with flag SEND), it may start enciphering with this key.

[Note:
As for layer I, no assumptions about the transport protocol are made, although IP might be a good candidate.]
E.2.1
Sending a session key for decryption
In order to transport a symmetric session key (marked with flag RECEIVE) with version no. i to be used to decrypt received data from network elements of network X in NEY, the KAC of Y sends a message containing the following data to NEY:
EPK(NEY) {X||NEY||RECEIVE||i||KSXY(i)||RNDY||Text1||DSK(Y)(Hash(X||NEY||RECEIVE||i||KSXY(i)||RNDY||Text1))||Text2}||Text3

Text1 consists of a CRC calculated on: X||NEY||RECEIVE||i||KSXY(i)||RNDY.
After having successfully decrypted the key transport message and having verified the digital signature of the sending network and the CRC, the receiving network entity sends an key installed message to its Key Administration Centre KACY. The message takes the form

KEY_INSTALLED||X||NEY||RNDY||i
This message can only be sent by the receiving network entity, because only this entity can know about RNDY. If anything goes wrong, e.g. computing the CRC of X||NEY||RECEIVE||i||KSXY(i)||RNDY does not yield the expected result, a RESEND message should be sent by NEY to KACY in the form

RESEND||NEY
E.2.2
Sending a session key for encryption
In order to transport a symmetric SEND key with version no. i to be used for sending data from NEX to network elements of network Y, KACX sends a message containing the following data to NEX:

EPK(NEX) {NEX||Y||SEND||i||KSXY(i)||RNDX||Text1||DSK(X)(Hash(NEX||Y||SEND||i||KSXY(i)||RNDX||Text1))||Text2}||Text3
– break –
Annex G: MAP Messages and Modes of Protection

Operation Type
Potential Threat
Mode of Protection

Send (Authentication) Parameters
Send Parameters message is sent from VLR to HLR as inquiry for authentication tripletts. Triplets are returned by HLR in response. Eavesdropping authentication tripletts may lead to various kinds of fraud.
2

Update Location
Message generated by intruder results in subscriber location information overwriting. During procedure execution a set of authentication tripletts is sent and may be used by the intruder.
2

Cancel Location
Subscriber location information is deleted in VLR while subscriber is still in VLR area, leading to denial of service.
1

Insert Subscriber Data
Unauthorised change of supplementary service status
1

Delete Subscriber Data
Unauthorised deletion of supplementary service data
1

Send routing info
In response to this message, routing information for a subscriber is sent. This information may be used for tracing a subscriber
2

Reset HLR
This message is used in the case of an HLR failure. If generated by an intruder, the message may result in hours of congestion
1

Detach IMSI /Attach IMSI
Subscriber status (attached/detached) is changed when message is sent by an intruder. If status is changed from attached to detached, call completion is impossible. Moreover, the IMSI contained in the message may be valuable information for an intruder.
2

Erase SS (Supplementary Service)
/Deactivate SS
Unauthorised Deletion or Deactivation of Supplementray Service subscription
1

Change SS (Supplementary Service)/ Interrogate SS
Unauthorised Change of supplementary service status; eavesdropping of supplementary service status
2
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