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1	Introduction


This document deals with how the authentication parameter RAND (random number) is handled in order to support the requirement on roaming and handover between GSM and UMTS. 


A general assumption is that there will be different ciphering algorithms in UMTS respectively in GSM including that different ciphering keys are used in UMTS mode respectively in GSM mode. In UMTS mode then the UMTS ciphering algorithm (i.e. a new algorithm in the first release) shall be used for all users. In GSM mode the defined GSM ciphering algorithms (i.e. A5) shall be used for all users.





2	Discussion


In GSM a random number and an individual key are used for calculating the GSM ciphering key. The random number is produced in the HE (HLR/AuC) and transported from the HE to the SN together with the ciphering key. At authentication the random number is transported to the GSM SIM where also the individual key are stored. The GSM SIM will then calculate the GSM ciphering key by using the same algorithm as used in the HE. The individual key is only stored in the HE and the GSM SIM. 


The same principles for the authentication parameter handling will apply to UMTS. But since the security functionality is extended with e.g. integrity functionality and enhanced ciphering (new algorithm), additional/changed parameters need to be handled. 
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Figure 1: Illustration of the problem 





For the case when the UMTS user is allowed to roam in GSM, the USIM respective HLR/AuC will have the functionality to calculate both the GSM and UMTS parameters.


In order to support handover between UMTS and GSM, the general requirement is that before the handover it must be possible to generate/agree on the parameters to be used in the other mode. The following two cases must then be solved:


When the authentication procedure is performed in the UMTS mode (UMTS radio access) then the SN and the MS will select/generate the ciphering key, CK, and integrity key, IK, to be used in this mode. In order to support handover to GSM the network and MS must before the handover (i.e. in UMTS mode) agree on the ciphering key of GSM type, Kc, to be used in the GSM mode.


When the authentication procedure is performed in the GSM mode (GSM radio access) then the SN and the MS will select/generate the ciphering key Kc to be used in this mode. In order to support handover to UMTS the network and MS must before the handover (i.e. in GSM mode) agree on the ciphering key, CK, and integrity key, IK,  to be used in the UMTS mode.


 


3	Proposal


To simplify handover between GSM and UMTS the following is proposed:


The same Random number, RAND, is used in UMTS and GSM to generate the authentication parameters. I.e. one and the same RAND is used to calculate the GSM Kc, GSM SRES, UMTS CK, UMTS XRES and UMTS IK. 


For a user that is allowed to be roaming in both GSM and UMTS, the HE (Home network) provides the SN (Serving network) with these data on request by the SN.


At authentication in GSM mode, the USIM receives the RAND and calculates the GSM parameters SRES respective GSM Kc using the algorithms defined for that. In order to support the handover to UMTS, the same RAND will be used by the USIM to calculate the UMTS IK and UMTS CK.  


At authentication in UMTS mode, the USIM receives the RAND and calculates the UMTS parameters RES, CK and IK using the algorithms defined for that. In order to support the handover to GSM, the same RAND will be used by the USIM to calculate the GSM Kc using the algorithm defined for that.


To further reduce the amount of data to be transferred between HE and SN and to simplify handover between GSM and UMTS the following is also proposed:


The GSM A3 algorithm is used for the same purpose in UMTS. This implies that for one RAND, the calculated SRES and XRES will have the same value.
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Figure 2: Authentication information transfer and generation of keys  





