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This document describes strong and practical symmetric cipher algorithm MISTY1.

1. Introduction
MISTY1 is categorized as a symmetric cipher (e.g., DES).  MISTY1 is an algorithm that 64-bit plaintext (ciphertext) is scrambled into 64-bit ciphertext (plaintext) through a 128-bit secret-key.  MISTY1 has provable security against differential cryptanalysis and liner cryptanalysis; i.e., MISTY1 is very strong against cryptanalytic attacks.  MISTY1 is reasonably fast in hardware as well as software implementation.  MISTY1 can be used for authentication, confidentiality and integrity.
For the specification of MISTY1, see [1].  MISTY1 is a registered algorithm in ISO/IEC 9979 [2].  MISTY1 is used in many systems in Japan.

2.  Security of MISTY1
There are three powerful cryptanalytic attacks for block ciphers.  They are (I) exhaustive key search, (II) differential cryptanalysis and (III) linear cryptanalysis.  MISTY1 has protections for these attacks.
2.1 Against exhaustive key search
Table 1 shows the cost of machines capable of breaking an algorithm within one year.  The key length of MISTY1 is 128bits.  Table 1 tells us that it is enough long to protect against exhaustive key search.
Table 1.  Machine capable of breaking an algorithm within one year
Key Length
1995 year
2000 year
2005 year

56bits
$64,000
$16,000
$2,000

64bits
$16M
$4.1M
$0.51M

128bits
$3.0(10 26
$7.5(10 25
$9.4(10 24

2.2 Against differential cryptanalysis
Differential cryptanalysis is a chosen-plaintext attack to DES-like algorithm, which was proposed by Biham and Shamir in 1990 [3].  It is the first attack for DES faster than exhaustive key search.

The strength of a cipher against differential cryptanalysis is shown by two security parameters - (I) “characteristic” probability and (II) “differential” probability [4].
“Characteristic” probability roughly represents strength and “differential” probability strictly represents strength against differential cryptanalysis.  Strong ciphers must have small “characteristic” probability and small “differential” probability.
Table 2 shows that the “characteristic” probability of MISTY1 is much smaller than that of DES, and also shows that the “differential” probability of MISTY1 is enough small and that of DES is unknown.
Table 2.  Strength against differential cryptanalysis
Algorithm
Characteristic Probability
Differential Probability

DES
2 -62  [5]
Unknown

MISTY1
( 2 -140  [1]
( 2 –56  [1]

Since “differential” probability is, roughly speaking, a collection of “characteristics” probability, even if the maximal “characteristic” probability is low, it cannot be concluded that the cipher is strong against differential cryptanalysis.  MISTY1 is the first “practical” block cipher whose maximal “differential” probability is low enough; such property is called “provable security” against differential cryptanalysis [4].
2.3 Against linear cryptanalysis
Linear cryptanalysis is a known-plaintext attack to DES-like algorithm, which was proposed by Matsui (@Mitsubishi Electric Corporation) in 1993 [6].  Linear cryptanalysis is the most powerful attack.  He has succeeded in the computer experiment for breaking DES for the first time [7].

The strength of a cipher against linear cryptanalysis is shown by two security parameters - (I) “linear (approximation)” probability and (II) “linear hull” probability [8].
“Linear (approximation)” probability roughly represents strength and “linear hull” probability strictly represents strength against linear cryptanalysis.  Strong ciphers must have small “linear (approximation)” probability and small “linear hull” probability.

Table 3 shows that the “linear” probability of MISTY1 is much smaller than that of DES, and also shows that the “linear hull” probability of MISTY1 is enough small and that of DES is unknown.

Table 3.  Strength against linear cryptanalysis
Algorithm
Linear Probability
Linear Hull Probability

DES
1.5(2 -24 [6]
Unknown

MISTY1
( 1.0(2 –71 [1]
( 1.0(2 -28 [1]

Since “linear hull” probability is, roughly speaking, a collection of “linear” probability, even if the maximal “linear” probability is low, it cannot be concluded that the cipher is strong against linear cryptanalysis.  MISTY1 is the first “practical” block cipher whose maximal “linear hull” probability is low enough; such property is called “provable security” against linear cryptanalysis [8].

3.  Structure of MISTY1
MISTY1 is based on two new principles: (I) change of the location of F-function (round function) and (II) F- functions with recursive structure [1].

First, the location of round F-functions is altered, which increases immunity against differential and linear cryptanalysis and enables parallel computation of the round functions. 

Moreover, a recursive structure is newly introduced, which reduces the size of inner F-functions and realizes their parallel calculation across two or more rounds. 

Figure 1 shows the traditional structure of DES-like algorithm and figure 2 shows the basic structure of MISTY1.  For further details of MISTY1, see [1].
4.  Performance of MISTY1

Table 4 shows the hardware and software performance of MISTY1.

Table 4.  Performance of MISTY1

Implementation
Encryption Speed
Note

H/W
512Mbps
0.8(m CMOS gate-array (*)

S/W
57Mbps
CPU: Pentium II (266MHz)

S/W
40Mbps
CPU: PA7200 (120MHz)

(*) Mitsubishi Electric Corporation
Table 5 shows implementations of MISTY1 mega-functions.  MISTY1 mega-functions are cryptographic soft VC (virtual component) that provides high performance capability of encryption and decryption by MISTY1.
Table 5.  Implementations of MSITY1 mega-functions (*)

Mega-function
Encryption mode
Logic size
Encryption speed

Mega-function 1
ECB
6K gates
100Mbps 

( Clock 55MHz )

Mega-function 2
CFB-64, OFB-64
25K gates
512Mbps

( Clock 16MHz)

Mega-function 3
ECB, CBC,
CFB-64, OFB-64
40K gates
512Mbps

( Clock 16MHz)

(*) Typical value

5. Specification of MISTY1

See [1] or http://www.mitsubishi.com/ghp_japan/misty/index.htm .
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Figure 1.  Structure of DES-like algorithm





Figure 2.   Basic structure of MISTY1
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