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1	Introduction


This document proposes a particular ciphering method (MAC+RLC).


The RAN architecture is introduced and then the two methods under consideration within RAN WG2 (RAN2) are described and compared.  Some detail on the MAC+RLC ciphering method is then given.


1.1	Introduction to RAN architecture


Based on text from [�noteref _Ref450032862 \h ��5�].


The radio interface is layered into three protocol layers: 


the physical layer (L1).  L1 maps transport channels (a transport channel defines how and with what characteristic the data will be transmitted over the radio interface) onto actual physical channels.  It adds CRC and FEC (by turbo or convolutional coding), performs modulation/demodulation, spreading, power control and so forth.  L1 terminates at the Node B.


the data link layer (L2).  L2 is divided into two sub-layers, Medium Access Control (MAC) and Radio Link Control (RLC).  MAC supports unacknowledged transfer of data units (DU) from higher layers to L1 and controls allocation of transport channels.  There are three instances of the MAC layer, MAC-d for dedicated (single user) logical channels, MAC-c for common logical channels and MAC-sh for shared logical channels.  RLC performs :unacknowledged and acknowledged transfer of DU’s from higher layers to the MAC layer; error correction by retransmission; segmentation and reassembly of higher layer DU’s into RLC DU’s.  RLC can operate in unacknowledged mode (UM, no retransmission) or acknowledged mode (AM).  Speech and other real time services that do not require re-transmission are just segmented by RLC.  This is called “transparent RLC mode”.  RLC is divided into control (C-) and User (U-) planes.  Both sub-layers of L” terminate at the RNC.


network layer (L3).  L3 is divided into C- and U-planes.  In the C-plane, L3 is partitioned  into sublayers where the lowest sublayer,  denoted as Radio Resource Control (RRC), interfaces with L2. The higher layer signaling such as Mobility Management (MM) and Call Control (CC) are assumed to belong to the non-access stratum, and therefore not in the scope of the RAN.  RRC performs establishment of RRC connections, closed loop power control, broadcast of system information and other functions.  RRC terminates at the RNC.


�ref _Ref450703360 �Figure 1�shows the radio interface protocol architecture. Each block in �ref _Ref450703360 �Figure 1� represents an instance of the respective protocol. Service Access Points (SAP) for peer-to-peer communication are marked with ellipses at the interface between sublayers. The SAP between MAC and the physical layer provides  the transport channels. The SAPs  between RLC and the MAC sublayer provide the logical channels (a logical channel type is defined by what type of information is transferred).
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Figure �seq Figure \* ARABIC �1�.  Radio interface protocol architecture


2	Layer for ciphering


[�] concluded that the proposals for the layer on which ciphering should take place were:


ciphering at the MAC layer (“MAC solution”)


ciphering for channels requiring RLC (retransmission and so forth) services at the RLC, and at the MAC layer for channels not requiring RLC services (“MAC+RLC solution”)


(Ciphering cannot take place at L1 as this terminates at Node B).


TSG R2 meeting #3 in Tokyo could not decide between the methods and advised further discussion on the matter.  It is believed that the R2 meeting in Berlin (25-28 May, 1999) will decide the layer on which ciphering will take place.  This document proposes a solution which (it is hoped) SA3 can agree.  We can then send our decision to RAN WG2 for confirmation.


[�noteref _Ref450024407 �1�] recommended that the MAC+RLC solution, though potentially more complex to implement than the MAC solution, should be chosen if the problems with the MAC solution (principally concerning the implementation of certain ARQ (Automatic Retransmission reQuest) techniques) could not be solved.  As these problems do not seem to have been solved, and time is short, and MAC+RLC is preferable from a security point of view (see sub-section �ref _Ref450708372 \r �A security point of view�), this document recommends the use of the MAC+RLC solution.  Issues with the MAC+RLC solution stated in [�noteref _Ref450024407 �1�] are dealt with in sub-section �ref _Ref450708333 \r �R2 Problems with MAC+RLC solution�.


2.1	MAC solution


From [�]


The proposal is that radio interface ciphering in UMTS is a MAC functionality. The ciphering block should be the highest entity of MAC-d (the MAC function for dedicated logical channels).  It allows the encryption/decryption of MAC SDUs (Service Data Units) (MAC SDUs = RLC PDUs (Protocol Data Units)) based on XOR combining with a ciphering mask that is obtained as output from a ciphering algorithm. Inputs for the ciphering algorithm are the ciphering key (Kc) the Frame Number (UE FN), the RAB ID and the direction (UL/DL). The MAC solution is shown in �ref _Ref450708803 �Figure 2� below.
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Figure �seq Figure \* ARABIC �2�.  MAC solution


The UEFN is composed of a Connection Frame Number (CFN) which is global to each cell and transmitted on the BCCH, and a per user Hyperframe Number (HFN), established at the start of each RRC connection.  The CFN will form the bottom 5 bits of the UEFN and the HFN will be 27 bits long giving a combined counter of 32 bits, as required by SA3.


2.2	MAC+RLC solution


From [�noteref _Ref450032984 �4�]


Transparent RLC logical channels are ciphered as described in the MAC solution.  Logical channels requiring RLC services are ciphered in the RLC layer.  The frame number used in the RLC layer is two part, composed of a short per user RLC frame number and a longer HFN, in a similar way to the use of the CFN and HFN in the MAC solution.


The method is shown in �ref _Ref450709253 �Figure 3� below
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Figure �seq Figure \* ARABIC �3�.  MAC+RLC solution


2.3	Comparison of MAC and MAC+RLC solution


The two solutions will be compared from both the viewpoint of RAN2 and a security point of view.


2.3.1	RAN2 position


[�noteref _Ref450024407 �1�] concluded that the differences between the two schemes were as follows:


The MAC solution does not (at present) provide a solution for certain re-transmission strategies (hybrid II/III ARQ)


The MAC+RLC solution is more complex as ciphering takes place on two layers, and two counters are required.


Both solutions have problems providing common channels for RLC transparent mode.


The position of [�noteref _Ref450024407 �1�] was therefore that the MAC solution was preferred, as it was simpler.  However, if the hybrid ARQ problems with MAC could not be resolved, [�noteref _Ref450024407 �1�] recommended that the MAC+RLC solution should be adopted.


2.3.2	A security point of view


For data using RLC (non-voice), ciphering at RLC (at the top of RLC, see section �ref _Ref450703586 \r �RLC mode ciphering�), as RLC+MAC proposes, minimises the amount of non-user-data information that is ciphered, compared to the MAC solution, where RLC headers, length indicators, padding and control RLC PDUs will be ciphered.  Such “redundant” material can provide a platform from which to launch crptanalytic attacks on the ciphertext.  (This is a general argument in favour of ciphering at the highest layer.  The argument does not apply so much to RLC transparent traffic (mainly speech) as RLC in this case does not add headers (only padding for some PDUs) and the material itself, speech, has much less intrinsic redundancy than data.).


This proposal means that control RLC PDUs will be sent unciphered across the radio interface.  The full list of these PDU’s is given in [�] but in summary the PDU’s relate to the opening and closing of RLC connection and requests for retransmission.  This is not sensitive material and does not need to be ciphered.  A rather sophisticated denial of service attack, whereby the interceptor changes the numbers of RLC PDUs that need to be transmitted can be imagined, but denial of service can be performed much more easily.  Cryptanalytic attack on the cipher as a whole using redundant data is clearly a more likely threat with a clearer gain for the attacker.


(A possible further security advantage to the use of MAC+RLC is that  ciphering of acknowledged mode data at the MAC layer means that retransmitted data will be reciphered with a different mask.  This means that XOR’ing data and its retransmission will result in the XOR of two cipherstream masks.  In some cases, this can provide a platform from which to mount a cryptanalytic attack on the algorithm.  However, if the algorithm is designed with this threat in mind, this attack should not be feasible).


Both the MAC and MAC+RLC solutions allow the use of network-wide encryption.  Network wide encryption requires that the signalling connection to the RNC (as a logical channel, the DCCH, Dedicated Control Channel) can be ciphered separately to the logical channel that is being encrypted network wide (which as a logical channel, will be a DTCH, Dedicated Traffic Channel).  As in both solutions there are separate instances of the ciphering engine for the DCCH and any DTCHs in existence, both solutions can be used for network wide encryption.


It should be noted that the MAC solution is not unacceptable from a security point of view, it allows ciphering of the required channels, the use of a counter of appropriate length and allows network-wide encryption.


2.3.3	Conclusion


MAC+RLC is clearly more preferable from a security point of view.  The ciphering of redundant data provides a clear platform from which to mount cryptanalytic attacks.  Avoidance of this increases the strength of the ciphering method.  


The MAC solution represent a timescale risk in that it requires as yet unspecified solution to the hybrid ARQ problem.


The conclusion of this document is that SA3 should clearly indicate to RAN2 their preference for the MAC+RLC solution.


2.4	MAC+RLC solution in detail


2.4.1	R2 Problems with MAC+RLC solution


[�noteref _Ref450024407 �1�] and [�] detail various issues with the MAC+RLC solution.  The main issues are detailed and dealt with below:


“Detection of erroneous de-ciphering requires CRC on RLC”.  From [�noteref _Ref450032984 �4�]


The issue here is that if detection of channel hijack is required then error detection (CRC) is required prior to ciphering.  As we are proposing detection of channel hijack using integrity on periodic signalling messages, then on first sight, this CRC is not required and is not an issue.


However, there is a requirement to provide integrity protection on critical signalling messages. It has been suggested that it could be easier to integrity protect all signalling messages than just the critical messages identified in studies on the false base station problem.  An implementation of integrity for all signalling messages which could be easier than integrity protection for certain signalling messages would be to apply integrity protection for signalling messages at the same point at which these messages can be ciphered.  Inserting integrity protection at RLC for the DCCH (through which signalling data is transferred) achieves this�.


(However, there may be difficulties when RRC messages must be sent/received from a mobile in a Drift RNC.  Therefore the final decision of the placement of the integrity protection should be taken in conjunction with RAN2, and RAN3 who control signalling over the Iur interface (interface between Serving and Drift RNCs) )


However, whether integrity protection is applied for all signalling messages or not, the argument against MAC+RLC that it introduces the need for RLC CRC does not apply.


The transparent RLC mode (i.e. the mode where there is no retransmission, used for speech instead of data) can only be used for dedicated (i.e. single user) traffic channels.  This problem applies to the MAC solution also.


A common traffic channel is specified in [�], the Common Traffic Channel, CTCH.  It has already been agreed in RAN WG2 that it be used for SMS-CB and would also probably be used for GPRS point to multipoint (PTM).  As these are both data services that require RLC services, the above restriction does not apply.  GSM has a requirement for common channel speech (Voice Group Call Services, VGCE, 02.68) and it seems very sensible for 3GPP to have the same capability.  This can be provided, as suggested in [�noteref _Ref450024407 �1�], by using RLC mode but with retransmission switched off (“unacknowledged mode”, UM).


(An alternative solution would be to follow the GSM VGCS method, and instruct members of the group to listen to a single downlink channel and employ “push to talk” methods to only allow one user to broadcast at one time on the uplink channel.)


“The model includes two methods for ciphering.  This might increase implementation complexity.”  From [�noteref _Ref450032862 �5�]


This may be true.  However, as the problems with hybrid ARQ have not yet been solved, this complexity has to be accepted.  If designed appropriately, a ciphering algorithm can be used for both speech and data, so though ciphering occurs in two locations in the protocol stack, only one algorithm need be specified.


 [�noteref _Ref450024407 �1�] wonders if retransmission will cause the frame number used as an input to the ciphering algorithm to cycle through its values more quickly than when there is no retransmission.


If a re-transmitted frame uses the next available SN and not the SN it was originally transmitted with, it will not cause the SN to be cycled through more quickly in absolute terms.  That is, it will still take a connection 497 days to cycle through all the values of SN even if half of these SN values are used for retransmission.  However, it does mean that a message that would require n SN values if there was no retransmission will require pn values if there is a retransmission to original transmission ratio of p.  However, unless we have transmissions of length days and retransmissions ratios over a hundred, then there is no problem.  Transmissions using the same cipher key that go on for days should be avoided in any case, as they will be subject to exhaustive key search attacks.


Further, if ciphering is placed above the multiplexing of first time transmissions and re-transmissions, then the SN will not be cycled through anymore quickly because of the retransmissions.


2.4.2	RLC mode ciphering


For channels using RLC, the ciphering is performed in the RLC layer.


Diagrams for unacknowledged and acknowledged modes (UM, AM) are given in �ref _Ref450705408 �Figure 4� and �ref _Ref450705413 �Figure 5� respectively.  Note that though the diagrams show addition of the RLC header after ciphering and removal of the RLC header before deciphering, the RLC header contains the frame counter that is used for de/ciphering so will not be discarded.
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Figure �seq Figure \* ARABIC �4�.  UM RLC
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Figure �seq Figure \* ARABIC �5�.  AM RLC


Service DU’s (SDU’s) are received from the Tr-SAP and then segmented or concatenated into fixed length RLC PDU’s and a header attached before being send to the transmission buffer.  Padding is added to give PDU’s of a fixed length.


If this padding is added before ciphering, and so is ciphered, it can provide redundancy that may be used for cryptanalytic attacks.  The RLC header will also provide redundancy.  It is therefore preferable to cipher SDU’s before they are segmented or concatenated into PDU’s.  However, SDU’s are not of fixed length, and the cipherstream generator cannot know how much cipherstream to generate to decrypt received SDU’s until its constituent PDU’s have been reassembled.  This will introduce delay compared to a solution where the cipher block length is fixed over the duration of the bearer – the cipherstream generator can then work in parallel with the SDU reassembly.


(An alternative solution  could be that the length of the SDU is inserted into the first PDU (or for greater resilience, all of them) the SDU is segmented into (assuming segmentation occurs).  As soon as this first PDU is obtained, the SDU length can be passed to the cipherstream generator and it can begin generation while the SDU is being re-assembled here.  However, this solutions relies on the error performance of the channel which cannot be guaranteed in UM.  This solution is therefore probably infeasible.)


Therefore the proposed solution would be to cipher after segmentation/concatenation and use an algorithm designed so that the redundancy provided by the padding cannot be exploited.  The RLC header is attached, in plaintext, after the PDU has been ciphered.  This header must contain a frame number of range 232.


The retransmission in acknowledged mode (AM) introduces apparent complexities.  Here, if ciphering is performed after segmentation but before PDUs are sent to the transmission buffer, the retransmission of PDUs means that the transmission buffer will send out a string of PDUs which are potentially “out of order” with regard to the PDU frame number used as an input to the cipherstream generator.  This, and also the fact that PDUs may be lost, means that the cipherstream generator on the receive side cannot begin generating the cipherstream for a particular PDU until is has received that PDU.  Alternatively, the generator could assume that the next sequential PDU will arrive, generate cipher stream and buffer it if another PDU arrives instead.  This method seems elegant, the cipher stream generator can just generate blocks at the receive rate (so that when a PDU arrives, there will always be the required ciphertext block) and buffer them.  A separate function can match cipherstream blocks to PDU’s as they arrive.


2.4.3	Transparent mode RLC


Ciphering is performed at the top of the MAC-d layer as shown in �ref _Ref450704833 �Figure 6�.  MAC-d is the instance of the MAC layer used for dedicated (i.e. single user) channels (MAC-c and MAC-sh are separate instance of the MAC layer used for common and shared channels respectively.  Certain common and shared channels use the services of MAC-d as can be seen in �ref _Ref450704833 �Figure 6�.


The MAC layer receives fixed length  RLC PDUs from the RLC layer.  The RLC PDU, = MAC SDU is ciphered, using the L1 frame number as the ciphering counter.
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Figure �seq Figure \* ARABIC �6�.  Ciphering of transparent RLC channels at MAC layer


For the MAC solution, all ciphering is performed at the MAC layer.  Such a solution would have a diagram the same as �ref _Ref450704833 �Figure 6� with the addition of a ciphering/de-ciphering function at the top of the MAC layer below the DCCH and RLC DTCH channels as well as the transparent RLC channel.


� This means that integrity would terminate in the ME and not the USIM (the actual comparison of the expected and calculated MACs could theoretically be performed in the USIM but bandwidth constraints may prevent this for all signalling messages).  However, the USIM can still be full in control of the start of ciphering if the cipher key is not transmitted to the ME until the ME has indicated that the start ciphering mode command (or other message) has passed integrity tests and that the cipher mode command indicates that ciphering should be used.  Further, if the cipher key is deleted in the ME following use, the USIM can still remain in full control for calls where authentication is not performed.  This will allow the operator to control how they will inform users if ciphering is not used, instead of relying on a generic implementation by manufacturers.
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