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TSG RAN WG2 would like to thank TSG SA WG3 for the liaison statement regarding security functionality in the RAN [1]. By this liaison statement RAN WG2 provides some answers and items seen as further discussion between these two groups. Also status of the related work in RAN WG2 is clarified.

1. Encryption

RAN WG2 has checked the working assumptions presented in 3GPP S3-99081 and has the following comments:

1) End-point of encryption. – OK and in line with RAN WG2 working assumptions.

2) Ciphering algorithm. – OK and in line with RAN WG2 working assumptions.

3) Cipher key agreement. – OK and in line with RAN WG2 working assumptions.

4) Start of ciphering. – OK and in line with RAN WG2 working assumptions.

5) Cipher key selection.
i) Two key solution. 

RAN WG2 has some concerns on the possibility to change ciphering key for signalling connection within 5 seconds after an authentication, as required by SA WG3. 

ii) One key solution. 

This solution seems to produce even more occasions when the ciphering key needs to be changed. RAN WG2 has some concerns on the possibility to change ciphering key for any ongoing connection within 5 seconds, as required by SA WG3. 

Based on the concerns identified so far, the two key solution seems to be more appropriate, since it requires less changing of ciphering keys during a RRC connection. However, RAN WG2 has not yet made a decision between these two solutions. We would like to receive more clarifications on the need for changing of the ciphering key during a connection (is it necessary for all types of connections : CS, PS, signalling ?). Also RAN WG2 would be interested on how often the ciphering key needs to be changed ?

6) Synchronisation. – OK and in line with RAN WG2 working assumptions.

 RAN WG2 would like to clarify that the mentioned Hyper Frame Number (HFN) forms only the Most Significant Bits (MSB) of the input to the ciphering algorithm. The LSB part is formed either by (a) a Connection Frame Number (CFN), which is incremented every 10ms (together with L1 radio frames), or by (b) a RLC PDU sequence number. Selection between (a) and (b) has some impacts on the RLC and MAC protocols and RAN WG2 has not yet reached a conclusion on this issue.

7) Avoid multiple use of the same cipher stream. – OK. RAN WG2 has noted these requirements and will take them into account when continuing its activities. 

2. Data integrity

Regarding the question which RAN messages would need integrity protection, RAN WG2 has not yet studied this issue. However, a related question was raised in RAN WG2 meeting which could not be answered:  Is there any security problems if messages, which structure and even contents are at least partially predictable (including e.g. Cell Update, URA Update) and which are sent on common channels (RACH/FACH), are ciphered using the stream ciphering mechanism ? Should the message authentication code be used for this kind of messages instead of ciphering ? 

For the questions whether the message authentication code can be used for non-security related purposes, e.g. detection of errors due to noise, WG2 is not yet able to provide an answer.

3. Joint meeting between SA WG3 and RAN WG2

Regarding the proposed joint meeting between RAN WG2 and SA WG3, our feeling is that WG2 must first find conclusions to some open questions and identify more questions to SA WG3, before a joint meeting would be usefull.The biggest open question at a moment is the selection between the options mentioned above in point " Synchronisation ".

Next possibility for a joint meeting could be during the next RAN WG2 meeting, 25-28.5 in Berlin.

[1] 3GPP TSG SA WG3 (Security) 3GPP S3-99081, Security functionality in the RAN

