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Foreword

This Technical Specification has been produced by the 3GPP.

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of this TS, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version 3.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
Indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the specification;

1.
Scope

This document gives a list of cryptographic algorithm requirements for 3G Security.

Requirements for the algorithms identified in the Security Architecture [1].  This will include examples.

· Ciphering algorithm (including key generating function)

· Integrity algorithm (including message authentication code function)

· Random number generation parameters as needed (for encryption and authentication)

· User authentication algorithm

Some of these algorithms may need to be standardized, others may be proprietary.  In the latter case, only the requirements of the parameters will be specified.

Items considered on each algorithm are as follows:

· Key length and other parameters

· Security against cryptanalysis

· Performance on hardware and software (gate size, etc.)

· Requirements on the worldwide use

2.
References

3GPP documents:

[1] 3G Security: “Security Architecture”
[2]
3G Security: “Cryptographic Algorithm Specifications”

Baseline documents:

[3]
TSGS3#1(99)016 : Annex 8 Security Design Principle (ARIB)

[4]             ETSI TS 101 106 (V5.0.0) : Digital cellular telecommunications system (Phase 2+);

                  General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements

                (GSM 01.61 version 5.0.0)

[5]             ETSI TS 01 56 (V0.3.0) : Digital cellular telecommunications system (Phase 2+);

                  GSM Cordless Telephony System (CTS) (Phase 1); CTS Authentication and Key Generation

                  Algorithms Requirements (GSM 01.56)

[6]             ESTI TCR-TR030 : Security Techniques Advisory Group (STAG); A guide to specifying

                  requirements for cryptographic algorithms

Other document:
[7]
ISO/IEC 10116 (1997): Information technology – Security techniques - Modes of operation for
                  an n-bit block cipher.
3.  Definitions and abbreviations

3.1
     Definitions

For the purposes of this document, the following definitions apply:

Authentication: The provision of assurance of the claimed identity of an entity. 

Brute-force attack: A ciphertext-only attack simply by trying every possible key one by one and checking whether the resulting plaintext is meaningful.
Confidentiality: The property of information that it has not been disclosed to unauthorised parties.

Cryptanalysis: The art and science of breaking ciphertext.
Differential cryptanalysis: A chosen-plaintext attack that analyzes pairs of ciphertexts whose plaintexts
                                                   have particular differences.
Integrity: The property of information that it has not been changed by unauthorised parties.

Linear cryptanalysis: A cryptanalytic attack that uses linear approximations to describe the action of a
                                                   block cipher.
Random number: A time variant parameter whose value is unpredictable.
3.2
Abbreviations

For the purposes of this document, the following abbreviations apply:

ARIB: Association of Radio Industries and Businesses

DES: Data Encryption Standard
ETSI: European Telecommunications Standards Institute

LFSR: Linear Feedback Shift Register
SAGE: Security Algorithms Group of Experts
4
Use of the 3G Security cryptographic algorithms

This clause defines those organizations for whom the algorithms are intended, describe the type of information which the algorithms are intended to protect, indicate possible geographical/geopolitical restrictions on the use of equipment which embodies the algorithms, and describe the types of implementations of the algorithms that are envisaged.
4.1
Use of the algorithms

The algorithms shall only be used for providing 3G security features, as described in 3G Security: Cryptographic Algorithm Specifications [3].
4.2
Places of use

The algorithms are installed in the RNC and Mobile Station (MS). The MS may consist of Terminal Equipment (TE), Terminal adaptation (TA) and Mobile Equipment (ME). The MS may also be a stand alone device. The 3G Security ciphering algorithm may reside in the ME, TA, TE.

Legal restrictions on the use or export of equipment containing cryptographic features that are enforced by various governments may prevent the use of equipment in certain countries.
4.3
Types of implementation

An algorithm with minimal restrictions on export when licensed and managed as described in clause 5, is desired because of the global use of 3G system.

The preferred method for implementing the algorithms is in hardware as a single chip device.

In the case of a software implementation of the algorithms, legal restrictions on its export and, in certain countries, on its use is expected to be more stringent than for a hardware implementation.

5
Use of the algorithm specification

This clause addresses ownership of the algorithm specification, to define which types of organization are entitled to obtain a copy of the algorithm specification, and to outline how and under what conditions such organizations may obtain the specification.
5.1
Ownership

The algorithms and all copyright to the algorithms and test data specifications shall be owned exclusively by 3GPP.

The design authority for the algorithms shall be 3GPP SAGE.

The algorithm specification shall not be published as an 3GPP standard or otherwise made publicly available, but shall be provided to organizations that need and are entitled to receive it subject to a licence and confidentiality agreement.

The licence and confidentiality agreement shall require recipient of the specification not to attempt to patent the algorithms or otherwise register an Intellectual Property Right (IPR) relating to the algorithms or their use.
5.2
Users of the specification

The algorithm specification may be made available to the following types of organizations:

 - the service providers, including network operators, entitled to use the algorithms in the network side;

- those who need the algorithm specification in order to build equipment or components which embody the algorithms.
5.3
Licensing

Users of the algorithms, and users and recipients of the algorithm specification, shall be required to sign a licence and confidentiality agreement.

Appropriate licence and confidentiality agreements shall be drawn up by 3GPP.

Licences shall be royalty free. However, the algorithm custodian may impose a small charge to cover administrative costs involved in issuing the licences.

It is envisaged that there shall be two types of licence and confidentiality agreement: one for service providers of 3G services entitled to use the algorithms, and one for organizations who need the algorithm specification in order to build equipment or components which embody the algorithms, as defined in subclause 5.2.

The licence and confidentiality agreement signed by a service provider of 3G services shall require that organization to comply with the restrictions on the use of the algorithms.

The licence and confidentiality agreement signed by an organization that needs the algorithm specification in order to build equipment or components which embody the algorithm, shall require that organization to adopt measures to ensure that its implementations of the algorithms are commensurate with the need to maintain confidentiality of the algorithms.
5.4
Management of the specification

The distribution procedure for the algorithm specification shall be specified by 3GPP. SAGE is expected to design the appropriate procedure for the distribution of the algorithms after consulting ETSI SMG 10 and ARIB TSG-SA Support WG3 Adhoc. The outline procedure is as follows:

  -        3GPP shall appoint a custodian for administration of the algorithm specification;

· a service provider of 3G services may request copies of the algorithm specification (and test data) and a licence to use the algorithm from the custodian;

· if the service provider of 3G services is entitled to use the algorithms, the custodian shall issue the requested algorithm specifications subject to the 3G service provider signing a licence and confidentiality agreement;

· a service provider of 3G services who is licensed to use the algorithms may request 3GPP to provide copies of the algorithm specification to an organization which intends to build equipment or components that embody the algorithm. Such an organization shall then be required by 3GPP to sign a licence and confidentiality agreement before receiving the algorithm specifications from the custodian.

6
Algorithm requirements

3GPP SAGE are required to design algorithms which satisfy the requirements specified in this clause.
6.1   Ciphering algorithms

Ciphering algorithms in 3G system are (1) UMTS Encryption Algorithm UEA for data confidentiality and (2) encryption algorithm f6 and decryption algorithm f7 for user identity confidentiality.
6.1.1 UMTS Encryption Algorithm UEA
UEA should satisfy the requirements below.
6.1.1.1
Types and parameters of algorithm

The algorithm is to be a symmetric cipher which has the properties as follows:
· the algorithm is evaluated well against  cryptanalysis .

The parameters of the algorithm are to be as follows:

· block length: 64 bits

· key length: from 64bits (for worldwide use) to 128bits (for high-level confidentiality)
The key is unstructured data.
6.1.1.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· data input:

X[0], X[1], …, X[63]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[63]

where Y[i] is the data output bit with label i;

· key input:

K[0], K[1], …, K[127]
where K[i] is the key bit with label i

(K[0], K[1], …, K[z-1] are only valid when key length is z bits).

6.1.1.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec.
6.1.2 Encryption algorithm f6 and decryption algorithm f7
Algorithms f6 and f7 should satisfy the requirements below.
6.1.2.1
Types and parameters of algorithm

The algorithm is to be a symmetric cipher which has the properties as follows:
· the algorithm is evaluated well against  cryptanalysis .

The parameters of the algorithm are to be as follows:

· block length: 64 bits

· key length: from 64bits (for worldwide use) to 128bits (for high-level confidentiality)
The key is unstructured data.
6.1.2.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· data input:

X[0], X[1], …, X[63]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[63]

where Y[i] is the data output bit with label i;

· key input:

K[0], K[1], …, K[127] 

where K[i] is the key bit with label i

(K[0], K[1], …, K[z-1] are only valid when key length is z bits).
6.1.2.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec.
6.2   Integrity algorithms

Integrity algorithms in 3G system are (1) UMTS Integrity Algorithm UIA for data integrity of signalling elements, (2) message authentication function f1 for user authentication and (3) message authentication function f2 for user authentication.
6.2.1 UMTS Integrity Algorithm UIA

UIA is realized by use of  MAC. The type of this MAC algorithm is CBC-MAC. The  algorithm should satisfy the requirements below.
6.2.1.1  Types and parameters of algorithm
The algorithm is to be a symmetric block cipher which has the properties as follows:

· the algorithm information can be disclosed, such as DES (but practically, the algorithm information is kept secret);

· the algorithm is evaluated well against three major cryptanalysis (the brute-force attack, differential cryptanalysis and linear cryptanalysis).

The parameters of the algorithm are to be as follows:

· block length: 64 bits
· MAC length: 16bits (truncated from 64 bits)
· key length: 128bits

The key is unstructured data.
6.2.1.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· data input:

X[0], X[1], …, X[63]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[15]

where Y[i] is the data output bit with label i;

· key input:

K[0], K[1], …, K[127]

where K[i] is the key bit with label i.

6.2.1.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec in ISO standard ECB mode of operation.
6.2.2 Message authentication function f1

The type of function f1 is CBC-MAC. Function f1 should satisfy the requirements below.
6.2.2.1
Types and parameters of algorithm

The algorithm is to be a symmetric block cipher which has the properties as follows:

· the algorithm information can be disclosed, such as DES (but practically, the algorithm information
        is kept secret);

-        the algorithm is evaluated well against three major cryptanalysis (the brute-force attack, differential
        cryptanalysis and linear cryptanalysis).

The parameters of the algorithm are to be as follows:

        block length: x bits
· MAC length: 16bits (truncated from 64 bits)
        key length: z bits

The key is unstructured data.
6.2.2.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· data input:

X[0], X[1], …, X[x-1]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[15]

where Y[i] is the data output bit with label i;

· key input:

K[0], K[1], …, K[z-1]

where K[i] is the key bit with label i.
6.2.2.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec in ISO standard ECB mode of operation.
6.2.3 Message authentication function f2

The type of function f2 is CBC-MAC. Function f2 should satisfy the requirements below.
6.2.3.1
Types and parameters of algorithm

The algorithm is to be a symmetric block cipher which has the properties as follows:

-        the algorithm information can be disclosed, such as DES (but practically, the algorithm information
        is kept secret);

-        the algorithm is evaluated well against three major cryptanalysis (the brute-force attack, differential
        cryptanalysis and linear cryptanalysis).

The parameters of the algorithm are to be as follows:

        block length: x bits
-       MAC length: 16bits (truncated from 64 bits)
        key length: z bits

The key is unstructured data.
6.2.3.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· data input:

X[0], X[1], …, X[x-1]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[15]

where Y[i] is the data output bit with label i;

· key input:

K[0], K[1], …, K[z-1]

where K[i] is the key bit with label i.
6.2.3.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec in ISO standard ECB mode of operation.
6.3   Random number generation

The generation algorithm for random number RAND is used for user authentication.
6.3.1 Random number RAND

The generation algorithm for RAND should satisfy the requirements below.
6.3.1.1
Types and parameters of algorithm
The algorithm has the properties as follows:
· the algorithm can generate highly secure random number strings with a longest possible period, i.e. occurrence of the same value should be minimized.

The parameters of the algorithm are to be as follows:

· IV length: x bits
· Random number length: y bits

The key is unstructured data.
6.3.1.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· IV:

X[0], X[1], …, X[x-1]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[y-1]

where Y[i] is the data output bit with label i;
6.3.1.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec.
6.4 Key generating functions

Key generating functions in 3G system are (1) key genrating function f3 for generating ciphering key CK, (2) key generating function f4 for generating integrity key IK and (3) key generating function f5 for generating anonmity key AK, all in the user authentication procedure.
6.4.1 Key generating function f3

Function f3 should satisfy the requirements below.
6.4.1.1
Types and parameters of algorithm

The algorithm is to be a symmetric cipher or a one-way function which has the properties as follows:
· the algorithm is evaluated well against cryptanalysis.

The parameters of the algorithm are to be as follows:

-        input  length: x bits
· output length: from 64 bits (for worldwide use ciphering key) to 128 bits (for high-level confidentiality ciphering key)
         key length: 128bits

The key is unstructured data.
6.4.1.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· data input:

X[0], X[1], …, X[x-1]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[127] 

where Y[i] is the data output bit with label i,
(Y[0], Y[1], …, Y[k-1] are only valid when length of ciphering key is k bits);

· key input:

K[0], K[1], …, K[127]

where K[i] is the key bit with label i.
6.4.1.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec.
6.4.2 Key generating function f4

Function f4 should satisfy the requirements below.
6.4.2.1
Types and parameters of algorithm

The algorithm is to be a symmetric cipher or a one-way function which has the properties as follows:
         the algorithm is evaluated well against cryptanalysis.

The parameters of the algorithm are to be as follows:

        input  length: x bits
        output length: 128 bits
        key length: 128bits

The key is unstructured data.
6.4.2.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· data input:

X[0], X[1], …, X[x-1]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[127]
where Y[i] is the data output bit with label i;

· key input:

K[0], K[1], …, K[127]

where K[i] is the key bit with label i.
6.4.2.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec.
6.4.3 Key generating function f5

Function f5 should satisfy the requirements below.
6.4.3.1
Types and parameters of algorithm

The algorithm is to be a symmetric cipher or a one-way function which has the properties as follows:
· the algorithm is evaluated well against cryptanalysis.

The parameters of the algorithm are to be as follows:

· input  length: x bits
· output length: y bits
· key length: 128bits

The key is unstructured data.
6.4.3.2
Interfaces to the algorithm

The following interfaces to be algorithm are defined:

· data input:

X[0], X[1], …, X[x-1]

where X[i] is the data input bit with label i;

· data output:

Y[0], Y[1], …, Y[y-1]
where Y[i] is the data output bit with label i;

· key input:

K[0], K[1], …, K[127]

where K[i] is the key bit with label i.
6.4.3.3
Implementation and optional considerations

The algorithm shall be designed so as to accommodate a spectrum of implementation options, ranging from implementation as a single chip device to implementations in software. At the latter extreme, it shall be possible to implement the algorithm on a 32-bit microprocessor running at yy MHz to achieve a speed of zz kbits/sec.
6.5  User authentication algorithm

To authenticate users, message authentication code functions f1 and f2 (see 6.2.2 and 6.2.3), key generating functions f3, f4 and f5 (see 6.4), and random number RAND (see 6.3) are used.

6.6   Resilience of the algorithms

The algorithms shall be designed with a view to their continued use for a period of at least 10 years.

When used in conjunction with appropriate security protocols and sound key management the algorithms should in practice provide impenetrable protection of the network management data they are used to secure.

3GPP SAGE are required to design the algorithms to a strength which reflects the above qualitative requirements and permits operation with a range of key lengths (see subclause 8.1).

7
Algorithm specification and test data requirements

3GPP SAGE are required to provide four separate deliverables: a specification of the algorithms, a set of design conformance test data, a set of algorithm input/output test data and a design and evaluation report. Requirements on the specification and test data deliverables are given in this clause, those on the design and evaluation report in subclause 8.3.
7.1
Specification of the algorithms

An unambiguous specification of the algorithms needs to be provided which is suitable for use by implementors of the algorithms.

The specification shall include an annex which provides simulation code for the algorithm written in ANSI C. The specification may also include an annex containing illustrations of functional elements of the algorithms.
7.2
Design conformance test data

Design conformance test data is required to allow implementors of the algorithms to test their implementations.

The design conformance test data needs to be designed to give a high degree of confidence in the correctness of implementations of the algorithms.

The design conformance test data shall be designed so that significant points in the execution of the algorithms may be verified.
7.3
Algorithm input/output test data

Algorithm input/output test data is required to allow users of the algorithms to test the algorithms as “black box” functions.

The input/output test data shall allow users of the algorithms to perform tests for the modes of operation defined in subclause 6.3.

The input/output test data shall consist solely of data passed across the interfaces to the algorithms.
7.4
Format and handling of deliverables

The specification of the algorithms shall be produced on paper, and provided only to the 3GPP appointed custodian (see subclause 5.4). The document shall be marked "Strictly 3GPP confidential" and carry the warning "This information is subject to a licence and confidentiality agreement".

The design conformance test data shall be produced on paper, and provided only to the 3GPP appointed custodian. The document shall be marked "Strictly 3GPP confidential" and carry the warning "This information is subject to a licence and confidentiality agreement".

The algorithm input/output test data shall be produced on paper and on magnetic disc. The document and disc shall be provided to the 3GPP appointed custodian. Special markings or warnings are not required.

8
Quality assurance requirements

This clause advises 3GPP SAGE on measures needed to provide users of the algorithms with confidence that it is fit for purpose, and users of the algorithm specification and test data assurance that appropriate quality control has been exercised in their production.

The measures shall be recorded by 3GPP SAGE in a design and evaluation report which shall be published by 3GPP as a Technical Report.
8.1
Quality assurance for the algorithms

Prior to its release to the 3GPP custodian, the algorithms need to be approved as meeting the technical requirements specified in clause 6 by all members of 3GPP SAGE.
8.2
Quality assurance for the specification and test data

Prior to delivery of the algorithm specification, two independent simulations of the algorithms need to be made using the specification, and confirmed against test data designed to allow verification of significant points in the execution of the algorithms.

Design conformance and algorithm input/output test data needs to be generated using a simulation of the algorithms produced from the specification and confirmed as above. The simulation used to produce this test data needs to be identified in the test data deliverables and retained by 3GPP SAGE.
8.3
Design and evaluation report

The design and evaluation report is intended to provide evidence to potential users of the algorithms, specification and test data that appropriate and adequate quality control has been applied to their production. The report shall explain the following:

 - the algorithms and test data design criteria;

 - the algorithm evaluation criteria;

 - the methodology used to design and evaluate the algorithms;

 - the extent of the mathematical analysis and statistical testing applied to the algorithms;

 - the principal conclusions of the algorithm evaluation;

 - the quality control applied to the production of the algorithm specification and test data.

The report shall confirm that all members of 3GPP SAGE have approved the algorithms, specification and test data.

The report shall not contain any information about the algorithms, such as design techniques used, mathematical analysis or statistical testing of components of the algorithms, which might reveal part or all of the structure or detail of the algorithms.

9
Summary of 3GPP SAGE deliverables

 - specification of the algorithms: a confidential document for delivery only to the 3GPP custodian;

 - design conformance test data: a confidential document for delivery only to the 3GPP custodian;

 - Algorithm input/output test data: in a document and on disc for delivery to the 3GPP custodian;

 - Design and evaluation report: to be published as a 3GPP Technical Report.
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