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This document lists the main security features and mechanisms being developed by SA3 which go beyond those provided in GSM. For each of these features and mechanisms we identify the security issues which are addressed in an attempt to help clarify our priorities and the consequent changes which must be made to a system based on GSM.


�
�
Feature/mechanism�
Security issues addressed�
Priority�
�
1�
Confidentiality algorithm.�
GSM algorithms unsuitable for new access network. New algorithm probably requires larger key.�
High. Pressure from manufacturers to deliver algorithm before the end of the year.�
�
2�
Integration of new ciphering mechanism into RAN.�
New access network requires new ciphering mechanism. Encryption terminating point must be at least as far back as RNC to protect vulnerable links in the access network. Must ensure that there are sufficient ‘hooks’ so that network-wide encryption of user traffic can be introduced later. Network-wide encryption will involve encryption of signalling being terminated within the access/core network and encryption of user traffic being terminated at the edge of the network.�
High. Need to keep up with pace of standardisation of RAN.�
�
3�
Integrity algorithm.�
Integrity protection in GSM based on use of encryption. Separate integrity protection is required in 3G systems for adequate protection against active attacks. �
High. Timescales for delivery should be similar to confidentiality algorithm, but acquisition process is likely to be simpler.�
�
4�
Development of integrity protection mechanisms and integration in RAN.�
Message authentication and relay inhibition required to protect against active attacks on the radio interface�
High. Need to keep up with pace of standardisation of RAN.�
�
5�
Development of new authentication and key agreement mechanism and integration in RAN and CN signalling specifications.�
Assurance towards user that cipher and integrity keys are ‘fresh’. Helps protect against attacks involving compromised authentication vectors. Authentication procedure must establish new integrity key as well as cipher key. Integrity protection in the access network is necessary to protect against active attacks on the radio interface. Cipher key should not be re-used for integrity protection. Establishment of a new ‘larger’ cipher key. (Establishment of an network-wide cipher key component may also be required)�
Medium. A mechanism based on the use of sequence numbers is specified in detail in the architecture document. An alternative mechanism based on TETRA is also available in the annex if there are problems with the sequence numbers based mechanism. Need to keep up with pace of CN and RAN signalling standardisation.�
�
6�
Development of secure signalling between network nodes and integration with CN specifications.�
Links will become more vulnerable to attack because of changes in signalling network architecture. Protection of authentication information required to guard against envisaged 3G attacks. Protection of other sensitive signalling messages will become more important.�
Medium. A mechanism has been specified. Need to keep up with pace of CN signalling standardisation.�
�
7�
Algorithms for protecting signalling links between network nodes.�
Require standardisation for interoperability reasons.�
Medium. Timescales probably more relaxed that algorithms which are implemented in RAN.�
�
8�
IP security.�
The use of Internet security technologies in 3G systems should be deemed appropriate for use before being adopted�
Medium. Impact of IP technologies on 3G security not yet fully understood.�
�
9�
Authentication and key agreement algorithms.�
Do not require standardisation if sequence numbers scheme is used. Some algorithms do require standardisation if TETRA variant is used�
Low. Providing than sequence numbers mechanism is retained.�
�
10�
Network-wide encryption.�
Encryption should be extended as far as possible in 3G networks.�
Low. Providing that there are sufficient ‘hooks’ in the access network ciphering mechanism.�
�
11�
Lawful interception.�
A regulatory requirement which must be satisfied. Specification required now to ensure that lawful interception capabilities are available from the outset.�
Low. Mostly based on work done in GSM.�
�
12�
Security messaging between applications on the USIM and applications in the network.�
Security services between applications on the USIM and applications in the network will become more important in 3G.�
Low.  Can just refer to SIM Application Toolkit security for now and deal with enhancements later.�
�
13�
Fraud information gathering system.�
Roaming fraud will persist in 3G systems if measures for exchanging appropriate and timely fraud information are not implemented from the outset�
Low. Can just refer to GSM FIGS for now and deal with enhancements later.�
�



