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Liaison Statement





From: TSG-SA WG1



To: TSG-SA WG3



CC: TSG-CN WG1 & WG2



Re:	Security Requirements for UMTS Release 99





TSG-SA WG1 has reviewed document TSG1(99)148 (attached) which is a CR to section 10 of UMTS 22.00 on security requirements for UMTS Release 99. TSG-SA WG1 is willing to approve the CR on the understanding that it represents the views of SMG10 WPC as to what can be achieved for Release 99. However TSG-SA WG1 would like confirmation from TSG-SA WG3 that it represents their views also before giving formal approval to the CR.



TSG-SA WG1 endorsed document TSG1(99)185 (attached) from Fujitsu which states a requirement for a flexible protocol in order to support different security algorithms. TSG-SA WG1 seeks the views of TSG-SA WG3 on the possibility of meeting such a requirement for Release 99.  
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Work item:�UMTS Release 99 Requirements��

Source:�Vodafone�Date: �8th March 1999��

Subject:�Security Requirements��

Category: �F	Correction��Release: �Phase 2����A	Corresponds to a correction in an earlier release���Release 96���(one category �B	Addition of feature���Release 97���and one release �C	Functional modification of feature�x��Release 98���only shall be �D	Editorial modification���Release 99�x��marked with an X)�������

Reason for �change:��

Change of functional requirements to reflect views of SMG10��

Clauses affected:�10��

Other specs�Other releases of same spec��(  List of CRs:���affected:�Other core specifications��(  List of CRs:����MS test specifications / TBRs��(  List of CRs:����BSS test specifications��(  List of CRs:����O&M specifications��(  List of CRs:���

Other �comments:���

�EMBED Word.Document.8 \s���  <--------- double-click here for help and instructions on how to create a CR.�10	Security Features

With respect to the GSM security mechanisms the following additional features may be implemented for UMTS Release 99phase 1 if required by SMG10 :

1)	Mutual authentication between user and serving network, between user and home environment and between serving network and home environment;

2)	Possibility for a user to verify that a serving network is authorized by the user’s HE to offer services to that user;

32)	Confidentiality of user and signalling data between MS and RNC to and within the access network (and possibly into the core network);

4)	Integrity of critical signalling data between MS and RNC (and possibly into the core network);

5)	Periodic in-call integrity protection of signalling data to prevent channel hijack.

3)	End to end encryption (as an optional service) between UMTS users, with access to plaintext for lawful interception purposes

4)	TTP (trusted 3rd party) mechanisms, including public key techniques and associated certificates and signing, verification and revocation procedures used, for example, before accessing 3rd party services.

5)	Authentication, confidentiality and integrity of signalling between UMTS network (both core and access) nodes

6)	Confidentiality of the user identity on the radio interface.
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Work item:� Variable length of security parameters such as RAND and SRES ��

Source:�FUJITSU�Date: �10 March, 1999��

Subject:�Flexible protocols for the support of various authentication algorithms  ��

Category: �F	Correction��Release: �Phase 2����A	Corresponds to a correction in an earlier release���Release 96���(one category �B	Addition of feature�X��Release 97���and one release �C	Functional modification of feature���Release 98���only shall be �D	Editorial modification���Release 99���marked with an X)����UMTS�X��

Reason for �change:��Highly secured system is regarded as one of main feature of UMTS. Required security level by each operator may be different therefore it is desirable to choose appropriate algorithm which meets the operator’s security requirement. To prepare the emerging authentication algorithms, protocol shall have enough flexibility to support them.��

Clauses affected:�10 Security Features��

Other specs�Other releases of same spec��(  List of CRs:���affected:�Other core specifications��(  List of CRs:����MS test specifications / TBRs��(  List of CRs:����BSS test specifications��(  List of CRs:����O&M specifications��(  List of CRs:���

Other �comments:���

�EMBED Word.Document.8 \s���<--------- double-click here for help and instructions on how to create a CR.�10	Security Features

With respect to the GSM security mechanisms the following additional features may be implemented for UMTS phase 1 if required by SMG10?:

1)	Mutual authentication between user and serving network, between user and home environment and between serving network and home environment

2)	Confidentiality of user and signalling data to and within the access network (and possibly into the core network)

3)	End to end encryption (as an optional service) between UMTS users, with access to plaintext for lawful interception purposes

4)	TTP (trusted 3rd party) mechanisms, including public key techniques and associated certificates and signing, verification and revocation procedures used, for example, before accessing 3rd party services.

5)	Authentication, confidentiality and integrity of signalling between UMTS network (both core and access) nodes

6)	Confidentiality of the user identity on the radio interface.

7)	Flexible protocol to support various authentication algorithms.


















