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Scope and Objectives


The security of the global SS7 network as a transport system for sensitive signaling messages is open to major compromise. Messages can be eavesdropped, altered, injected or deleted in an uncontrolled manner. In this document a mechanism for securing the transmission of sensitive data, e.g. authentication material, between network elements belonging to different network operators is described. � The mechanism is aimed at confidentiality, authenticity and integrity of the messages exchanged.


��Description of Mechanism


The mechanism consists of three layers:


Layer I is a secret key transport mechanism based on an asymmetric crypto-system and is aimed at agreeing on a symmetric key for each direction of communication between two networks A and B. The party wishing to send sensitive data initiates the mechanism and chooses the symmetric key it wishes to use for sending the data to the other party. The other party may choose a symmetric key of its own, used for sending data in the other direction. The symmetric keys are protected by asymmetric techniques. They are exchanged between certain elements called the Key Administration Centres (KACs) of the network operators A and B.


In Layer II the agreed symmetric keys for sending and receiving data are distributed by the KACs in each network to the relevant network elements. For example, an AuC will normally send sensitive authentication data to VLRs belonging to other networks and will therefore get a "send"-key from its KAC. Layer II is carried out entirely inside one operator's network, so the details of Layer II can be left to the operators; however, the distribution of keys should be performed in a secure way as not to compromise the whole mechanism. �


Layer III uses the distributed symmetric keys for securely exchanging sensitive data between the network elements of different operators by means of a symmetric encryption algorithm.


Figure 1 may help to clarify the proposal. It provides an overview of the whole mechanism, while at the same time giving some more details on the single layers.


���������������������������������Figure 1: Overview of Proposed Mechanism


��Abbreviations


The following abbreviations are used in figure 1:


X	Placeholder for Network Operator Identifier A, B


KACX	Key Administration Center of Network X


NEX	Network Element of Network X


KSXY(i)	Symmetric Session Key #i for sending data from X to Y


KSXY(j)	Symmetric Session Key #j for sending data from Y to X


EPK(X)(data)	Encryption of "data" with Public Key of X


DSK(X)(data)	Decryption of "data" with Secret Key of X (i.e., X electronically signs "data")


TVP	Time Variant Parameter (e.g. Sequence Number or Time Stamp)


EKSXY(i)(data)	Encryption of "data" with Symmetric Session Key #i for sending data from X toY


EKSXY(j)(data)	Encryption of "data" with Symmetric Session Key #j for sending data from Y toX


i	Session Key Sequence Number (for sending data from X to Y)


j	Session Key Sequence Number (for sending data from Y to X)


m1||m2	Concatenation of message m1 and m2


��Additional Remarks


In general a Public Key Infrastructure (PKI) is required to handle Public Keys and the appropriate certificates. For example, the Public Keys of the networks could be stored by a central server and Public Key certificates have to be issued. They can be appended to Layer I transmissions (the data fields Text3, Text6 may be used for this).	�Alternatively, Public Keys could also be exchanged between a pair of network operators when setting up a roaming agreement. In this case no PKI is required. �


The format of Layer I transmissions is based on ISO/IEC 11770-3: Key Management – Mechanisms using Asymmetric Techniques.


As already mentioned, the Layer II transmissions should be secured either by asymmetric or symmetric mechanisms. This is for further study.


For key synchronization purposes a Session Key Sequence Numbers i, j are added.


The symmetric session keys KSXY(i), KSYX(j) should be periodically updated, thereby moving on to KSXY(i+1), KSYX(j+1).


Authenticity and integrity of the symmetric session keys in Layer I are achieved by the digital signature of the initiating network. Message integrity on Layer III may be achieved by adding a MAC to the Layer III messages.


Two issues are left open for further study, namely the impact of the proposed scheme on the overall signalling load and the question whether the MAP protocol has to be modified in order to cope with the encrypted messages of Layer III.


As is well known there are also special potentially sensitive (and dangerous) commands within SS7 protocol set. Their authenticity, intergrity and confidentiality can also be protected by the mechanism








� For secure transmission of sensitive data between elements of one and the same network operator only Layer II and Layer III will be involved. In this case Layer I can be dropped.


� For example, it has been suggested to use the same mechanism for distributing the keys as in Layer I also for Layer II in order to achieve a more consistent overall scheme.


� For UMTS a large number of network operators is expected. In this case key transport mechanisms based on asymmetric algorithms offer advantages regarding key management. Therefore, we propose to use an asymmetric scheme in Layer I. 








