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Requirements


User traffic is encrypted across all links between two 3GPP users.  Decryption does not occur anywhere between the two users, except for reasons of lawful interception.


RRC signalling can be decrypted at the RNC at each end of the communication.


2.	Assumptions 


Access link encryption extends from the MS to the RNC and protects user traffic and access link signalling.


Access link encryption for signalling traffic shall be applied regardless of whether end-to-end security is applied. 


Access link encryption for user traffic shall be  replaced with end-to-end encryption if it is applied.


End-to-end encryption involves the establishment of a secret key between users who will generally belong to different home environments and will generally be receiving service from different serving networks


The secret key is applied to a symmetric algorithm at the end user terminal which is used to encrypt user traffic on an end-to-end basis.


VLR to RNC signalling links are protected with link encryption.


Inter-VLR signalling links which generally cross network boundaries are protected with link encryption (note that the networks may not be roaming partners).


The serving networks (and potentially the transit networks) must be able to provide lawful access to user traffic.


TFO operation of the core network is possible


For reasons of lawful interception, transcoders are located in the core network (this is required if lawful interception of TFO traffic is to be possible in any case, whether end to end encryption occurs or not)


3.	Key management for end-to-end encryption


�


MSa indicates that he wants to make a secure call to MSb (e.g. by dialling a short code followed by MSb’s MSISDN)


VLRa authenticates MSa and establishes a cipher key (KCA) with the help of HLRa


The call is now routed to MSb, with appropriate control information indicating that the call is end-to-end encrypted.


VLRb authenticates MSb and establishes a cipher key (KCB) with the help of HLRb


Access link ciphering of MS to RNC signalling is established independently for MSa and MSb.


VLRa and VLRb exchange KCA and KCB over a secure signalling link and independently calculate KCAB, =f(KCA,KCA)


VLRa and VLRb transmit KCAB to RNCa and RNCb respectively over a secure signalling link.


KCAB is transmitted to MSa and MSb by RNCa and RNCb respectively over a secure signalling link (encrypted under KCA and KCB).


Control messages are exchanged between RNCa/VLRa and RNCb/VLRb to establish synchronisation of user traffic.


End-to-end ciphering of user traffic is established between MSa and MSb using KCAB.


In the above scheme the end-to-end encryption key KCA is calculated in the VLR and passed to the MS over secure signalling links. As an alternative, the key components could be passed to the MS over secure signalling links and the end-to-end key could be generated in the USIM. 


Note that these proposals require that access link user traffic and signalling traffic can be ciphered under different  keys.


4.	Ciphering method


4.1	Synchronisation


The frame number used for input to the traffic channel ciphering must be synchronised between the two ends.


As the method of achieving synchronisation for ordinary ciphering is not yet decided, no method can be proposed for e2ee.  However, a Nokia proposal may be used as an example.


In the Nokia proposal in tdoc TSGR2#2(99)111, the frame number (FN) used for ciphering uses the Connection Frame Number (CFN) for the 7 least significant bit of the FN, and the hyperframe number (HFN) for the 25 MSBs.  HFN must be at least 25 bits long to give a combined FN range of 32 bits, a stated SMG10 requirement.


CFN is tied to BCCH timing and will be synchronised across all users served by a particular RNC.


HFN is set on a per user communication during the cipher establishment procedure.


As HFN is set per user, the RNC serving the user initiating the e2ee call can inform the RNC serving the user receiving the call of the HFN to use.


The CFN is more difficult to synchronise.  The RNC serving the user initiating the end-to-end encryption call can inform the RNC serving the user receiving the call of a CFN offset d which that RNC and the receiving user should apply to the local RNC CFN.


4.2	Simultaneous handling of circuit switched and packet switched calls


Current proposals within SMG12/RAN WG2 are that for cases where authentication and cipher key setting can take place independently in the packet (SGSN) and circuit (MSC) switched domains:


the access link encryption of user traffic in each domain shall use the cipher key (Kc) generated in that domain.


the signalling traffic for both domains will be ciphered using the same key.


When end-to-end encryption is applied then encryption of user traffic in each domain shall use the end-to-end key (Kcab) generated in that domain. Note that these proposals require that access link user traffic and signalling traffic can be ciphered under different  keys.  However, this is a requirement for key generation in both domains in any case.


4.3	Lawful Interception


The shared key is or can be generated at the serving MSC at each end of the communication.  Decryption of the user traffic at these points is therefore possible.


For interception without interruption of end to end encryption, transcoders must also be present in the serving MSCs.  This is a requirement, in any case, for interception without interruption of transcoder free operation.


4.4	Other issues


Multiparty calls (conference calls, etc)


Explicit call transfer


Codecs at each end must be aligned.  This is a requirement for TFO operation in any case.





