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1. Inroduction

In 3G Security: Security Architecture V 0.1.2. [1] Item 6.7 Mobile equipment identification is still open.

This document opens a discussion on the necessity to integrate a tamperproof  physical identification element in the mobile equipment or base station. This module appear to be necessary to counteract threats T10c and T10c and implement the requirements R7a,b,c.

The necessity for such secured identification architecture increases with the growing terminal functionality and applications (see MExE, etc...).

This issue has been previously discussed in earlier SMG10_WPC documents and UMTS 33.21 security Requirements V 1.0.2 [2] and related documents concerning cloning terminals and stolen terminals. 

2. 
Assumptions

It is assumed that there is a necessity for secured identification architecture/Mechanism to fullfill the security requirement R7a,b,c given in Doc. 3GPP S3-99048 (12-3-1999) titled : 3G Security: Security Threats and Requirements [3].

3. Secured Terminal Identification

If the terminal/base station identification should be secure then a certain physical/hardware Identification entity should be integrated in the system. Cryptographic identification mechanisms coupled to this entity are also to be defined.

The terminal identification mechanism could be also used (probably optionally) to strengthen the user domain security discussed in [3] Doc. 3GPP S3-99 073 “ Draft section on user domain security” and probably other security mechanisms.

-There is no impact on other security architecture expected due to this secured identification entity.

-The delegates are asked to give some comments on such a hardware entity.

- Input expected from Bosch Telecom proposing a possible solution for that problem.
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