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 This contribution proposes to study the variation of authentication parameter (RAND and SRES) length. .
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X		Variation of authentication parameter length








X.1		TSG Project
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x.2		Linked Work Items





None





x.3		Justification





Authentication scheme*1 of GSM, unique challenge scheme, is an efficient procedure. RAND and SRES are sent to VLR from HLR, and VLR send RAND to MS, MS calculates and send back SRES, then VLR compares SRES from MS with SRES from HLR. However, the lengths of RAND and SRES are fixed. It will restrict possibility of enhancement of authentication algorithm that requires longer RAND and SRES. Moreover, if these parameters are defined as variable length, operators can select the authentication algorithms and distinguish from other operator by using higher security level. This requirement has already come to an agreement in TTC.





If we will not make the variation in first phase, many UMTS/IMT-2000 MT and MSC that can handle only authentication parameters as fixed length are came onto the market, and it’s too difficult to extend authentication scheme. So, introduction of variable length of authentication parameters in first phase is necessary.





It is expected that we should define these parameters in MAP operation and MM message as variable length parameter. Moreover, we should discuss this issue with the consideration of backward compatibility. 





*1: Authentication scheme means a procedure which is performed using an authentication algorithm and authentication parameters.








x.4		Service Aspects





If RAND and SRES are defined as variable length, operators can select the authentication algorithms and distinguish from other operator by using higher security level. 


Of course, we can use GSM A3 algorithm as usual, a operator who wants to introduce new algorithm without no limitation of authentication parameter length can use the algorithm.








x.5		MMI Aspects





None








x.6		Charging Aspects





None








x.7		Security Aspects





GSM is a system with high security level, but we suppose that in future other authentication algorithms with higher security level than GSM will be developed. It is expected that UMTS/IMT-2000 will be used for a long time, so it’s very effective that authentication scheme is applicable to any authentication algorithms.





Each operator requires different levels of security. In order to allow different levels of security, The present GSM authentication scheme can allow some range of security levels, but authentication scheme which uses authentication parameters with variable length will be applicable to more levels of authentication algorithms. 


The following gives an example that GSM and PDC authentication schemes need different authentication parameter length.





�
GSM�
PDC�
�
RAND�
16�
8�
�
SRES�
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�



As stated above, it’s expected that variable length is needed according to authentication algorithms. It is better for us if operators can use the most suitable authentication algorithm for each requirement. 








x.8		Impacts
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x.9		Expected Output and Time scales 





Approval of WI:			CN TSGTSG_N_WG2     (March February 99)





Start of Report			CN TSGTSG_N_WG2     (March February 99)





Scope and first draft		CN TSGTSG_N_WG2     (March 99)





Approval of deliverable by TSG	CN TSGTSG_N_WG2     (April May 99)





x.10		 Work Item rapporteurs





NTT Software Corporation





x.11		Supporting Companies





FUJITSU LIMITED


NIPPON TELECOMMUNICATIONS CONSULTING CO.,LTD.


NIPPON TELEGRAPH AND TELEPHONE CORPORATION


NTT COMMUNICATION WARE CORPORATION


NTT Mobile Communications Network Inc.


NTT Software Corporation


NEC Corporation





x.12		Responsible STC(s)





Primary Responsibility	TSG-CN





Secondary Responsibility 	??
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