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Attendees


Simon Collins – Praesidium Services Chair


Bob Smith- Orange


Pawel Garwola – Polkomtel SA


Roland Schmite – Deutsche Telekom 


Eddy Vermeulen – Siemens Atea


Bob Smith – Orange


Stefano M Faccin – Nokia


Tim Wright – Vodafone 


Roberto Quattrini – TIM








Apologies





Tosalli Marco – CSELT.IT


David Miles – Cellnet


Mike Walker – Vodafone


Colin Blanchard – BT


Charles Brookson – DTI











Input Documents





Copies of previous general papers supplied by Praesidium Services Ltd.





Draft document being prepared by Orange.  This is not yet ready at present but will be released.





Improved list of potentially damaging messages from Polkomtel.





1. General points and discussions





Signalling testing between operators


Orange is putting forward test improvements in IREG tests to test for wrong AuC information between operators.





Action further message review of IN message types.  Example of messages is “charging information”.  This may enable free calls to be obtained.




















Review of T-Mobil Document 





Document Tdoc 9 which outlined a method of protection of the message content was discussed as a method of protection of  messages. The issues raised were questions regarding the need of send and receiving keys.  It was done to control who could receive/send. 





It was agreed that  MAP messages should be the first to be protected.  A method of protection of internal security is also need .





Counter discussions about the need for a secret key solution took place.  It was considered that a public key approach between mobile operators was the best way forward . The gateway may be the only sensible point that can be protected in this method. All network entities in the network could have the same key . 








Action: This work needs further study and should be discussed at the next SMG10 meeting.











SS7 Policing 





 It should be noted that policing does not solve the issue of message content at MAP level.








Current MTP, SCCP screening standards have been identified as follows:-





Q.705/93


Q.752/97-IG ITU document on SCCP and MTP screen, TCAP 


Q.714/96 section 2.7.4


GR-1272-CORE


GR-82 Appendix C:





In GSM two manufacturers have been identified as providing some policing.  These are Ericsson and Nokia.  Document Tdoc 02 was reviewed. This gave some policing of MTP, SCCP and MAP messages that could cause external damage. Nokia in release M8 have some functions and M9 SCCP is covered.





Action: Orange to provide details.





AT MTP/ SCCP level this form of screening will protect the network from some of the admin messages that are known as damaging messages, this can be a problem as the origination of message may be through a node that has a respected identity.





MAP level policing is based on an SCCP address.  This equates to SCCP policing.  They are good for the signalling provider only.





Action: Further work on what is available from vendors is required.  All operator/vendor s to supply information to the next SMG10 meeting











4. Revision of Threat Analysis Document





Tdoc 8   Was reviewed and reworked with the addition of the additional messages that have been identified by Polkomtel. The revised document is attached  to these minutes.





 


PNO Algorithm








A document was presented by Vodafone on PNO algorithm document ETR235 which is available for operators.  It is considered that this could be used for authentication of signalling messages. This is free to use by operators. 





Action:   Tim Wright to find out what controls on its use exist. 


  





Further Actions





To have threat analysis document approved for issue at the next SMG 10 meeting in March.


b)   To continue with the review work and consider candidate method for a authentication/confidentially/non repudiation scheme to be proposed for GSM MAP/IN messages.
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