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1	Participants


The meeting was attended by: Adam Berenzweig (Lucent Technologies), Rolf Blom (Ericsson), Valtieri Niemi (Nokia), Stefan Puetz (T-Mobil, chair), James Semple (ICO), Benno Tietz (Mannesman Mobilfunk), Bart Vinck (Siemens Atea, secretary) and  


Timothy Wright (Vodafone).


2	Document list


Number�
Title�
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�
S3h(99)001	�
Agenda�
Rapporteurs�
�
S3h(99)002	�
Meeting Objectives�
Rapporteurs�
�
S3h(99)003	�
Document list�
Rapporteurs�
�
S3h(99)004	�
TTC Information Flow Part A version 0.5�
TTC�
�
S3h(99)005	�
Pre-draft of “3G Security: Security architecture” v 0.0.1�
Rapporteurs�
�
S3h(99)006	�
Proposal for securing SS7 based transmission of sensitive data between network elements�
T-Mobil, Mannesmann Mobilfunk, Deutsche Telekom�
�
S3h(99)007	�
Report on the SMG10 WP-B SS7 Ad-hoc Meeting, Chippenham, UK, 11th February, 1999.�
T-Mobil, Deutsche Telekom�
�
S3h(99)008	�
Proposal for security requirements on inter-system handover and roaming�
T-Mobil�
�
S3h(99)009	�
The requirements for identity confidentiality�
Vodafone�
�
S3h(99)010	�
Notes on the updated comparison between TETRA-1, TETRA-3 and SEQ�
Siemens / Siemens Atea�
�
S3h(99)011	�
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Vodafone / Royal Holloway University�
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3	Review of relevant work of non-ETSI 3GPP partners


BV presented s3h(99)007. The document contains the functional information flows for a 3rd generation mobile communications system evolved from GSM, based on the functional information flows for IMT-2000 in ITU-T Recommendation Q.1721. At first sight, TTC/ARIB has little or nothing added to the GSM functionality. The question was raised whether TTC/ARIB will agree with any security extensions. As a working assumption the group assumes they will, and it was agreed to create a strategic decisions document that contains the rationale behind our decisions, in order to smooth acceptance by people not attending the meetings.


Actions:


BV to send out S3h(99)004 again. 


TW to ask MW to find out in Florida whether TTC agrees that security is extended.


4	Pre-draft 3G Security Architecture


Some comments were put forward on the S3h(99à005. The figure describing the security architecture should be clarified such that it is understandable also in black, grey and white and additional explanatory text should be added to the section.


The features section is reduced too much to a list of definitions, and should be fleshed out to contain more material that was in UMTS 33.22, which contains pre-dominantly high-level description of the security mechanism used to implement the security feature. Care should be taken that no material from UMTS 33.22 is lost, it should either be in the mechanisms or in the features section. Also a rationale for the security features should be included in the features section. 


A concern was raised that the content of different security mechanism sections will be very different, as the mechanisms for network access security are fully standardised, while for application security only an interface is standardised, and for provider domain security, work has only just started. This may lead to incoherence between the different sections.


5	Security Architecture: Mechanisms 


5.1	User identity confidentiality


SP presented a method for improved user identity confidentiality [S3-(99)027]. Export restrictions for strong encryption algorithms may not be applicable, as the algorithm is only used within the UIM, furthermore, only an encryption function is available in the UIM. Also eavesdropping by an intruder who is a member of the same user group as the target was not considered feasible if the time-variant parameter is sufficiently large. 


TW present an analysis of the requirements and the proposed mechanism [S3h(99)009]. The conclusion was that the mechanism meets the requirements, provided that if lawful interception agencies would require that they can obtain a permanent user identity from the radio path or the serving network, without a need to rely on the home environment, a solution for that is found. Such a solution may be that the VLR can be questioned by the LEA to provide the IMUI for a given TMUI, maybe in combination with the transmission of the IMUI at call set-up (after cipher mode agreement). Another solution suggested was that group cipher keys are transferred from the HE to the SN or LEA. 


TW to enquire on the requirements from Lawful Interception as regards user identification.





Some delegates argued that the feature need not be mandatory and that the mechanism only needs to be standardised up to the extent, required for interoperability, but that for instance not necessarily has to specify whether symmetric or asymmetric encryption is used between the UIM and the HE. However some other delegates were convinced of the merits of standardisation of the entire mechanism. It was remarked that the proposed mechanism may re-use functionality already available on the UIM (when symmetric encryption is used), and that it does not need additional signalling messages, such that the prize of the mechanism was considered very reasonable. 


Conclusion: The mechanism for enhanced user identity confidentiality will be included in the main body of the security architecture specification, but –as for now– it will not be a mandatory feature. The HE may decide to have their UIMs send back the IMUI in cleartext, rather than ciphered. However, the issue should be raised at the next TSG SA WG3 meeting. Besides that, the support of the feature by the SN is mandatory. 


BV to raise the issue of the enhanced user identity confidentiality at 3GPP TSG SA WG 3 #2.





5.2	Secure connection establishment


No mechanisms have as yet been proposed for secure connection establishment without the run of the authentication and key establishment protocol. The group briefly discussed an alternative mechanism that was introduced in GPRS and is proposed for use in UMTS and IMT-2000 networks too.


TMSI Signature: This security feature has the objective to provide user authentication when no GSM authentication and key establishment protocol is ran. A TMSI-Signature is a one-time password which is sent in ciphertext from the MSC/VLR (or SGSN) to the MS. Later, the MS sends the TMSI and the TMSI Signature to the network to identify the user. The network then checks whether the MS has sent the correct TMSI Signature and if that is the case, considers the claimed user identity as genuine. In that event it sends a new TMSI Signature for future use. The group judged the TMSI Signature mechanism as a poor man’s authentication method, as it relied on the use of encryption. 


Conclusion: 3GPP SA-3 will specify a new “local authentication” protocol based on data integrity protection and replay protection of signalling messages, which is to satisfy the requirement for secure connection establishment without performing the authentication and key establishment protocol, and does not rely on encryption. This will make the TMSI Signature mechanism obsolete.


Actions:


TW to find out what the purpose of the TMSI signature is in GPRS.


BV to send out a proposal for secure connection establishment using the derived integrity key.





5.3	Allocation of data integrity functionality


Both the allocation of the data integrity function in the MS and in the SN are under debate.


Allocation in the MS: As the integrity key is used for (local) authentication, ideally that key should remain in the security module of the MS, i.e. the UIM. If the key would leave the UIM, a user must trust the ME and cloning of a MS would be possible for some limited time (until the next authentication and key establishment protocol run), for instance after a UIM has been inserted and removed again from an intruder’s ME, that intruder may successfully perform current authentications until the first new authentication. However, an intruder may also make calls during the time the UIM is inserted in its ME, and compliant MEs should delete all keys after UIM-removal.


On the other hand, the computation of the message authentication codes, and especially the transport of messages across the UIM-ME interface, may yield to delays, which may prevent the use of the data integrity functionality on all commands that should be secured. With the functionality allocated in the ME, this is expected not be the case, and we might decide to protect all signalling messages. 


Outcome: Further study is required as to which signalling element require protection, and the additional delay that is caused by having the computation done in the UIM.


Allocation in the SN: As data integrity is used as mainly as an current authentication mechanism in between new authentications (and key establishments) logically, it should be allocated to the MSC/VLR. However, in that case, messages, such as those for hand-over, which are generated and terminated at the access network, cannot be data integrity protected. If data integrity for those messages is required, allocation in the access network (RNC) may be more appropriate.


Outcome: Further study is required as to which signalling element require protection.


Actions:


TW to contact G&D to get input on the time delay that is expected for the computation of a MAC, and for the transport of messages across the UIM-ME interface.


VN will investigate whether the allocation on the UIM would remain feasible in case more (all) signalling messages require data integrity protection. 


VN to investigate which signalling messages besides the ones already listed also require data integrity protection (e.g. those related to soft hand-over).


TW to write a LS to TSG-T WG 3 on this matter.





5.4	Data confidentiality


An advantage of allocation of encryption to the RNC would be that all signalling messages, also those which originate or terminate in the RNC will be encrypted, e.g. those related to hand-over. It should be investigated whether encryption of these commands is required, and whether sending encrypted and non-encrypted messages on the same signalling channel is possible. 


Outcome: The working assumption remains that encryption ends in the RNC.


The handling of different cipher keys (originating from different mobility management instances) for signalling channels was discussed again. A proposal to always use the most recent key would yield to the requirement that ciphering keys have to be changed on the fly, which is believed to be not achievable. 


Outcome: The issue remains unresolved.


Actions:


RB to distribute paper to TSG RAN on handling of cipher keys.


5.5	Entity authentication 


Some delegates said they wanted that a decision would be taken as regards the authentication protocol. However, no general agreement could be reached. 


AB presented TETRA-3 [s3-(99)010] and asked the group to replace TETRA-1 by TETRA-3 in the annex. This was accepted. The contribution [s3h(99)011] contained comments on the comparison between TETRA-1 and TETRA-3. Much alleged advantages of the TETRA-3 were questioned in that contribution, but AB said that much of the inaccuracy of the comparison table was due to the fact that he had a different variant of TETRA-1 in mind when he made the comparison. The replacement was accepted on the grounds that the TETRA-1 variant in the annex was already very similar to the proposed TETRA-3. 


5.6	Securing SS7 Security


SP briefly discussed [s3h(99)006] and [s3h(99)007]. The group agreed that a list of messages that require protection has to be established (all messages that contain authentication vectors, all commands that reset network elements, …) and decided that maximum co-ordination with SMG10-WPB in this matter is desirable.


5.7	Inter-system hand-over


SP briefly presented [S3h(99)008]. Some delegates questioned whether there was a requirement for smooth hand-over from GSM to UMTS.


5.8	Tear-down command from the UIM to the ME


TW suggested that there is a need for a tear-down command from the UIM to the ME, upon receipt of which the ME would terminate any calls and connections. The command could be sent using the (3G evolved) SIM Application Toolkit. No security can be in place as the ME does not contain any security functionality. Whether security can be added with the integrity functionality in the ME is for further study.


6	Future meetings


No further ad-hoc meetings are planned. 


A joint session of SMG10-WPB and 3GPP TSG SA WG 3 is to take place in Stockholm, 23–26 March, 1999.


