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___________________________________________________________________________


Introduction





3G service will be launched in Japan in two years. In order to guarantee that user data and speech confidentiality is offered from the very beginning, it is essential that specifications for at least one ciphering algorithm are ready well in advance of the launching time. Hardware implementation and testing requirements imply that detailed description of the algorithm is available at least 18 months before the system is introduced to public use.





As ciphering algorithm requirements are not yet fully stabilised, the schedule for the algorithm design process seems very tight. To allow sufficient design and analysis time, it is proposed that in the very first phase of 3G one of the GSM encryption algorithms could be used. The main arguments in favour of this approach are the following:





Minimise the risk that due to tight time schedule constraints 3G service begins with no user data or speech confidentiality at all,


The introduction philosophy of 3G includes smooth evolution from GSM and the proposal in line with this, 


GPRS encryption algorithm is designed recently. The matter is to check whether it can also be used for circuit-switched connections in the first phase of 3G,


The design of first genuine 3G ciphering algorithm can be done without high time constraint pressure,


Several ciphering algorithms are planned to be used in 3G anyway.





Of course, it is assumed in this proposal that 3G ciphering algorithm requirements allow the reuse of GSM algorithms.


Conclusions


It is proposed that





1) several ciphering algorithms are standardised for UMTS


2) the first algorithm is the GPRS encryption algorithm GEA


