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�
Foreword


This Technical Report has been produced by the 3GPP TSG SA in view of the growing need of standardisation in the area of lawful interception of telecommunications. This report describes in general the user requirements regarding to an interception handover interface.


�
1	Scope


This technical report provides guidance for 3GPP bodies in the area of cooperation by network operators / service providers with the lawful interception of telecommunications. It provides a set of requirements relating to handover interfaces for the interception by law enforcement and state security agencies. Requirements with regard to telecommunications services provided from areas outside national frontiers are not fully developped yet and therefore only some preliminary requirements have been annexed for information.


This Technical Report describes the requirements from an LEA’s point of view only.


Pending national legislation not all requirements need necessarily be applicable in one individual nation.


These requirements will be used to derive specific network requirements and furthermore to standardise handover interfaces.





2	References


[1]	European Union Council Resolution on the Lawful Interception of Telecommunications (17. January 1995)


[2]	ETR 331: Definition of User Requirements for Lawful Interception of Telecommunications; Requirements of the Law Enforcement Agencies


[3]	ES 201 158: Lawful Interception; Requirements for network functions


[4]	DES/SEC-003003: Handover Interface for the lawful interception of telecommunications traffic


[5]	GSM 01.33: Lawful Interception requirements for GSM


[6]	GSM 02.33: Lawful Interception - stage 1





3	Abbreviations and Definitions





3.1	Abbreviations





ES	European Standard


ETS	European Telecommuncation Standard


ETSI	European Telecommuncation Standard Institute 


LEA	Law Enforcement Agency


LEMF	Law Enforcement Monitoring Facility


PLMN	Public Lands Mobile Network


STAG	Security Techniques Advisory Group


UMTS	Universal Mobile Telecommunication System





3.2	Definitions





Throughout this document the terms as defined in ETR 331 [2] apply. In addition the following terms are used:





4	General Introduction





According to rules set by the laws of individual nations and regional institutions (e.g. European Union), there is a need to lawfully intercept telecommunications traffic and intercept related information in modern telecommunications systems. It has to be noted that lawful interception shall always be done in accordance with the applicable national or regional laws and technical regulations.





The aim of this document is to notify the requirement additional to those mentioned in [1] and to identify the required information being available with an 3GPP based system to be transported via the handover interface being specified in [2] and [3] respectively.





5	User (LEA) Requirements





This clause presents the user requirements related to the lawful interception of telecommunications with the LEA being the user. The relevant terms are defined in section 3.2. These user requirements are subject to national law and international treaties and should be interpreted in accordance with applicable national policies.





These requirements are described in section 6 of the ETR 331 [2].














6	Network Requirements





6.1	Description





6.1.1	General technical requirements 





Figure 1 shows the general system for interception. Technical interception is implemented within a PLMN by special functionality on network elements; primarily the MSCs/VLRs and Home Location Registers (HLRs). Use of the function and delivery of the "Product" from the target is defined by the X-interface.





� EMBED Word.Picture.6  ���


NOTES:	1:	Paper or direct request	�2:	Electronic request	�3a and 3b:"Network related data"		}Items 3 & 4 may be	combined into�4a and 4b:"Product", such as speech and mobile data	}a common transport mechanism


	X1 = Interface 2	�X2 = Interface 3a	�X3 = Interface 4a





Abbreviation:	MSC	Mobile Switching Centre


	HLR	Home Location Register


	VLR	Visitor Location Register





Figure 1: General specification for interception





6.1.2	General principle 





Public Lands Mobile Network (PLMN) shall provide access to the intercept product and the intercept related information of the mobile target on behalf of Law Enforcement Agencies (LEAs).





A mobile target in a given PLMN can be a subscriber of that PLMN, or a subscriber of another PLMN. The intercept product and the related information can only be delivered for activities on that given PLMN. 





An unambiguous correlation shall be established between the intercept related information and the intercept product. The intercept related information and the intercept product shall be delivered in as near real time as possible. 





Location Dependent Interception allows a PLMN to service multiple interception jurisdictions within its service area. Multiple law agencies with their own interception areas can be served by the PLMN. All the information or rules given for interception within a PLMN apply to interception within an IA when Location Dependent Interception is invoked. A target may be marked in one or more different IAs within the same PLMN. Interception is not required nor prohibited by this standard when Location Dependent Interception is active and the location of the target subscriber is not known or available.





6.1.3	Applicability to telecommunication services





6.2	Normal operation





6.2.1	Intercept administration, 





A secure means of administrating the service by the PLMN operator and/or intercept requesting entity is necessary. This mechanism shall provide means to activate, deactivate, show, or list targets in the GSM PLMN as quick as technically possible. The function shall be policed by appropriate authentication and audit procedures.


The administration function shall allow specific IAs to be associated with target subscribers when Location Dependent Interception is being used. 





6.2.1.1	Activation





As a result of the activation it shall be possible to request for the specified target either the intercept product, the intercept related information or both, and the LEA destination addresses for the delivery of the intercept product and intercept related information if required. These shall be selectable on a PLMN basis according to national options.





6.2.1.2	Deactivation





As a result of deactivation it shall be possible to stop all interception activities for the specified target.





6.2.1.3	Security





The intercept function shall only be accessible by authorised personnel.





No indication shall be given to any PLMN staff except authorised personnel that the intercept function has been activated on a target.





6.2.1.3.1	Password rules





Password rules are specially defined for local and remote administrative and maintenance access. More specifically:


-	The minimum length of a password shall be eight characters;


-	The password shall be valid for a limited number of days. e. g. 30 days;


The system shall support password history, i.e. the last e.g. 20 passwords are not allowed.











6.2.1.3.2	Log files





An audit log of the use of the intercept function (successful or failed) shall be maintained, accessible only to authorised users. 


It shall be configurable to maintain a log file for all Lawful Interception commands or intercept relevant events on all network elements. The following events shall be logged with both time and date stamp and if available User-ID, Target-ID etc.:


-	activation, deactivation and interrogation of lawful interception;


-	attempt of unauthorised access of lawful interception;


-	communication failures at network element interfaces;


-	interception system failures;


-	maintenance work.


The log file shall be password protected.


The log file shall be maintainable separately from other non intercept operations (read, delete, download).


The log file shall be cyclic deleted. The policy of how the log file is deleted is a matter of national option.


The log file shall be divided from regular operation of the network elements. Lawful Interception commands shall not be logged at any other file.





6.2.2	Intercept invocation





6.2.2.1	Invocation events for lawful interception





Lawful interception is invoked when:


-	a voice call is requested - either originated from or terminated to the target;


-	a circuit switched data call is requested - either originated from or terminated to the target;


-	location information related to the subscriber is modified by the subscriber attaching or detaching from the network, or if there is a change in location, (see subclause 4.2.3);


-	an SMS transfer is requested - either originated from or terminated to the target.





6.2.2.2	Invocation of interception regarding normal service





The invocation of lawful interception shall not alter the operation of a target's services or provide indication to any party involved in communication with the target. Lawful interception shall not alter the standard function of GSM network elements. If lawful interception is activated during a call, the call shall not be intercepted. If lawful interception is deactivated all ongoing intercept activities shall continue till they are completed.





6.2.2.3	Correlation of information and product 





When lawful interception is invoked, intercept related information and/or intercept product shall be sent to the LEA. Where both intercept related information and intercept product are sent to the LEA, then these two types of information shall be able to be correlated by the LEA, and they should be sent to the LEA in as near real time as possible.








6.3	Exceptional procedures





When a failure occurs while establishing the connection towards the LEA to transfer the intercept product this shall not result in any interruption of the ongoing telecommunications service. No further specific requirements apply for the intercept product in the PLMN.


When failure occurs while trying to provide the interception related information it shall be temporarily stored in the PLMN and some further attempts shall be made to deliver it if available. 





6.4	Interworking considerations





While it is recognised that speech encoding in CCITT G.711 format presently does not raise any problem, the transmission of GSM encoded speech in the future - speech transmission for mobile to mobile calls without transcoding - will create difficulties to provide the product in the correct format to the LEA. It shall be noted that forcing transcoding for the intercepted calls will result in a noticeable and perceived systematic degradation in the speech quality for the mobile parties.





6.5	Charging aspects





The PLMN may require to raise charges for lawful interception. Charging may be based on one or more of the following:


-	use of network resources;


-	activation and deactivation of the target; or


-	every intercept invocation.


The PLMN shall be capable of producing intercept charging data. It shall be possible to produce this data in such a way that access by non authorised personnel or the target is precluded.





6.6	Minimum service requirements





Quality of service, capacity and reliability are the subject of bilateral agreement between the Regulation (Licensing) authorities and the PLMN operator.





7	Handover Interface Requirements





These requirements are described in section 5 of the ES 201 158 [3].





8	Handover Interface Realisation





These requirements are described in DES/SEC-003003 [4].
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