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___________________________________________________________________________





Integrity protection mechanism is introduced in 3G because some critical signaling must be authenticated independently. The idea is to prevent active attacks on radio interface which may cause damage to the user and/or to the network by, e.g., connection hijacking.





The mechanism appends a message authentication code, e.g. 16 bits, to each sensitive message. These bits are calculated by a specific standard algorithm the inputs to which should include at least:


current integrity key (e.g. 128 bits)


essential message content


time-varying parameter which must be fresh to preclude replay attacks.





So far, the following sensitive signaling messages are identified:


a) from MS to SN:


MS capabilities, including authentication, ciphering and integrity algorithm capabilities


Security mode accept/reject message


Called party number in a mobile originated call


Periodic message authentication messages


b) from SN to MS:


Security mode command, including whether ciphering is enabled or not and the ciphering and integrity algorithms that are used


Periodic message authentication messages.





However, it is not clear whether this a complete list. At least for future-proofing purposes it may be good to protect all signaling in some layer. This might also be simpler solution from the implementation point of view. On the other hand, adding a message authentication code to all messages introduces more overhead.





Sensitive messages not on the above list that should, nevertheless, be integrity protected include messages related to handovers, various location updates and detach. Some RAN signaling is also referred here, especially URA update, cell update, intra-RAN handovers and channel allocation for dedicated channels.





If RAN signalling is also protected by integrity check then naturally the functionality must be placed in RNC.


Pros for this approach:


more signaling protected


key management can be combined to cipher key management


same frame numbers with ciphering can be used as input values 


Cons:


location update cannot be protected since the user must be identified first to get the integrity key to UTRAN


possibly integrity checking must be done in UE instead of UIM because of performance reasons.


  











