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1. Introduction

This paper summarizes the email-discussion on ciphering between 3GPP RAN WG2 meetings #2 and #3.

Discussion on radio interface ciphering was started in 3GPP RAN WG2 meeting #2 based on the following contributions:

[1] TDoc TSGR2#2 111 Radio Interface Ciphering, Nokia

[2] TDoc TSGR2#2 124 Ciphering Function in UTRAN, Alcatel

[3] TDoc TSGR2#2 146 Ciphering Models, Ericsson

2. proposed ciphering methods

The following ciphering methods were proposed/introduced:

1. MAC solution [1]

2. MAC+RLC solution [2] and [3]

3. L1 solution [3]

4. Ciphering sub-layer [3]

5. Integrity control for CCH [3]

Each of these methods is shortly introduced and analyzed in the following sub-chapters.

2.1 MAC solution

The MAC solution introduced by Nokia [1] uses the same mechanisms for DCH, CCH and DSCH (USCH FFS.). The sequence number (SN) (input for ciphering algorithm) is UEFN which is based on the CFN, which (CFN) is incremented every 10ms. Ciphering is performed as the uppest function of MAC-d entity.

2.1.1 Open questions

· how does the concept work with type II hybrid ARQ ?

· how to initialize the HFN (Most Significant Bits of the UEFN) ?

· how does the concept work on common channels or DSCH, if scheduling is performed on different physical node (e.g. CRNC or NodeB) than ciphering ?

· should Kc for signalling link be changed if UE - having connection to two CNs - drops connection with one CN (whose Kc was used for the signalling link) but connection to another CN remains active ?

· what happens to CFN after DCH->CCH transition (should also clarify details how CFN is (re)initialized in CCH->DCH transition) ?

· are the input parameters "Bearer ID" and "Direction" needed (This should be decided by the group defining the ciphering algorithm - TSG SA WG3) ?

· how to cipher CCCH messages (if required) ?

2.1.2 Major benefits

· One mechanism for all channel types and bearer types.

· Allows distributed implementation.

· Avoids using same SN twice, even if parallel bearers are multiplexed into same radio frame.

2.1.3 Major drawbacks

( Lots of open questions that must be solved first )

2.2 MAC+RLC solution

This hybrid solution was introduced by Alcatel [2] and by Ericsson [3]. This solution utilizes the radio frame based SN for transparent RLCs and the RLC frame sequence number for non-transparent RLCs. Ciphering is performed on RLC layer for non-transparent RLCs and on MAC layer for transparent RLCs.

2.2.1 Open questions

· is "detection of erroneous de-ciphering", as introduced in [3], really a) possible b) required ?

· how to use the ciphering on transparent RLCs using common channels (same problem as in 2.1.1) ?

· can same ciphering algorithm be used for both transparent and non-transparent RLCs (this is a question to TSG SA WG3) ?

· how long is the RLC sequence number and what is the exact SN used for ciphering non-transparent RLC-s (RLC sequence number only is not enough). Also how to avoid using same SN within too short period if retransmissions happen ?

2.2.2 Major benefits

· This kind of solution is used also in GSM-GPRS, may be easiest to adopt existing algorithms

· Allows distributed implementation

2.2.3 Major drawbacks

· The model includes 2 methods for ciphering. This might increase implementation complexity.

· Rather big sequence number needed for unacknowledged mode RLC

L1 solution

This alternative was introduced by Ericsson in [3]. The model has so many drawbacks that it is not included into the possible alternatives 

< does Ericsson (or someone else) still want to keep this model as one alternative ??? >

2.3 Ciphering sub-layer

The separate ciphering sublayer was introduced by Ericsson [3]. The ciphering sublayer would be located on top of RLC and it would add a SN and a CRC for ciphering purposes for each RLC-SDU. This would mean considerable overhead.

This solution was decided to be kept as a "worst case scenario" if no other solutions are proved to work.

2.4 Integrity control

The motivation and mechanism for integrity control was presented by Ericsson [3]. It is an alternative for ciphering on common channel transmission. A Message Authentication Code is attached to each message sent on RACH or FACH.

2.4.1 Open questions

· How is the Message Authentication Code calculated (input parameters, algorithm(s)) ?

· What is the real motivation for integrity control (the arguments presented in [3] should be checked, perhaps a question to SA WG3) ? 

· Is the integrity control always "an alternative" for common channels or should it be used together with ciphering (a question to SA WG3) ? 

· Should integrity control be used also for signalling messages on dedicated channels (a question to SA WG3) ? 

2.4.2 Major benefits

· This feature may be important in addition to ciphering to 'authenticate' messages sent (at least) on common channels.

· From security viewpoint this is safer method than ciphering short (easily predictable) signalling messages on common channels (e.g. cell update, ura update procedures)

2.4.3 Major drawbacks

· Intergrity control requires its own algorithm(s) and key(s) (needs to be checked) which adds implementation complexity

conclusions

Four different ciphering mechanisms and one alternative solution for common channels has been introduced in [1], [2] and [3].

Methods 1 and 2 (chapters 2.1 and 2.2) are the strongest candidates at a moment. 

Method 1 has a clear advantage of using same mechanism for all channel types and for all services. However, lot's of open questions must be solved before the method can be proved to work.

Method 2 has less open questions and is 'closer' to existing solutions (GMS+GPRS). A major drawback is the additional implementation complexity. However, if all the open questions of method 1 cannot be solved in time, this may be the only real alternative for '99 spec release. Parts of method 1 can be incorporated into method 2.

Method 5 (the integrity control mechanism) is not an alternative but rather an additional security mechanism. The real motivation and the situations when integrity control is needed - in addition to technical details - must be solved. At least here SA WG3 should be included in the discussion.

3. proposal

The open questions of methods 1 and 2 should be clarified (by email discussion) so that a selection for the basic ciphering method can be done in TSGR2 meeting #3. 

The selected "working assumption on radio interface ciphering" (with possible open questions) should then be submitted to SA WG3 for evaluation.

