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Issues relating to MAP security

Issue
Discussion

Can we wait on MAP-over-IP in R00 with IP based security?
If we rely on IP security then don’t get anything for R99. If we want security for R99 then no option but to introduce application security solution recognising that this may become redundant when transport layer solution is available. Working assumption is that we should not yet forbid MAP application security work for R99. Further analysis will influence final decision at CN#7. Disadvantage of this approach is that if cost is later deemed to be too high then the work will have been wasted. Operators feel better if security is available from start of UMTS rather than R00.

Cost of mechanism
Need rough idea of cost. Economic questions cannot be answered today. This is a fundamental question because of the balance between the costs and the advantages of the security feature.

How do we cope with mix of application and transport layer security?
Operators should be able to configure signalling links and decide which should use application layer and which transport layer.

How to integrate the application layer solution in MAP?
MAP signalling for GSM and UMTS is identical except for messages dealing with transfer of authentication sets. For every AC where the security mechanism is added there is a significant amount of editing work. All that needs to be combined into one CR. If number of ACs runs into two digits then we are in trouble. It was seen as potentially dangerous to introduce the security mechanism into the MAP protocol machine.

Protection mode standardized per message or based on operator policy?
Standardized solution would be simpler. Making it configurable may be more desirable. Profile would be a compromise. Need to negotiate at application context level and at security protection mode level. Difficult to write consistent specifications with the extra level of complexity.




Which messages should be protected?
List of messages in presentation to be protected are not necessarily the most sensitive messages; they include those messages whose AC version was raised in R99. Other messages would have to be added to the list to guard against denial of service attacks. For authentication set transport messages, it is believed that overhead would not impact MAP dialogue structure. This is not true for SS messages. Also need to protect anytime modification/interrogation messages. 

Intermediate SS7 node may not support security (e.g. may need to look at MAP body contents)
May be a problem. May be a technical solution if there is a problem. Separation of MAP header/body not clear. Operators should check implementations of national and international SS7 providers. Further actions to be defined?

Standardisation of key administration layer (layer 1)
Currently message structure in main body of the specification. Transport mechanism and procedures must be defined for multi-vendor interworking. Which group is responsible for this? Similar to TAP. One line of reasoning is to ask S3 to do this, but may fall into N2’s remit. Ad hoc joint task group required to do the work? Are S5 best candidate?

Standardisation of key distribution layer (layer 2)
Currently message structure in annex and transport mechanism not defined. Must support multi-vendor networks (e.g. HPLMN with HLR and MSC from different vendors). Concern that current specification is lacking in detail. Operators must at least be given the chance to use standardised approach.

Use of key administration layer (layer 1) & key distribution layer (layer 2) to support security at transport layer
Current protocol is key transport only. May not meet the requirements of IPSEC.

Destination might not be known therefore cannot select keys (in context of number portability). 


