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1
Introduction
It was agreed during SA3#52bis that KDF negotiations shall not be supported in Rel-8. The obvious question is what can be achieved in future releases of EPS in case of the disastrous event of a practical KDF vulnerability. Some quick analysis was done during an evening session.
2
Analysis
As shown in S3-081079, S3-080963 and S3-08985, the KDFs are used for different purposes.
As proposed in S3-081079 it would be possible to change the eNB-KDF used to derive algorithm specific keys from the KeNB, by specifying that a post Rel-8 encryption/integrity algorithm shall also use a new KDF to derive its key. This would protect against the situation where an encryption algorithm is broken in addition to the KDF. The break in the KDF would in this case not necessarily mean a full pre-image construction, but also helps against an attack on the KDF where correlated outputs can be found. 

The negotiation of the eNB-KDF for KeNB* derivations is however more difficult to negotiate this way, but can be achieved in the same way if the MME-KDF for NH derivation is simultaneously negotiated as in the following paragraph. The reason for this is that the PCI binding to the NH value can be done either by the source eNB (2 hop security handover) or by the target MME (1 hop security handover).  It may be the case that all nodes in the same domain would have to be updated simultaneously for this to be possible without introducing new signalling.
Protecting against a break of the eNB-KDF where an attacker is able to construct a pre-image of the KASME would require a change of the MME-KDF used to derive NH and KeNBs. This KDF can be negotiated using the same trick as was described in the two preceding paragraphs, but for the NAS encryption and integrity algorithms. In addition this would lead to that the NAS integrity and encryption algorithms would be protected from correlated KDF output attacks as well. The one issue with negotiating the MME-KDF for NH and KeNB derivations in this way is that at S1-handovers with MME change, the UE cannot be sure which KDF was used for the NH derivations in the target MME. This is because the target MME is not able to signal a possible change of KDF to the UE before the KeNB of the target cell has to be in place. As a consequence, this only works if all MMEs in the same domain are upgraded in one go. The result of not upgrading all MMEs would be a handover failure each time such a handover took place.

The HSS-KDF could be negotiated, e.g., as proposed in S3-08963. However, this relies on that the MMEs are trusted. Inside one operator's domain, this makes sense, but the purpose of the HSS-KDF is to protect against an MME stealing AVs targeted for a certain PLMN and using them in another PLMN, so the MMEs cannot be trusted in this sense. This would require change to the signalling (possibly by simply adding new elements to existing messages).
3
Conclusion

The conclusion after this quick look on the possibilities of what can be done in case of a practical attack on the KDF used in Rel-8 EPS is that it would be possible to still achieve forward/backward security at handovers, and that algorithm key separation could also be restored (in case of a simultaneous weak algorithm). This could be achieved without major impacts on the specifications.
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