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1 
Introduction
This contribution continues the discussion in S3-080669 about IMS media plane security and relevance of the requirements listed in TR 33.828v8.1.0.

The TR includes solution proposals for IMS media plane security based on either of the following principles:

1. 
E2ae media plane protection with keys derived from existing security credentials. The solution is described in 6.2. This type of solution will be referenced as an e2ae solution.
2.
E2e media plane security with keys generated in the terminals and sent in plain in the SIP signalling (SDES). The protection of the keys depends on general IMS signalling plane security. The solution is described in 6.4. This type of solution will be referenced as an SDES solution.
3. 
E2e media plane protection with key management and key distribution security independent of IMS signalling security. The solution is described in 6.1.This type of solution will be referenced as a ticket based e2e solution.
This contribution will discuss the relative merits of these solutions with respect to security and different deployment aspects resulting in proposals for modifications of requirements.
2
Analysis
2.1
Requirements 

Requirement 4 states 

4
It SHALL be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes.

and requirement 5 states

5
It SHOULD be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on core network interfaces and at core network nodes.

This clearly shows that initially the major reason for introducing IMS media protection was to guarantee media security over unprotected access networks. Requirement 5 indicates that it would be nice to have protection in the core network as well. Later it has been realised that strong e2e media security is indeed needed to accommodate requirements from specific user groups like NSPS organizations, other authorities and enterprise. 

Requirement 21 states

21
Encryption and integrity protection of user media SHOULD be applied on an end-to-end basis, where possible, to save on network resources and to avoid restrictions on media plane routing.

This requirement shows that initially the reason to apply e2e protection was mainly for implementation cost effectiveness. Note that this requirement is given without any supporting arguments just presumes that even for just providing access security, the most efficient solution would be to have end-to-end security. Such a conclusion could perhaps be taken for granted in a homogeneous, all IMS system without any interoperability requirements with legacy systems, and IMS terminals not supporting media security. 

Then requirement 22 opens up for alternatives

22.
Where it is not possible to provide protection on an end-to-end basis due to cost or complexity reasons, then solutions SHOULD be developed which terminate user plane security in an appropriate network element (e.g. at a conference bridge, a transcoder, an application server or at interworking gateways with non-IMS networks).

Which in turn seems to be in conflict with requirement 28 stating

28.
The solution SHALL have minimal impacts on already deployed network entities.

as already deployed conference bridges, transcoders, application servers or interworking gateways will have to be updated. 

Requirement 31 with its note seems to restate requirements 4, 5 and 21 with a SHALL requirement. This requirement was introduced later  

31.
Media security solutions for media protection and key management shall cover both end-to-end and end-to-middle media protection scenarios.

NOTE 3: Whether the solutions (especially for key management) are the same or different for end-to-end and end-to-middle scenarios may depend on environment, cost and complexity reasons.

Our resulting understanding given the above discussion is that access protection should be offered to all users (supporting it) and should thus be lightweight, automatic and invisible to the user and be under operator control. This implies that for this case the IMS media security solution could be design based on a trust model similar to that of access security in a cellular network, i.e. that the IMS signalling and core is secure. However, requirement 31 points at an e2e media security solution for more demanding users and should build upon a trust model in which as few entities as possible has to be trusted and the need to know principle is applied, i.e. keys and plaintext should not be available in nodes other than those that need the information to perform their tasks.

2.2
Service offering

When discussing the requirements for the IMS media plane security solution it is important to understand the target service offering to the end-users that it shall support. 
The e2ae solution is aimed for protecting all user traffic over unprotected access networks. This would most likely be a general service included in a standard subscription.
The e2ae solution would in many cases not have to be deployed if the access network itself provides the required security; an example is IMS access from mobile systems. Thus, it seems to be a too strict to have network and terminal support of IMS media plane security as a mandatory requirement.

The SDES solution is aimed for e2e protection of all users' traffic. The main reasons for having the end-to-end protection are to reduce needed network resources and provide media plane security independent of media routing. 
The SDES solution will, due to the way that the keys are transported, make it difficult for the operators to guarantee users any specific security level in a service level agreement and it will most likely be difficult to have it as a subscribed service. Its deployment also relies on having SIP signalling security in place. 

The main problem with the SDES solution is that it cannot support user groups requiring stricter control and higher assurance in the security offered by the solution. SDES exposes media keys to several entities in the network.  That is an inherently bad design.  Facilitating LI is best done by making keys available to the entities authorized to get access to those keys. This also allows auditability.  Secret keys being available to any network entity along the path of SDP messages facilitate insider attacks on media security.

The ticket based solution is slightly more complex than the SDES solution but in return offers stronger security and provides better user and operator control, which would support it being offered as a subscribed service. It would provide an attractive solution to many user groups that have well established security requirements on the protection of their communication as e.g. enterprises, national security and public safety (NSPS) organizations, and government authorities.
2.3 
Traffic Patterns and deployment issues
It is important to understand which requirements on the network that will appear when IMS media plane security is introduced 
The requirements on the network will of course depend on the scope of the protection and the adopted principle for its implementation as discussed above. It will also depend on current traffic patterns and on requirements for interworking with legacy systems and other systems.
It should be noted that much of the traffic initiated by or terminating in an IMS terminal will have its other endpoint in a non-IMS terminal. This is obvious as interworking with POTS, ISDN and CS mobile systems will be a major traffic case. Furthermore, IMS terminals deployed today will not have support for IMS media plane security.
The current trend appears to be that full replacement to IMS based speech and multimedia services are introduced quicker in Broadband and Fixed networks than in Mobile networks. For Mobile networks, co-existence with legacy CS network is important which is proven by the standardization of IMS centralized services and Single Radio VCC. Taking into account that there exist a large CS legacy (in order of billions of terminals) that will co-exist with IMS, a substantial part of the calls from an IMS terminal will end up being interworked into CS before a full migration to IMS is done. Thus security will for a long time more often than not have to be terminated in the IMS network to which the terminal is connected. 

This means that if IMS media plane security would be on by default, there will at least initially be no real difference in needed network capacity for terminating IMS media plane security between the e2ae, SDES and the ticket based solution solutions. Thus, an e2ae media plane security solution would be simplest and cheapest to implement as the terminating functionality would only have to be implemented in one network entity.
2.4 
Security level assurance 
The requirements on user assurance in provided security level will vary with the service offering. 

It would be easy to inform the user about the applied media plane security when e2ae protection is used. The situation would correspond to indications of access security in mobile networks. 
The SDES solution is more troublesome because the security level depends on the routing of the signalling carrying the plaintext keys and where the security is terminated. To give some level of assurance to the end-user with respect to the security level, the minimum information needed would be if media is protected end-to-end or end-to-access_edge or end-to-middle and if only trusted operators are involved. 
The ticket based solution could be set-up to give the end-user higher assurance by only making keys available to the intended endpoints and thus, if the call is established, then media is end-to-end protected. This is due to the possibilities offered by use of a ticket based system together with a key management server which may enforce certain policies. 
There seems to be a missing requirement on user information about how media plane security is applied.  

3 
Conclusion
The ultimate technical solution would preferably be a framework which supports all the requirements discussed in 1 and which can be controlled/configured in the terminal and the network in such a way that it may exhibit the characteristics of any of the three different types of solutions defined.  One way to achieve such a solution would be to build upon the ideas presented in clause 6.3.2 and 6.3.3 in the TR which describes that keys may be distributed without any protection or in a protected form. To get a common format for key distribution MIKEY was proposed as key transport protocol and this is one possibility. Another one would to build upon the ticket based solution but add the possibility for the terminal to generate unprotected tickets on its own while generation of protected tickets still would rely on the use of a KMS. Such tickets could still be defined in an enhanced MIKEY version.
The solution would thus encompass terminal generated unprotected tickets which could be used to set up e2ae protection or e2e protection depending on user and operator preferences and if the IMS signalling security is deemed sufficient. Allowing use of unprotected tickets would give the ticket based solution the same characteristics as the SDES solution but with more possibilities to control its usage. Certain user groups would of course always rely on the services offered by a key management server for ticket generation, benefitting from enhanced user and network policy control and support for additional services like group keying etc. Note that unprotected tickets would allow interoperation with UEs supporting SDES as the tickets could be coded into a SDP description.
When media security is supported by the terminal, both the user and operator should have means to set the policy of whether the terminal should use media security per default and which type of solution that should be applied. For access media security environment it would be natural to have it on as default protecting all calls. It would be simple to configure this in the phone and the network. The phone could be informed when registering that the access network supports media security and the network gets information about the terminals capabilities 

From a deployment point of view it seems reasonable that supporting networks only would have to provide one point of termination in the network in addition to end-to-end protection. We should avoid requirements which require implementation of media protection termination in an unspecified number of network nodes. 

In a ticket based solution allowing unprotected tickets our preferences are that end-to-access_edge protection is based on unprotected tickets while the end-to-end protection could use both protected and unprotected tickets. 
4 Proposal
It is proposed that the IMS media plane solution is designed as a framework which can support end-to-access protection security and end-to-end security. The framework should rely on a ticket based key distribution system which also allows use of unprotected tickets (generated by the terminals). Requirements on network support should be limited to provide a terminating point for end-to-access_edge protection and support for end-to-end protection.
It is also proposed to add the following requirements on user visibility of applied media protection:

X
The user shall be able to access Information about the scope of protection (e2ae, e2m2e and e2eand), applied security level (if needed). It should also be visible if any non-IMS operators are involved in the session set-up. 

Y
It shall be possible to configure the terminal to give a visible or  audible warning when  security is not according to a policy defined by the user. 
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