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1. Overall Description:

SA3 thanks RAN2 for their LS raising questions about SA3’s security procedures for handover between UTRAN/GERAN and E-UTRAN. SA3 would like to inform RAN2 that the ad hoc meeting SA3#52bis agreed the attached draft CR in S3-081148 on security for handover from UTRAN to E-UTRAN. 
SA3 would also like to point out that S3-081148, clause 9.2.2.1, part A), entitled “Handover signalling using the mapped security context”, did not raise any discussion, while S3-081148, clause 9.2.2.1, part B), entitled “Subsequent NAS signalling” may still be modified at SA3#53 (10 – 14 November). SA3 believes, however, that any modification of part B) should not affect RAN2’s work.

SA3 believes that the solution found in S3-081148 addresses RAN2’s questions, which are answered in the following: 

RAN2’s comment: 

“For HO to E-UTRAN, TS 33.401 [1] mentions of a NONCEMME to be sent to the UE which is not listed in the LS.”

SA3’s reply: 

SA3 confirms the use of a NONCEMME as specified in the attached S3-081148, part A), step 3 ff.
RAN2’s comment: 

“… it is acceptable to assume a zero NAS SN in the derivation of KeNB. “

SA3’s reply: 

SA3 confirms that it is acceptable to use a zero NAS COUNT in the derivation of KeNB as the KASME, from which KeNB is generated, is fresh, cf. S3-081148, part A), step 2.
RAN2’s comment: 

“For cached keys, TS 33.401 also captures the possibility to send both KSIASME and KSISGSN  in the HO command to the UE … It is unclear to RAN2 how this would be achieved as the HO confirm is sent ciphered. “

SA3’s reply: 

SA3 would like to point out that S3-081148 proposes to use only KSISGSN during the HO procedure. Hence, KSIASME is no longer contained in any HO message.

RAN2’s comment: 

“RAN2 would like to point out that the HO command is prepared by the target RAN and is transferred transparently by the source eNB to the UE. “

SA3’s reply: 

SA3 corrected the terminology by now using the term “E-UTRAN HO CMD” for the container prepared by the target eNB sent transparently to the UE via the MME, SGSN and target RAN, cf. figure in S3-081148.

RAN2’s comment: 

“Further, RAN2 is of the opinion that KSI synchronisation between the UE and MME (i.e., the verification of KSIASME or KSISGSN stored in the UE with the ones in the network) should typically be preformed before the SMC or Handover command to avoid the possibility of SMC or HO failure due to KSI mismatch. “

SA3’s reply: 

The solution in S3-081148 now provides for KSI synchronisation between the UE and MME after, not during, the HO, cf. clause 9.2.2.1, part B) in S3-081148.
2. Actions:

To RAN2:
SA3 would like to ask RAN2 to take the above into consideration and keep SA3 informed of any further open security issues RAN2 may see.
3. Date of Next TSG-SA WG3 Meetings:

SA3#53
10 - 14 Nov  2008
Kyoto, Japan
