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1.
Overall description:

SA3 thanks RAN2 for the LS in R3-084906 (=S3-080990) regarding RRC Connection Re-establishment and PCI re-use in the local environment. SA3 have some follow up issues concerning the response on the PCI issue.
SA3 believed that in the macro network that the PCI could be assumed to be unique in the local environment by the operator choosing their deployment of PCI carefully. RAN2 response indicates that this is true except in the cases of different frequencies. When adding the case of HeNBs, the response indicates that it is not possible for PCI to be guaranteed to be unique. In addition to this, RAN2 provides some architectural constraints that could be used to overcome the security issue raised by PCI not being unique (i.e..an eNB sends the same key to more than one target eNB). 

Concern was raised in SA3 that if these architectural constraints are the only way of achieving the desired security, then it becomes impossible to relax these constraints later without re-introducing the security issue. It seems prudent to try to de-couple achieving the security from architectural constraints, provided the solution is sufficiently simple. SA3 would like to understand more about these constraints, e.g. whether these are expected deployment scenarios and whether there is any chance of these being relaxed at a future date, to understand the security issues involved.

To provide a solution that is independent of the architecture, the input to the key derivation of key KeNB* has to fulfil the following requirements:

· The input must be such that each target eNB receives a unique key, i.e. the set of parameter values has to be different for each possible target eNB.

· These parameters have to be known to the source eNB, the target eNB, as well as the UE.
SA3 discussed the following possible solutions to this issue:

1. Using an already existing identity that is guaranteed to be locally unique. 

2. Using a set of currently existing parameters that uniquely identify the target eNB. 
3. Sending an additional parameter that the source eNB knows is unique to each target eNB. 
4. Using additional parameter(s) as well as PCI that together are locally unique.
Another possibility discussed was doing an intra-cell handover in the source eNB to refresh the key if the issue of sending the same key to two target eNBs could occur. The latter proposal was not discussed in sufficient detail to establish whether it could work. 
In summary, SA3 acknowledges that RAN2 is better placed to understand the range of parameters available and the cost of sending additional parameters that could ensure that the input to the key derivation is locally unique. SA3 requests RAN2 to enable a solution that is independent of the architectural constraints by selecting a set of suitable input parameters for the key derivation to ensure that each target eNB receives a unique key and inform SA3 of the choice. 
2. Actions:
To TSG-RAN WG2: To provide information about the architectural constraints as noted above.

To TSG-RAN WG2: SA3 requests RAN2 to enable a solution that is independent of the architectural constraints by selecting a set of suitable input parameters for the key derivation to ensure that each target eNB receives a unique key and inform SA3 of the choice. 
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