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1.
Overall description:

SA3 thanks RAN3 for the LS in R3-082373 regarding security issues in E-UTRAN and would like to give the following clarifications (indented text in italics is copied from R3-082373).

UE security capability handling during X2 handovers

According to [3][4], during an X2 handover the target eNB needs to send the UE security capabilities received from the source eNB to the MME. But according to RAN3 understanding the UE security capabilities are already available in the MME and therefore it is not clear why this additional information should be send from the target eNB to the MME in the path switch message. 

The reason why the target eNB sends the UE security capabilities received from the source eNB to the MME is to enable the MME to detect if a malicious source eNB has modified the UE security capabilities before sending them to the target eNB.

1. Which node performs the AS security algorithm selection (MME or eNB)?

SA3 confirms that it is the eNB which selects the AS algorithms to use based on its own capabilities, the UE security capabilities and a list of allowed algorithms.  However, this list of allowed algorithms is not provided by the MME to the eNB (as indicated by case#2 in R3-082373), but is configured in the eNB via the O&M system.  The updated clauses 7.2.4.1 and 7.2.4.2 in TS 33.401 (attached) describes the behaviour.

2. Depending on the answer to question 1, could SA3 confirm that RAN3 understanding on the interaction between MME and eNB for security algorithm selection is correct?

SA3 confirms that the behaviour described in case#2 is almost correct; the difference being that it is not the MME that configures the list of allowed algorithms. The list is configured via the O&M system.

3. Are the UE security capabilities part of the UE radio capabilities? [As far as RAN3 is concerned this question is relevant in case of AS security algorithm selection in the eNB].

It is SA3's understanding that the UE security capabilities are not part of the UE radio capabilities.  The reason for this is that the UE security capabilities apply to both NAS and AS, and can hence not limited to the AS. 

4. Is any KDF used by the eNB negotiated between eNB and MME, or does the MME always assign the KDF to the eNB?

SA3 decided during SA3#52bis that KDF negotiations shall not be used in Rel-8, so this does not need to be considered further.
5. Is there any security requirement to hide the network topology from the UE during mobility? 
SA3 has not identified a strict requirement that the topology of the network shall be hidden and it is almost impossible to reach this goal completely. However, it is still good security practice to try to achieve topology hiding to as far as possible if the cost is low. It is noted that SA3 assumes that the term "topology hiding" in this case only refers to hiding from the UE the change of eNBs at X2 and S1 handovers.
2. Actions:

To TSG-RAN WG3:


SA3 kindly asks RAN3 to take the above information into account.

3.
Dates of Next TSG SA WG3 Meetings:

3GPP SA3#53

10 - 14 Nov 2008

Kyoto
Japan 

3GPP SA3#54

19 - 23 Jan 2009  
TBD

