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1 Introduction
This paper comments S3-081033 and proposes some modifications to the new text S3-081033 proposes for TR 33.828. 

2 Comments and Proposals
S3-081033 introduces "usage models". Two such usage models are described:

- "Access Media Protection", where

"all media paths will be protected between the terminal and a node in the IMS access edge";
- "End-to-end Protection", which

focuses on user groups with "well established security requirements for protection of their communication, e.g. enterprises, NSPS organizations, and government authorities",
provides e2e security but allows also the termination of the security in the network,
assumes that a user defines security policies an needs to "have access to full information about the security status of his call".
We feel another important "usage model" is missing here. Most users will not have well established security requirements and will not define or even understand sophisticated security policies. Still, most users will understand the notion of an "encrypted call" and the importance of the encryption covering the whole connection, not only a part of it. To address such users, another "usage model" has to be added, called " e2e protection suitable for the vast majority of users". For a clearer differentiation and better characterization, the other usage model providing e2e security should be named " e2e protection suitable for highly security aware user groups".
We therefore propose:

1) To rename and renumber "4.x.3 End-to-end Protection" to "4.x.4 E2e protection suitable for highly security aware user groups", and to use the new name consistently in all places of the text where confusion may arise otherwise.
2) To add a new section as follows:

"4.x.3 E2e protection suitable for the vast majority of users

For the vast majority of users, the peer-to-peer voice call will be the most significant use case. While these users do not have specific security policies, it can still be expected that they understand and value the feature that such a voice call can be encrypted in a way that "attackers in the Internet" have no chance to eavesdrop on the communication. Users will understand that it is not sufficient to secure only a part of the connection and that e2e protection is needed. Note that such a protection feature is already known to the public, e.g. by its usage in Skype.
Users may also understand that encrypted calls are not possible, if the called party does not support encryption. However, they will appreciate it if the protection feature is available not only for a small group of communication peers. This implies that interoperability with communication peers outside the IMS or peers using IMS terminal compliant to Releases prior to the introduction of IMS media security in 3GPP specifications.  is highly desirable.
On the other hand, it is not likely that many users are willing to be charged significantly for the encryption feature, and that they would accept degradation of the service performance caused by encryption.

All this leads to the need of a media security solution that can be characterized as follows:

· provide reasonable security, sufficient for the vast majority of users;

· a significant improvement compared to the current IMS and to the PSTN;

· cover well the most frequent use case, i.e. the peer-to-peer voice call;

· do not adversely affect the performance of IMS services;

· minimal impact on existing networks;

· allow interworking with user equipment, which is non-IMS capable or compliant to earlier IMS releases.
"
S3-081033 introduces a new clause 4.8 "Requirements derived from the use cases" which contains two lists of requirements, one for each of the two "usage models" originally contained in the changed text. In its introduction, S3-081033 states that "in clause 5, a mapping of the existing requirements against the requirements derived from the use cases is introduced". However, this cannot be found in this contribution (nor in any other current contribution).

While it is a good approach to relate requirements to use cases, we consider it not useful to introduce various different lists of requirements into the TR, in particular, if there is significant overlap (e.g. it seems that requirement B1 and B2 are fully covered by Requirements 21, 22, 23 and 31). Note that also some solution proposals in clause 6 of the TR use specific requirement lists, and Editor's Notes at these places require to clarify the relation of such lists to the "main" requirements list in clause 5.
So we propose to add an Editor's Note to the beginning of the proposed section 4.8 as follows:

"Editor's note: In order to keep a clear overview of the requirements stated in this TR and to ensure a consistent list of requirements, this section should not specify new or reworded requirements but refer to the list of requirements in clause 5. This list should be enhanced, if it does not yet contain every requirement that follows from the use cases.
Alternatively, this section maybe removed completely, and the references to the requirements in clause 5 may be given directly with the description of the use cases, which would provide an even better relation of use cases to requirements."
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