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1 Introduction

In SA3#52 it was discussed whether there was a need for the counter check procedure in E-UTRAN. An LS was sent to RAN2 in S3-080927 describing a number of attack scenarios and requesting feedback from RAN2 on the possibility to detect injections.

RAN2 has provided a reply LS in R2-084898 which concludes that RAN2 finds it very unlikely that an attacker would be able to generate the conditions necessary to perform an injection attack and that specifying a counter check procedure for E-UTRAN will increase the complexity and testing. RAN2 further notes that the counter check procedure itself is not guaranteed to work since there is no synchronization between the procedure and the user plane.
COMMENT: SA3 agreed on the Counter Check (CC) procedure and implemented it into the TS 33.401. RAN2 also states that it is up to the SA3 to decide whether the CC procedure is needed or not. 
Whether the user plane needs to be synchronized or not with the CC is not critical. The CC procedure can be run for example when there is no user plane activity or synchronized with the uplink/downlink packet transmission allocations. Testing and complexity do not increase radically as it is only one simple RRC procedure.
We note that RAN2 LS (S3-080989/ R2-084898) did not address all the attack scenarios in the LS from SA3 to RAN2 about packet injection, especially the case where the SN wraps around. RAN2 also did not say that packet injection would not be possible.
Furthermore, in below we describe false buffer status report attacks in general and in combination with the case where the user plane is not confidentially protected. We note that these are just further example attacks, and that there may be more attacks to take advantage of unprotected buffer status reports and or unprotected user plane.
2. Example Attacks

2.1 
False buffer status report attack

In E-UTRAN the UE is allowed to stay in active mode, but to turn off its radio transceiver to save power consumption. This is called a DRX period. In such a DRX period, UE keeps its context (e.g. C-RNTI) in the serving eNB. During a DRX period, UE is still allowed to transmit packets because it may have urgent uplink traffic to be sent. However, it creates a security weakness to E-UTRAN. 
An attacker can inject C-PDU (control plane protocol data units) to the system by using the real UE’s C-RNTI when the UE is in a DRX period. As the UE is not listening in the DRX period, it can not identify the attacks. RACH signalling and MAC signalling are both unprotected, which allows the attacker to interpret those message from other UEs but also create its own. Only RRC signalling is protected, but the attack does not require forging RRC messages and neither to replay them.
Furthermore, in case the user plane PDUs are not ciphered, meaningful data packet injection attack on the D-PDU (data plane protocol data units) level is possible. Note that when the user plane is ciphered packet injection is also possible but the deciphered contents are garbage and making them pass through the eNB after deciphering is lot more challenging. But without ciphering the attack is easy as the attacker does not have to know the ciphering key and ciphering algorithm in order to provide meaningful user data plane packets.
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         Figure 1a: Denial of Service attack                     Figure 1b: Successful packet injection attack
Buffer status report is used as input information for packet scheduling, load balancing, and admission control algorithms. An active attacker can change the behaviour of these load balancing, admission control, and scheduling algorithms by simply sending only false buffer status reports on behalf of other UEs. Although the impact of this threat depends on the implementation dependent scheduling algorithms, we can illustrate several possible attacks here.

· The first example attack is to steal bandwidth by changing packet scheduling behaviour. By using other UE’s C-RNTI, attacker can send buffer status reports on behalf of other UEs. This can for example make the network believe that the other UEs do not have anything to transmit (i.e. empty or very small buffers). As a result, packet scheduling algorithm in eNB allocates no/less resources to these other UEs, and more resources to the target UE (attacker). Note that this attack is independent of user plane protection behaviour (independent of ciphering or non-ciphering of the user plane).

· The second example attack is to change the behaviour of load balancing/admission control algorithms in the eNBs. Attacker claims on behalf of real UEs to have more data on the send buffers than what is actually buffered in them. A lot of such fake buffer status reports from various UEs makes the network believe that there is a heavy load on this (these) cell(s). Consequently, new arriving UEs can not be accepted by this cell. These kinds of attacks are hard to detect and will decrease the throughput/capability of the system. The attack may even be considered more harmful than the radio jamming attack, since it requires less energy to execute. 
In practice, it is difficult for a malicious UE to mount such an attack when the UE is communicating with its serving eNB. As shown in Figure 1a, the fake buffer report will collide with a packet from the normal UE. However, as discussed above, it is possible for an adversary to inject a fake buffer status report when UE enters DRX period. This report will not cause any conflict with the control signal from a normal UE. This attack is illustrated in Figure 1b. From this figure, we can observe that when a UE is in a DRX period, the buffer status report will not conflict with packets from the normal UEs.
2.2 
Packet injection attack in UE’s DRX period in combination of false buffer status report attack
Packet injection attack when user plane is not ciphered is possible when combined with the false buffer status report attack. In addition, if the attacker sends packets that wrap the SN of the bearer specific PDCP COUNT around but not more, the real UE when sending packets will have the PDCP SN in an acceptable range. Note also that every bearer has separate running COUNT value (HFN+SN), so in case the UE does not send anything on a specific bearer the attacker can continue the attack on that bearer on the next DRX period of the victim UE.
In any case, regardless of the PDCP SN wrap around the attacker is able to insert packets and can always select another victim UE on the link. The real UE may need to synchronize the PDCP SN (e.g. re-establishing the connection), but the attacker can still continue launching the attack when the user plane is not ciphered (e.g. with another UE or the same UE). The attacker can for example replay real UEs service requests towards the network and thus imply costs for the victim UEs (service theft).
3 Conclusion and proposal

Since the counter check procedure does not add a significant improvement to security and induces a cost on the system, it is proposed that the counter check procedure is removed from TS 33.401, and that the CR in S3-080690 that implements this is approved. 

COMMENT: The practical attacks described in section 2 show the real threats of false buffer status reporting. They can be compared to intelligent radio jamming, but when combined with unprotected user plane the attacker gets more benefit as it can inject user plane packets and steal service from victim UEs.
The counter check procedure is a mechanism to identify the HFN+SN desynchronization, which is a result when the attacker injects packets during a DRX on behalf of the real UE even so that the SN wraps around to the same value as before the injection. The counter check procedure is also an effective way to be used to detect packet injections on UE’s low traffic or inactive bearers.
The complexity of the Counter Check procedure is very low and justified for the RRC specification so that the network operator can do regular checking on whether the COUNTS are synchronized or not between the network and the UEs and whether there has been any packet injection attacks ongoing. There may be also other benefits from the counter check procedure than listed in this contribution.
It is implementation specific on how the network reacts on the cases, especially when packet injection attacks have occurred. The network can for example log the event, location, and raise an alarm. The CC procedure provides information to the network whether there has been attacks or not and what is the amount of injected packets, what bearers, and directions. This provides information for the statistical analysis as well.
We propose to send a reply-LS to RAN2 and attach this commenting contribution into the LS. Furthermore, as SA3 already decided to add the CC procedure into the TS 33.401 we believe that RAN2 should also implement the CC procedure into their RRC specification. We note that there have already been proposed CRs that implement CC procedure in RAN2, just to state that no extra specification effort has to be done in RAN2, just only the resubmission of the these RAN2 proposed CRs.
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