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GSM and 3G Algorithms

Background

This paper describes the GSM and third generation authentication and privacy algorithms, and gives recommendations and comments on the latest situation on each.

Details

	Algorithm
	Type
	Description
	Comments
	Recommendations

	COMP128 (sometimes referred to as COMP128-1)
	GSM

Authentication
	Original example algorithm for authentication.
	This was broken in 1998.
	This should not be used in networks or SIM cards.

	COMP128-2
	GSM

Authentication
	Variation of COMP128-1 to minimise original attack.
	This was developed as a quick fix to COMP128-1.
	Not recommended for use.

	COMP128-3
	GSM

Authentication
	64-bit Kc generation variant of COMP128-2.
	This is essentially the same algorithm as COMP128-2.
	Not recommended for use.

	G-Milenage
	GSM

Authentication
	GSM variant of Milenage, which is based on AES.
	This allows operators to have customised parameters.
	Recommended if the operator cannot or does not want to develop their own algorithm.

	Milenage
	3G

Authentication
	Original 3G example authentication algorithm, based on Rijndael/AES.
	This allows operators to have customised parameters.
	Recommended if the operator cannot or does not want to develop their own algorithm.

	A5/0
	
	No encryption designation for GSM.
	
	

	A5/1
	GSM

Privacy
	Original GSM encryption algorithm.
	
	Operators should plan to migrate to A5/3


	A5/2
	GSM

Privacy
	Variant produced for COCOM export.
	This was broken in 2003.
	This should not be used in networks or enabled in handsets.

	A5/3
	GSM

Privacy
	Variant of Kasumi.
	Support for this algorithm is increasing.
	Presently, the algorithm of preference.

	Kasumi (UEA1)
	3G Privacy
	Original 3G encryption algorithm based on MISTY and AES/ RIJNDAEL.
	
	

	Snow  3G (UEA2)
	3G Privacy
	Additional 3G encryption algorithm, based on SNOW.
	Newly introduced. Yet to see implementations.
	

	GEA1
	GPRS Privacy
	Original GPRS encryption algorithm.
	Least secure GPRS algorithm.
	Not recommended.

	GEA2
	GPRS Privacy
	Additional GPRS encryption algorithm
	Medium security offering.
	Not recommended.

	GEA3
	GPRS Privacy
	Additional GPRS encryption algorithm, based on KASUMI.
	Strongest GPRS algorithm
	Recommended
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