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1. Introduction

This contribution considers the impact of EAP-AKA’ in trusted access and proposes a possible improvement to the protocol that would aid its introduction into networks that currently support only EAP-AKA. 

2. Discussion 

Currently when using EAP-AKA’, the HSS transforms the CK and IK in the original AV to CK’ and IK’ using the access network name before sending them to the AAA to use in the interaction with the UE. The reason for doing this is to bind the keys to the access network name and ensure that CK and IK are never available outside the trusted elements in the home network. 
While this does not create any additional round-trip for access network that always support EAP-AKA’, this behaviour does raise a barrier to migrating a particular access network from EAP-AKA to EAP-AKA’. Namely that if the AAA fetches an AV on the assumption that the client supports EAP-AKA’, then the authentication will automatically fail and an extra round trip from the UE to the HSS (a new AV will be needed) will be needed to complete the authentication of the UE. A similar round trip will be wasted if the AA tries a ordinary EAP-AKA challenge and finds out that the UE supports EAP-AKA’. 
If instead the HSS was willing to provide AVs with unchanged CK and IK to the Home AAA, then not only could those vectors be used with both EAP-AKA’ and EAP-AKA , it may also be possible to extend EAP-AKA rather than define a new EAP method to perform the binding of the keys to the access network. A solution like this would simplify the process of adding the access name binding method to an access network that currently only supports AKA. 

The change that would be needed to be supported this in 3GPP specifications is that when the HSS receives a request for an AV from the Home AAA with the AMF bit, then the HSS does not transform the CK and IK. This is not presenting an additional security risk because the security of a Home AAA should be equal to that of the HSS. Furthermore the HSS must be aware of which request are coming from the Home AAA so that it can apply the network binding correctly. 
A reasonable question to ask is what is the enhanced security in the access network gained by migrating to being able to bind the keys to the access network. While it is impossible to fully stop bidding down attacks, a UE that uses an AV with the AMF bit set can be assured that it did not run its authentication with some rouge network that had obtained an AV without the AMF bit set. 
There would also need to be changes made to the RFC to align with these changes and for this reason it is currently proposed that SA3 considers these changes and if they are agreeable, inform the people working on the IETF draft of the possibility of the change in functionality to see if it is beneficial. 
3. Conclusion
This paper proposes that SA3 consider allowing AVs with AMF bit set to be sent unmodified to the Home AAA in order to allow a possible smoother evolution between vanilla AKA and an enhanced form of AKA that support access network name binding. The final decision on whether this is worthwhile will need to be taken once the IETF draft is complete. 
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