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1 Introduction
At RAN3#61 text was proposed on the topic of UE registration for a draft RAN3 TR on HNB network aspects (R3.020). A version of the text was agreed for inclusion in the TR by email discussion in R3-082386. The latest version of R3.020 is available in R3-082380, but it does not yet include the text proposed in R3-082386.
This contribution reviews the security aspects of the UE registration process in R3-082386 and proposes to send an LS to RAN3 with guidance on this topic.

2 Analysis
Two particular aspects relating to UE registration are discussed in this document:

· Security considerations regarding the placement of UE access control in the HNB architecture
· Increased exposure of IMSI over the radio interface during UE registration to an HNB
2.1 UE access control
In R3-082386 it is indicated that it is for further study whether the HNB or HNB GW performs UE access control. While R3-082386 only covers UE registration for UMTS HNB, the analysis in this section is also applicable for LTE H(e)NB.
For UMTS HNB solutions, the RNC encryption and integrity protection functions are assumed to be collapsed into the HNB. This means that a malicious HNB could be used to eavesdrop on, or masquerade as, any UE on the access control whitelist of the HNB. For LTE HeNB solutions, if we assume that the MME function resides in the core network, then NAS security between the UE and MME offers additional protection against masquerade, and eavesdropping of NAS signaling, by a malicious HeNB, but does not offer any additional protection against user traffic eavesdropping by a malicious HeNB. 
The risk of eavesdropping and masquerade by a malicious H(e)NB can be mitigated by introducing tamper-resistance measures into the H(e)NB. However, in many H(e)NB scenarios, it can be assumed that there will be a trust relationship between the H(e)NB owner and the UEs that have been legitimately added to the access control whitelist. Therefore, if measures are taken to prevent a malicious H(e)NB from being able to add UEs to the access list without proper authorization, then it can help reduce the risk and impact of the threat. 
One way to prevent a malicious H(e)NB from being able to add UEs to the access control whitelist without proper authorization, is to perform UE access control checks in the H(e)NB GW instead of performing the checks solely within the H(e)NB. This prevents an attacker from being able to circumvent the access control procedures by tampering with the access list in the H(e)NB. This method protects against a malicious H(e)NB masquerading as a UE that is not on the access control whitelist, since the H(e)NB GW would block access attempts from IMSIs that are not authorized to access services via a particular H(e)NB. The method does however rely on strong H(e)NB authentication towards the HNB GW and a protected backhaul link. The method also protects against passive user traffic eavesdropping attempts by the H(e)NB on UEs that are not authorized to access services via that particular H(e)NB. Note that the H(e)NB would not be able to perform active eavesdropping attacks due to UMTS and LTE security mechanisms
.

It is proposed that 3GPP mandates placement of access control functions in the H(e)NB GW. A condition on the solution is that the access control list should not be provided to the H(e)NB GW via the H(e)NB in such a way that the H(e)NB could modify the list en route to the H(e)NB GW.

Note that it would be acceptable to perform access control functions in the H(e)NB in addition to performing these functions in the H(e)NB GW. This would allow UEs that are not on the whitelist to be rejected at the HNB to avoid signaling on the backhaul link and load on the H(e)NB GW. 
2.2 IMSI exposure
The mechanism for UE registration in R3-082386 forces legacy UMTS UEs entering the HNB area to perform a location update request. The location update request contains the IMSI or TMSI of the UE. In order to determine whether or not to accept the location update request, the HNB network must determine whether the IMSI or TMSI in the location update request is on the access control whitelist for that HNB. If IMSI is used in the location update request, then the access control procedure is straightforward. However, if TMSI is used in the location update request, the HNB network would need to know the current IMSI-TMSI binding for the UE in order to make the correct access control decision. 
In R3-082386 it is suggested that the TMSI may be cached from a previous registration, but in general it is assumed that the HNB network does not know the current IMSI-TMSI bindings for all the UEs on the whitelist. As a consequence, R3-082386 defines procedures for requesting the IMSI in the clear from the UE if the TMSI in the location update request is not recognized. This procedure would mean that UEs near an HNB would send their IMSIs in the clear more frequently than would otherwise be the case. Note that this would apply for UEs that are not on the access control whitelist of the particular HNB, as well as those that are on the whitelist.

Requesting IMSI in the clear from the UE for HNB access control purposes increases exposure to passive eavesdropping of user identity in areas of HNB coverage which could reduce the level of user identity and location confidentiality provided in UMTS. However, when assessing the severity of this risk it should be noted that UMTS does not protect against active eavesdropping attacks on user identity over the radio interface. 

One way to avoid exposing the IMSI is to ensure that the HNB entity performing access control is kept updated with the latest TMSI for every IMSI on the whitelist for a particular HNB. This could be done by pushing the latest mapping down from the core network, or by providing the means for the HNB to quickly fetch the mapping when needed. In this way, if the HNB receives a location update request with an unknown TMSI it can safely assume that the UE is not on the whilelist and proceed to reject it. However, providing such a mechanism may be challenging in an environment where UEs perform regular TMSI re-allocation while moving around the macro network. 
It is proposed that 3GPP study whether cost effective and reliable solutions can be specified for performing access control for legacy UMTS UEs that avoid having to request IMSI in the clear from the UE. Feedback from RAN3 on this issue should be requested.  
3 Summary and proposal

This contribution makes the following proposals:

1. 3GPP should mandate placement of access control functions in the H(e)NB GW. A condition on the solution is that the access control list should not be provided to the H(e)NB GW via the H(e)NB in such a way that the H(e)NB could modify the list en route to the H(e)NB GW.

Note that it would be acceptable to perform access control functions in the H(e)NB in addition to performing these functions in the H(e)NB GW. This would allow UEs that are not on the whitelist to be quickly rejected without incurring signaling on the backhaul link and load on the H(e)NB GW.

2. 3GPP should study whether cost effective and reliable solutions can be specified for performing access control for legacy UMTS UEs that avoid having to request IMSI in the clear from the UE. Feedback from RAN3 on this issue should be requested.  
It is proposed that the analysis and recommendations in this document are included in the draft SA3 TR on H(e)NB security aspects, and sent to RAN3 in an LS.






















































� Note a limited form of active eavesdropping is possible in UMTS is the subscriber has a SIM rather than a USIM. Therefore full protection against active eavesdropping attacks is only provided in UMTS when a USIM is used. 





