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1. Introduction

This contribution proposes new text to the chapter 7 on security solutions.
Ideally this clause should be the first clause of a possible sub-section on backhaul connectivity.
2. Background
Clause 7.1 of the current TR describes the H(e)NB authentication principle. This clause contains the text: “This mutual authentication shall include (or be tightly bound to) a validation of the platform integrity (i.e. TrE properties).”

Meaning of this text is that for every connection between H(e)NB and operator network or any other network element, e.g. separate OAM server, such validation has to be performed in addition to mutual authentication.

If there is only one backhaul connection for the H(e)NB to the SGW, containing all signalling plane, user plane and OAM traffic, then this requirement is fulfilled easily by binding the validation to establishment of the secure backhaul connection.

But if there are different connections, e.g. a connection for OAM traffic separate from signalling and user plane, the following situation can arise. If the validation is not performed for all connections established, then a rogue H(e)NB may e.g. connect to the operator network by performing authentication only, if validation is not implemented for this connection. Then the H(e)NB could e.g. attain IP connectivity to the operator core network without any validation of the device.
The following pCR catches these requirements.
3. pCR

The following pCR is against 3GPP TR 33.820 V1.0.0 (2008-09).
As the clause is completely new, it is not written with revision marks.
**************************** start of change ************************************

7.x.y
Backhaul Connection Security
Setting up a secure backhaul connection between H(e)NB and the operator network requires mutual authentication between H(e)NB and network.. A validation of the platform integrity, i.e. the validation of the properties of the TrE, must be included in or tightly bound to this device authentication (cf. clause 7.1).

There are several ways to ensure the backhaul connection security:

-
if there is one SGW only as endpoint for all communication between H(e)NB and network the platform integrity is validated during the device authentication of the first backhaul connection. Then either all traffic is tunneled through this backhaul connection, or additional backhaul connections between H(e)NB and this SGW may be established, e.g. for QoS or performance reasons.. The binding of the device authentications of the additional backhaul connections to the validation of the platform integrity is ensured by the derivation of child SAs for the additional backhaul connections from the SA of the primary backhaul connection for which the platform integrity was verified.

-
if backhaul connections to different network elements not behind the same SGW are foreseen for the H(e)NB, e.g. one connection to a SGW for signaling and user plane, and a separate connection to OAM server (also comprising an SGW according to this document), then the following possibilities arise:

-
For any backhaul connection to be set up, the device authentication procedure initiates a separate validation of the platform integrity. This requires all backhaul connection endpoints to be able to perform such validation and to have access to the currently valid validation check data for each H(e)NB possibly connected to this endpoint.
-
The platform integrity is validated only during the device authentication of the first backhaul connection. The device authentication of any other (secondary) backhaul connection that is to be set up relies on the validation of the platform integrity that was checked in conjunction with the device authentication of the first backhaul connection.
This approach requires an additional mechanism that keeps track of the state of the validation of the platform integrity for each device. This state information must be integrity protected and available to any possible endpoint of a backhaul connection that is to be set up. This may require an additional network element to store this information and which must be contacted by each possible endpoint.
NOTE: If the platform integrity is validated only during the device authentication of the first backhaul connection, then the policy for expiry of the platform validation has to be considered separately. Different policies are mentioned here as examples:
(a) If the first backhaul connection is closed, the corresponding validation of the platform integrity must not be used any more as a base for other device authentications, which has to be reflected in the state information. This requires the endpoint of the first backhaul connection to report the closure of this connection to the entity storing the state information.
(b) If the first backhaul connection is closed, then also all other connections which relied on the platform validation of this connection are closed. This requires keeping track of all backhaul connections in different endpoint which rely on the platform validation of this device, to inform the endpoints of the need to close the secondary backhaul connections.
**************************** end of change ***********************************
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