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	Reason for change:
(

	Introduction:

This P-CR is for information to SA3, as we believe that RAN2 and RAN3 and CT1 have to be involved before finally deciding on how AS and NAS integrity shall be activated on IRAT-handover to E-UTRAN.

The assumptions on which this P-CR is written may depend on the assumptions contained in the companion P-CR S3-081054 to this meeting. This depends on whether the activation of AS ciphering can be based on active key set from the source system or on keys set from the SGSN (scenario with handover to E-UTRAN).  

Two alternatives (OPTION 1 and OPTIONS 2) are presented to SA3 dependent on the above issue. It is proposed to sent an LS to the above mentioned groups in order to get feedback on their preferences from an non security point of view.

Reason for change:

Integrity protection handling is incompletely specified, i.e. whether to transfer or activate integrity protection is not so clear  e.g. is there a need to send an  SMC to activate integrity protection in E-UTRAN after an handover or is integrity protection activated on handover.

Note that

- On Handover to UTRAN, integrity protection is not automatically transferred but RRC integrity needs to be activated separately by a Security Mode Command.

- In GERAN A/Gb (PS handover) there is no integrity protection.

	
	

	Summary of change:
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	Integrity protection handling is incompletely specified.
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	Other comments:
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	The CR text below shows changes against the interim version 2 of TS 33.401

The comments from that version 2 have been removed to enhance readability of this P-CR


================= START OF CHANGE ==================
9.2
Handover

9.2.1
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well.

Integrity protection on NAS signalling is mandatory for E-UTRAN as specified in clause 5.1.4 and for UTRAN as specified in TS 33.102.
MME shall derive a confidentiality key CK', and an integrity key IK' from KASME and the current NAS downlink COUNT value with the help of a one-way key derivation function KDF in the following way:

CK’||IK’ = KDF(KASME, S10). MME shall transfer CK' || IK' with KSIASME to SGSN, UE and SGSN shall assign the value of KSIASME  to KSI The KDF returns a 256-bit output, where the 128 most significant bits are identified with CK and the 128 least significant bits are identified with IK. S10 is the string where the input parameters are defined (see Annex A)

MME will also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then includes the bits to the HO Command to the UE.

Editor's Note: FFS whether 4 LSB is ok for RAN2.

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE security capabilities are sent back to the UE in an integrity protected message for verification that they were not changed in the message that informs about the selected NAS level security algorithms (e.g. NAS SMC Command, Attach Accept, or TAU Response)..

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.
UTRAN shall activate integrity as specified in TS 25.331[x]
9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Procedures

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for E-UTRAN as specified in clause 5.1.4 and for UTRAN as specified in TS 33.102
OPTION 1 (Always use AS SMC after HO to activate integrity)

a) An AS SMC shall always be sent after IRAT handover to active integrity.

OPTION 2 (Implicit AS integrity activation possibility is dependent on whether PS keys are available in the source system and thus keys are sent to the MME (cfr S3-081054))
b) If AS ciphering can be activated in HO to E-UTRAN then the same shall be done for integrity and no AS SMC shall be required after the HO.

c) If AS ciphering can not be activated in HO to E-UTRAN, then an AS SMC is also required in order to activate integrity.

NOTE: For NAS integrity activation a similar decision should be made with regard to implicit or explicit integrity protection activation on Handover. 
SGSN shall transfer CK and IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex A.MME and UE shall derive the NAS keys and KeNB from K'ASME.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN security capabilities, in Attach Request and RAU Request.

SGSN transfers UE's EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include KeNB key in the relocation request to the target eNB. The target eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command. MME shall send a NONCEMME  and the KSISGSN to the target eNB to be put in the transparent container created by the eNB and to be sent towards the UE via the source RNC.
MME shall send KSIASME and KSISGSN to the target eNB for inclusion into the transparent container if it has cached security context, otherwise the KSISGSN of the mapped security context. UE shall select cached security context if it has it, otherwise mapped security context and indicate the selected context by including the corresponding KSI (KSIASME or KSISGSN) into the HO Confirm message to the target eNB. For this purpose the target MME shall provide both mapped and cached context based KeNB for the target eNB along with KSIASME and KSISGSN if cached security context exists in the MME. The same algorithms, indicated to the UE inside E-UTRAN to UTRAN the transparent container, are used regardless of whether cached or mapped KeNB is used.
If the UE has cached security context and the network indicated that it has cached security context the TAU Request message shall be integrity protected and created as described in section 9.1.2, except that the UE does not include NONCEUE into the TAU Request. Otherwise the UE shall use the mapped security context and protects the TAU Request with the same algorithms as selected for RRC.
If EPS does not have the cached EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the cached EPS security context indicated in the TAU Request, the newly generated keys or the cached EPS security context shall be taken into operation as soon as possible.
================= END OF CHANGE ==================
================= START OF CHANGE ==================
10.2
Handover

10.2.1
From E-UTRAN to GERAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in GERAN as well. 
NOTE 1: GERAN A/Gb mode does not support integrity protection.
MME shall derive a confidentially key CK' and an integrity IK' from KASME as described for the E-UTRAN to UTRAN handover case. MME shall transfer CK' and IK' with KSIASME to the SGSN. SGSN shall derive Kc from CK' and IK' with the help of the key conversion function c3 of TS 33.102, UE and SGSN shall assign the value of KSIASME to CKSN.

Editor’s Note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of the key conversion functions c3, c4, c5 of TS 33.102. If this assumption falls the key derivation and conversion described above may have to be adopted.

MME will also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then includes the bits to the HO Command to the UE.

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE security capabilities are sent back to the UE in an integrity protected message for verification that they were not changed in the message that informs about the selected NAS level security algorithms (e.g. NAS SMC Command, Attach Accept, or TAU Response).

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall select the encryption algorithm to use in GERAN after handover. The selected algorithm shall be indicated to UE in the handover command message. 
.

10.2.2
From GERAN to E-UTRAN

10.2.2.1
Procedures

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.
OPTION 1 (Always use AS SMC after HO to activate integrity)

d) An AS SMC shall always be sent after IRAT handover to active integrity.

OPTION 2 (Implicit AS integrity activation possibility is dependent on whether PS keys are available in the source system and thus keys are sent to the MME (cfr S3-081054)
e) If AS ciphering can be activated in HO to E-UTRAN then the same shall be done for integrity and no AS SMC shall be required after the HO.

f) If AS ciphering can not be activated in HO to E-UTRAN, then an AS SMC is also required in order to activate integrity.

NOTE: For NAS integrity activation a similar decision should be made with regard to implicit or explicit integrity protection activation on Handover. 

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN security capabilities, in Attach Request and RAU Request.

SGSN transfers UE's EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the KeNB in the relocation request to the target eNB. The target eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command. MME shall send a NONCEMME  and the KSISGSNto the target eNB to be put in the transparent container created by the eNB and to be sent towards the UE via the source BSS.
MME shall send KSIASME to the target eNB for inclusion into the transparent container if it has cached security context, otherwise the KSISGSN of the mapped security context. UE shall select cached security context if it has it, otherwise mapped security context and indicate the selected context by including the corresponding KSI (KSIASME or KSISGSN) into the HO Confirm message to the target eNB. For this purpose the target MME will provide both mapped and cached context based KeNB for the target eNB along with KSIASME and KSISGSN if cached security context exists in the MME. The same algorithms, indicated to the UE inside E-UTRAN to UTRAN the transparent container, are used regardless of whether cached or mapped KeNB is used.

If the UE has cached security context and the network indicated that it has cached security context the TAU Request message shall be integrity protected and created as described in section 10.1.2., except that the UE does not include NONCEUE into the TAU Request. Otherwise the UE shall use the mapped security context and protects the TAU Request with the same algorithms as selected for the RRC.
If EPS does not have the cached EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the cached EPS security context indicated in the TAU Request, The newly generated keys or the cached EPS security context shall be taken into operation as soon as possible.

================= END OF CHANGE ==================
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