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1 
Introduction
This contribution proposes changes mainly to the use case and requirements clauses in the TR. In the use case clause a description of the two usage models we discuss, i.e. access protection and e2e protection is added. Furthermore, many of the use cases are updated for clarity and/or scope. This allows removal of almost all editors notes. A new clause 4.8 summarizing requirements derived from the use cases is added. In clause 5, a mapping of the existing requirements against the requirements derived from the use cases is introduced. Two new requirements are introduced.
The updates in clauses 4 and 5 also lead to updates to clauses 2 and 3. 

2 
Proposal 
It is proposed that the pCR below is approved and included in the TR.

**** Start of changes ****
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.
Application layer security: In the context of the present document application layer security is security applied on payload data and it is independent of the transport mechanism used.
Channel security: In the context of the present document channel security is security applied on data and it is dependent of used transport mechanism or transport identities.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ACRONYM>
<Explanation>
NSPS
National Security and Public Safety
4
Use cases

Editor's Note: Further use cases need to be elaborated upon. In addition, further study is needed on the priority of the use cases to help determine which use cases should be addressed by the solution. The resulting requirements should be added to clause 5.

4.x
Usage models
4.x.1
General

IMS media security may serve different purposes and its relevance for different user groups may vary according to its design and features. A first purpose could be to have secure media over all access networks while a second could be to provide high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities, etc. 

It should be noted that the protocols for the actual media plane protection are uncontroversial as the working assumption is to use the well established protocols like SRTP and PSK-TLS. Thus the open issues are with respect to how the key management solution is designed and where the end-points for the media protection are located.

4.x.2
Access media protection
The target for access media protection is to establish a security level for IMS media over access networks which would be comparable with the access protection in cellular systems. Such a solution is definitely 3GPP IMS internal and it has no interoperability requirements against other SIP based systems. It is and operator provided and controlled service.
Access media protection would have its main application in IMS systems where the access network doesn't offer security. It should have the same characteristics as access security in cellular networks, i.e. it should be automatic and in principle invisible to the user. The user experience would be as for an unprotected call. 

 In access media protection usage model the user registers his access media  protection enabled terminal with the IMS system. If the system supports access media security all media paths will be protected between the terminal and a node in the IMS access edge. This means that all services will operate as in an unprotected system and access media protection will not have impact on their workings and implementation. An indicator in the terminal may inform the user if no access security is provided. 
4.x.3
End-to-end protection
Many user groups have well established security requirements for protection of their communication, e.g. enterprises, NSPS organizations, and government authorities. The trust model adopted in these cases is based on a need-to-know model. Keys should only be available where needed and only in authorized entities. The same is of course true also for plaintext media. An end-to-end protection should preferably also securely indicate the identities of the caller and the callee.
To serve the different user groups' different requirements, there has to be user control of the application of end-to-end media protection. Some organizations may prefer to have security initiated by specific user request, this to make sure that the user takes notice that security is turned on or not, some may want to apply security on the callee identity and others would like to configure it to as an automatic service used without user intervention. The user must have access to full information about the security status of his call and warnings may be required if default security options are not complied with. However, a user should be able to configure the security set-up to give the same user experience as when making an unprotected call. 
The user registers his end-to-end media capabilities and preferences with the IMS system. The system may support e2e media security by providing gateways for interoperability with legacy systems, transcoding, end-to-end protected store and forward of media, etc. All this has of course to be based on a user policy allowing it. A user may then either configure his device to always try to use media security or he can indicate manually or in his address book when media security should be used.
4.1
Multimedia telephony

NOTE: The use of the term "multimedia telephony" in this section is not limited to the definition in TS 22.172.
4.1.x
General

This clause is about use cases where end-to-end media security is a requirement. If access security is the only requirement there are no use case specific aspects on security.
4.1.1
Peer-to-Peer 

The most common use case for multimedia telephony is a call from one peer to another. Usually the call is made directly between the initiating terminal and a terminal used by the designated receiver. However, sometimes the receiver has set up call forwarding to some other user’s terminal. In other cases the call may be directed to more than one terminal (forking). A typical scenario which combines both call forwarding and forking is when the phones of a manager and his assistant ring simultaneously and the call is forwarded to a voice mailbox if neither of them answers the call. At call initiation or latest when the connection has been established the originating and the terminating user’s identities should be displayed at the other end. Only the party picking up the call should have access to the plaintext media.
The security setting for the call indicates if and how media security should be used. The user indicates if end-to-end security is requested, or if end-to-middle-to-end security is acceptable. The latter allowing trusted network nodes to access the clear text content to be able to perform e.g. transcoding. If the call is started in unprotected mode it is possible to initiate security during the ongoing call.  The user determines if use of security is independent of the identity of the terminating terminal identity or if it only should be used if the call is terminated in a defined (set) of terminal(s) . Notethat these security configuration options may conflict with usability requirements.


4.1.y  Non RTP based media 
MMTel also include text communication, file transfers, video clip sharing, picture sharing, audio clip sharing, etc. Such media is normally MIME encoded and transported over MSRP [5][6] with media set-up in SDP. Information carried over MSRP may according to the  standard [5], [6] be protected by (PSK-)TLS [7], [8] on a point-to-point basis or by using S/MIME [9]. The standard solutions available thus either only give a point-to-point protection or rely on public-key cryptography. 

4.1.2
Deferred delivery

One use case of particular interest is when a call ends up in a voice or other media mailbox in the network. In this case it may be beneficial if the media payload could be stored by the mailbox in the same encrypted format as it is sent in, i.e. without any decryption of the ciphering protecting it. When the end user later accesses the encrypted media in the mailbox it should be sent without having to perform re-encryption. Whether avoiding decryption and re-encryption at the mailbox for other than security reasons is ffs. In either case, channel security, specifically replay and integrity protection of the communication between the end-point and mailbox is necessary. PSS [4] is an example of how RTP payload media protection can be combined with transport security. Deferred delivery of end-to-end protected media would require an end-to-end security association for application layer security and security association per hop for channel security where the hop-by hop security associations might be derived from the end-to-end security association.
Deferred delivery of end-to-end protected media, will also require a key management system which doesn’t depend on the identity of transmission end-points but should depend on the identities of the sender and intended receivers. This type of deferred delivery may require new media set-up signaling and new media protection mechanisms or combination of existing ones.  It will however not be a problem for the caller to, if needed, determine the type of the terminating device as signalling of capabilities already is part of SIP. 

· 
· 
4.1.3
Group and conference calls

Another use case is in group communication, e.g. conference calls with true end-to-end security. In this type of service it is necessary that all users have access to the same key, the group key. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes, e.g performing distribution of the group key directly from a key management server to each user in the group. If true end-to-end security isn’t required, the conference bridge may decrypt and then re-encrypt the media and other solutions will be available, e.g. protecting the communication between a user and the conference bridge using user unique keys. Still group key management could yield simple and efficient solutions also for this case. Note that use of group keys is not the only solution for securing conferences.

4.1.4
Conclusions

The conclusions from the multimedia telephony use cases described above are that it would increase the applicability of the key management system if it, in addition to straightforward point-to-point channel  protection, also could support group keying, application layer security and deferred delivery of end-to-end protected media. The key management system should also be generic in the sense that it is easy to introduce keying for new services. Media can be RTP-media and/or different types of text, video, and picture streams/files/formats. Application layer security is security applied on payload data and it is independent of the transport mechanism used. Application layer security mechanisms are described in clause 6.

Editor's note: It is ffs whether application layer security is required and whether one key management solution for securing a wide range of different media plane protocols is desirable and feasible.

4.2
Push-to-talk (PoC)

Push-to-talk systems are in principle store and forward systems with message replication for all intended receivers taking place in the PoC server. PoC systems also often support instant messaging. Furthermore, it should be noted that PoC systems may offer automatic functions for recording of all messages a user cannot receive “on-line”. Thus, for true end-to-end security PoC systems exhibit the same requirements on key management and media protection as the multimedia telephony described above, i.e. a group key management system capable of handling deferred delivery of media. A PoC system doesn’t only handle voice but also handles other media types like e.g. video and text.

4.3
Instant Messaging

Instant messaging systems have many similarities with PoC systems, the main difference is that they focus on non-speech media even though they may also carry voice and video messages. 

For peer-to-peer instant messaging, there might be a direct link between the peers but in most cases, due to charging and delivery of different types of system services, the messages are forwarded via one or more intermediary nodes. For multiuser instant messaging, messages are routed to an instant messaging server where they are replicated and sent to all intended receivers. The messages might be carried in the signalling path in e.g. SIP MESSAGEs or they can be transferred e.g. on MSRP links. To protect messages carried in SIP MESSAGE, application layer security may be used. MSRP links can be protected hop-by hop with TLS or with S/MIME (cmp 4.1.y). Alternatively, SIP MESSAGE messages may rely on the protection mechanisms that are recommended for SIP traffic in general, e.g. TLS or IPsec in the access, or Za/Zb interfaces in the core.
4.4
Chat

Chat differs to a certain extent compared to the use cases described above. Here chat messages usually end up in the chat server where they are handled in plaintext. It is difficult to imagine how an efficient chat service based on true end-to-end security could be developed. Thus here the security requirements are mainly to protect the communication between the user and the chat server. This communication may however be over multiple hops and require the same type of protection of media as used to protect IM to achieve terminal to chat server security.

4.5
Transcoders

Transcoders are devices in the network that need to change the media coding or make other necessary modifications of the media streams. For example RFC 4117 [4117] describes the usage of transcoders in the context of SIP showing examples when media streams are "transcoded" between audio and text as one of the communication endpoints could be deaf or hearing impaired. 

As is described in clause 5.4.1 of TS 23.228 [3], the MGW may support transcoding between a codec used by the UE in the IM CN subsystem and the codec being used in the network of the other party. In general a MRFP may perform transcoding and/or other media stream processing.
In order to support this use case media protection needs to be terminated at the transcoder.

4.6
PSTN-GW

PSTN gateway provides interworking between IMS networks and circuit switched PSTN. 

According to clause 5.4.1 of TS 23.228 [3] the IM CN subsystem is also able to interwork with the CS networks (e.g. PSTN, ISDN, CS domain of some PLMN) by supporting, for example, AMR to G.711 transcoding in the IMS MGW element. Furthermore to allow interworking between users of the IM CN subsystem and IP multimedia fixed terminals and other codecs may (this is implementation dependent) be supported by the MGW. I.e. MGW is expected to act as a PSTN-GW. 

In order to support this use case media protection needs to be terminated at the PSTN-GW.
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Figure 1: A simplified view of PSTN – IMS interworking

4.7
Termination of Media Security in an AS

An IMS session is not always setup between two UEs. It may also be terminated in an Application Server (AS). 

In order to support this use case media protection needs to be terminated at the AS.
4.8

Requirements derived from use cases
The access security usage model leads to the following non-exhaustive list of requirements:
A1. Access media protection shall be terminated at the edge of the IM CN.

A2. Access media protection shall at least protect RTP and TCP and should protect UDP.

A3. Access media protection shall be under operator control.

A4. Access media protection shall be automatic and happen without user interference

A5. An indicator may be used to inform the user that access media protection is enabled or not

A6. Terminals must register access media protection capabilities with the network.

A7. An indicator may be used to inform the user that access media protection is enabled or not in the peer end of the session.

The e2e media security use cases lead to the following non-exhaustive list of requirements:

B1. It shall be possible to establish a protected media path between supporting terminals.
B2. It should be possible to terminate and initiate media security in the IM CN (if this is allowed by user policy)
B3. The key management and distribution mechanism shall be secured (the principle of  need-to-know should be applied). 
B4. Entities having access to keys and plaintext media must be authenticated and explicitly trusted/authorized.
B5. The key management and distribution mechanism shall support end-to-end security in store and forward applications, which means that it must be possible to generate security associations for both channel and application layer 
B6. E2e media security shall at least protect RTP and TCP and should protect UDP.
B7. Forking shall be secure, i.e. only the terminal terminating the call shall have access to the key used for media protection. 
B8. The key management and distribution system shall support use of group keys for small groups.  
B9. It must be possible for the users to get full information about applied media protection, i.e. if media protection is enabled or not and the (identity of) (first) terminating entity 
B10. Terminals must register their e2e media protection capabilities and preferences with the network.
**** End of changes ****
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