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The following pseudo-CR proposes some clarifications of the security requirements for home eNB, proposes to add a new requirement, and proposes some editorial changes.
6
Security requirements

   Editor’s Note: This chapter shall address the security requirement to H(e)NB.
Editors Note: SA3#51: Some requirements/threats might needs to be merged
Based on this threat analysis, the security requirements for H(e)NB can be summarized as follows:

1) Only strong authentication algorithms shall be used (Threats 1, 12).

2) Link protection mechanism between the Security Gateway and the H(e)NB shall be of adequate cryptographic strength. All traffic shall be authenticated and integrity protected, and should be confidentiality protected.  (Threat 1, 5).

3) H(e)NB authentication credentials shall be stored inside a trusted environment i.e. from which outsider cannot retrieve or clone the credentials (Threats 2, 3, 4, 12).
4) The UE should indicate to the user when it camps on H(e)NB User should be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB (Threats 3, 4, 9, 10).

Editors Note: It is ffs how user gets notified of camping on closed or open type H(e)NB. 
5) H(e)NB and the Security Gateway shall mutually authenticate each other, including the first initial contact (Threat 1, 5, 12).

6) The booting process of the H(e)NB shall be additionally secured by cryptographic means (Threat 6).
7) Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier (Threat 7).

8) Unprotected sensitive data should never leave a trusted environment inside H(e)NB (Threats 8, 9, 10).

9) It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location. (Threat 4, 11)
Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. 

.
10) UE's shall, unless performing an emergency call, be authenticated and authorized before receiving service from the H(e)NB (Threat 5, 13). 
11) The security solution shall be compatible with common network address and port translation variations, as well as support firewall traversal (Threat 14). 
12) Unauthorized traffic shall be filtered out on the links between the Security Gateway and the H(e)NB (Threats 15, 16).
13) H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state (Threat 17)

14) Access to H(e)NB remote management interface by the operator, shall require authentication and authorization and shall not allow modification to user controlled information unless the user gives their permission (Threat 19). 

15) ACL (Access Control lists) should be created and modified by authorized party only (Threat 20).

16) The operator shall have means to control the CSG configuration (Threat 22).

17) It shall not be possible to override the operator’s policy at a H(e)NB (Threat 23)

18) It shall not be possible to manipulate location information of a H(e)NB (Threat 24).

19) The authentication credential(s) of each H(e)NB shall be unique (Threat 5).

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011 i.e. a check against the different H(e)NB identifiers should be made.

20) A mechanism shall be provided to restrict the number of simultaneous connections between a specific H(e)NB identity and the H(e)NB home Network. (Threat 4)

21) Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported). (Threat 3, 4, 9, 10)

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011.

22) Enforcement of H(e)NB access to Closed Subscriber Group members shall not rely solely on access control methods implemented within the H(e)NB itself.  Instead the core network shall be able to check that only mobile users in the relevant Closed Subscriber Group can access services via a specific H(e)NB. (Threat 12)
23) Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information, e.g. H(e)NB licensed radio interface parameters. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password. (Threat 6, 7, 21) 

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. The study/need of audit logs may influence this requirement.

24) H(e)NB enclosure should provide indication of physical tampering (e.g. visual or audible). (Threat 8)
25) IMSI of users connected to H(e)NB must not be revealed to the owner of the H(e)NB (Threat 18)

26) Communication between time server and H(e)NB should be provided adequate protection. (Threat 25)
27) The implementation of a H(e)NB must be robust against Environmental attacks (Threat 26)

28) IMSI request over the air in clear (without encryption) should only be performed when no other means are available to fetch UE identity.
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