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1.
Overall description:

SA3 is of the understanding that SA2 are in need of a solution for reducing the number of AKA runs at IRAT mobility. For this reason the concept of cached security contexts has been introduced in TS 33.401. The cached security context would be used when the UE performs the TAU procedure after access change to E-UTRAN, and the MME still stores the LTE security context belonging to the same UE, identified by its "additional GUTI". However, it has turned out that the complexity of ensuring that the cached security contexts do not lead to vulnerabilities is very high (see attachment), and SA3 wonder if SA2 have considered the alternative of using the basic functionality of TS 33.401, namely to use mapped security contexts and follow clause 9.3.
Clause 9.3 recommends the use of AKA followed by a key change on the fly after IRAT mobility to E-UTRAN, as soon as possible if the UE is in ECM-CONNECTED state. However, if the UE is ping-ponging between GERAN/UTRAN and E-UTRAN, the user would most likely be content with GERAN/UTRAN security (otherwise he would not send/receive any data while attached there). Therefore, it is in this case not necessary to run AKA immediately in E-UTRAN, but it may be delayed according to operator's policy. For a UE in ECM-IDLE state, clause 9.3 recommends to run AKA only when the UE transits to ECM-CONNECTED state.

SA3 would like to inform SA2 that there are concerns with the complexity of the cached security contexts and that the specification may not be complete before the end of 2008 as SA3 only have one meeting left this year.

One of the open problems with cached security contexts is that the NAS COUNTs will change to arbitrary values (the ones last used before the context was switched out). This will happen when the cached security context is activated (in the middle of the NAS SMC procedure). SA3 would like to know from CT1 if this is possible.
2. Actions:
To TSG-SA WG2:


SA3 kindly asks SA2 decide if the use of mapped security contexts and the recommendations in TS 33.401 and above, i.e.,

· For IDLE state UEs, wait with running AKA until UE goes into CONNECTED state

· Give the UE a suitable "grace period" before running AKA in CONNECTED state in areas where ping-pong effects have been detected according to operator policy.

 are sufficient for SA2's use cases or if cached security contexts are required.
To TSG-CT WG1:


SA3 kindly asks CT1 to analyze the consequences of arbitrary jumps in the NAS COUNT when switching to the cached security context, and reply if this is feasible to solve or not.
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