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1
Introduction
In SA3#52 a number of complex operations and procedures were included in TS 33.401 to solve the problems that are introduced by cached EPS security contexts.
2
Analysis 
2.1
Reason for caching security context

SA2 is considering the case of a UE "ping-ponging" between UTRAN/GERAN and E-UTRAN an important one. For this reason they have provided the possibility for an MME/SGSN in the target access to fetch cached data from another MME/SGSN in the target access. The main intention is that the fetched data is security context data, since bearers etc are anyway fetched/re-mapped from the source access).
It is clear that the intention of SA2 is to save an AKA run. However, it is not quite clear if SA2 understands the complexity involved with caching security contexts, and the requirement on running AKA from SA3.

2.2
Complexity and security reduction
The main problem with cached security contexts is that they require a freshness input each time they are to be used. This is the source of all the complex nonce-signalling.  Since it seems that the freshness input cannot be handled uniformly, different solutions are used for each case, e.g., one-directional nonce-protocol for handover UTRAN/GERAN to E-UTRAN, two-nonce protocol for IDLE mode mobility to E-UTRAN, freshness based on the NAS downlink COUNT for IDLE mode mobility to GERAN/UTRAN. 
One could for instance ask why a two-nonce protocol is required in one case, whereas in another it is sufficiently secure to use a one-nonce protocol.

The UE has to behave very differently depending on if security context is mapped or cached, e.g., the IRAT TAU request in E-UTRAN is not integrity protected if the UE use the mapped security context, but it is if the UE is using the cached security context. In addition, if the UE performs the TAU procedure after an IRAT handover to E-UTRAN the TAU request shall be protected using the same algorithms as was chosen by the eNB for RRC.  This is clearly not the best choice as the eNB is not as trusted as the MME, and if hacked, can choose a weak RRC algorithm.

The design of the cached security contexts is a collection of many small components with complex interactions that are squeezed into the signalling. Assuming it is possible to specify all this so that it works; it is endangering the time schedule for Rel-8 (keep in mind all the work that went into the forward security solution for E-UTRAN handovers, which was a much simpler system). This will be difficult to maintain and/or modify in future releases.

At IRAT handover the UE may use AS keys based on the cached security context whereas the cached KASME and NAS keys are not yet activated. It is not clear how this situation is handled at eNB handovers when new NH parameters are to be computed by the MME and UE. The MME would not know if the eNB activated the cached security context or not.

These properties are not the signs of a simple and complete security design.
2.3
Effectiveness
The cached security contexts also make restrictions on the effectiveness at IRAT handovers.  For example, if the UE signals a cached security context to an SGSN at IRAT IDLE mode mobility from E-UTRAN to UTRAN/GERAN and the SGSN no longer has the cached security context, it is not possible to use the mapped security context, but the SGSN is required to run an AKA. This does not reduce the AV consumption, which agedly is the purpose.
The cached security contexts once established, still needs to be activated. At handover this gives little signalling reduction compared to running AKA and then do a key change on the fly.
Further, the cached security context is restricted in that, e.g., in IDLE mode mobility to E-UTRAN it cannot be used unless the NAS uplink COUNT has increased since the last derivation of a KeNB.

2.4
Issues on the todo-list

· At IRAT handover from E-UTRAN to UTRAN, the SGSN shall KSI of the mapped security context equal to the KSIASME. If this happens to equal the KSI used for a cached security context cached in a different SGSN the UE was previously connected to, how is this resolved?

· The effects of changing the NAS COUNT values (the effect of activating the cached security context) in the middle of the NAS SMC procedure are not clear. The NAS COUNT may even jump backwards. This needs to be verified as possible with CT1.

· Come up with a stronger solution than using the selected RRC integrity algorithm for protection of TAU Request after an IRAT HO.

It is proposed to ask CT1 about the possibility of changing NAS COUNT to arbitrary values at security context switch.
2.5
Have we provided SA2 with information on the alternative?
It may be the case that SA2 believes that there will be an AKA run followed by a key change on the fly immediately every time there is IRAT mobility to E-UTRAN and that they have not understood the complexity the cached security contexts imply.

However, clause 9.3 of TS 33.401 states that it is "strongly recommended" to run AKA and change the keys "as soon as possible".  Consider the ping-pong use case that seems to be the problem for which SA2 believes the cached security contexts is the solution. If the UE jumps forth and back between UTRAN/GERAN and E-UTRAN in IDLE mode, clause 9.3 clearly states that AKA is recommended when the UE goes to CONNECTED mode. Hence, the number of AKA runs would not be that large. If the UE jumps forth and back in CONNECTED mode, the user would probably be satisfied with the UTRAN/GERAN security (otherwise the user would not send/receive any data while in UTRAN/GERAN). After all, the decision how often and when AKA is run is up to operator policy.
Therefore it is proposed to inform SA2 about this alternative which is much simpler and ask them if it suffices for their use cases.

2.6
Safety-pin

In case cached security contexts are included in Rel-8 and turns out to not work correctly, there is no possibility to disable the mechanism, as it is so tightly integrated in the signalling. Possibly a new AKA + key change on the fly would have to be run at each IRAT mobility event.

However, if it was possible to choose whether to enable the cached contexts at Attach, and if they were not enabled the original IRAT key derivations where performed, there would be a safety-pin which could be used in case the cached security contexts does not work (or are ready in time for Rel-8). Note that it is not sufficient to say that the network would in that case always chose to use the mapped security context, as this would result in an AKA run in UTRAN every time a UE announces that it has a cached security context. 
It is proposed that it is agreed and noted in the report, that if SA2 decides that cached security contexts are necessary, it shall be possible to negotiate the use of cached contexts at attach.  In case cached security contexts are not enabled by the negotiation, simple "KASME to/from CK/IK" chaining shall be used.
3
Conclusion and proposal
The cached security context solutions are very complex, need much further work and endanger the completion of TS 33.401 for Rel-8. It is further not certain that SA2 requires these complex solutions and they may be satisfied with the much simpler solution of using only mapped security contexts and the recommendations of when to run AKA from clause 9.3.
It is not clear that the arbitrary jumps of NAS COUNT in the middle of the NAS SMC procedure are possible.

It is proposed to send the draft-LS in S3-081024 to SA2 and CT1 informing them about the complexity of the cached security context solutions, the alternative options they have and ask for guidance on how to proceed. It is further proposed to attach this analysis to the LS. It is further proposed to note in the report that it is agreed to have a "safety-pin" in form of cached security context negotiation in case SA2 decides that cached security contexts are necessary.
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