SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — S3#52bis
S3-081021
23 – 26 September 2008
Sophia Antipolis, France
Source:
Ericsson, Alcatel-Lucent, LG, TeliaSonera, Qualcomm
Title:
Counter check procedure
Document for:
Discussion and decision
Agenda Item:
6.10
Other areas
Work Item / Release:
 SAES/Rel-8
1 Introduction
In SA3#52 it was discussed whether there was a need for the counter check procedure in E-UTRAN. An LS was sent to RAN2 in S3-080927 describing a number of attack scenarios and requesting feedback from RAN2 on the possibility to detect injections.
RAN2 has provided a reply LS in R2-084898 which concludes that RAN2 finds it very unlikely that an attacker would be able to generate the conditions necessary to perform an injection attack and that specifying a counter check procedure for E-UTRAN will increase the complexity and testing. RAN2 further notes that the counter check procedure itself is not guaranteed to work since there is no synchronization between the procedure and the user plane.

2 Conclusion and proposal
Since the counter check procedure does not add a significant improvement to security and induces a cost on the system, it is proposed that the counter check procedure is removed from TS 33.401, and that the CR in S3-080690 that implements this is approved. 
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