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1
Introduction
In the LS exchange between SA3 and RAN2 regarding Radio Link Failure (RLF) recovery RAN2 provides a description on the RLF recovery procedure in the LS R2-084906 to this ad-hoc.

This contribution analyses the security for the described procedure.

2
Analysis 
Figure 2-1 shows the signalling flow for the RLF recovery RRC procedure. For this procedure to be successful, the eNB must have been prepared with a security context for the UE and a token which is computed as the MAC-I of the source C-RNTI, source PCI and the target cell ID using the keys and integrity algorithm in the source cell. The token is 16 bits long.

[image: image2.png]CCCH:
No ciphering,
No integrity

CCCH:
No ciphering,
No integrity

DCP COUNT for SRB1 reset.
erlve Keng uslng NCC.

===
| U bl

DCCH:
Ciphering,
Integrity

RRCReestablishmentComplete

DCCH:
Ciphering,
Integrity

RRCConnectionReconfiguration

RRCConnectionReconfigurationComplete





Figure 2-1
RLF recovery RRC procedure.
2.1
Authentication of UE and eNB

The UE contacts the eNB on the unprotected common control channel and provides the source C-RNTI, the source PCI and the token.  The eNB verifies that it has the UE context corresponding to these parameters. If that is the case the eNB responds to the UE with the NCC value necessary for the KeNB derivations and reconfiguration data to establish the protected dedicated control channel on SRB1. The UE configures the DCCH and responds with an integrity protected complete-message on SRB1. All other radio bearers remain suspended. 
At this point the eNB has assurance that the eNB is the correct UE, since the UE both has proven ownership of the token and of the KeNB.

Next the eNB run the RRC reconfiguration procedure and sends reconfiguration messages for the remaining radio bearers to the UE over the integrity protected and ciphered DCCH. Since the UE is in RRC_CONNECTED state (otherwise no RRC connection re-establishment would have been attempted), there is at least one radio bearer that needs to be re-established (e.g., the default EPS bearer), and hence the RRC reconfiguration procedure would always be run.
At this point the UE has assurance that the eNB is in possession of the KeNB and is hence implicitly authenticated.
2.2
Message injection, modification deletion and pre/replay attacks
The two messages which lack integrity protection are the RRCReestablishmentRequest from the UE to the eNB and the RRCReestablishment from the eNB to the UE.

2.2.1 Message injection

If an attacker injects a faked RRCReestablishmentRequest on behalf of a UE, it is possible to know the source C-RNTI and the source PCI for a particular UE, but since the attacker does not have access to the KeNB of the UE it will be a low probability that the attacker is able to compute the correct token. A mismatch in the token implies that the eNB will not be able to retrieve any UE context, and will hence not change state.
If an attacker awaits a RRCReestablishmentRequest from a UE and then injects a RRCReestablishment as a response, the LS reply from RAN2 (R2-084906) informs us that:

The reception of the message including false parameters might cause the UE to transmit some physical layer feedback signals on wrong radio resources, hence causing potential interference to the UL signals of other UEs. However, this would only last for a very short time, only until the UE receives the subsequent RRC Connection Reconfiguration message, which is integrity protected by the PDCP layer.
Hence the result of an injected RRCReestablishment is a short disturbance of the recovering UE's service, and a possible short disturbance of other UEs in the same cell.
Conclusion: The procedure is sufficiently robust against message injection attacks.
2.2.2 Message modification

Modification of a UE's RRCReestablishmentRequest results in that the eNB will not be able to identify the correct UE context. The result is that the UE will get a RRCReestablishmentReject and will go via RRC_IDLE. If the UE has data to send it will come back via a normal RRCConnectionEstablishment procedure. If there is downlink data for the UE the UE will be paged, and then come back via the normal RRCConnectionEstablishment procedure.
In any case, the result of the attack is a short glitch.
If an attacker awaits a RRCReestablishmentRequest from a UE and then modifies the RRCReestablishment response from the eNB the result is the same with an injected RRCReestablishment in the same situation, i.e., less severe than a short radio-jamming attack.

Conclusion: The procedure is sufficiently robust against message modification attacks.
2.3 Pre/replay attacks

An attacker may record a RRCReestablishmentRequest message from a UE and (continuously) disturb the retransmissions of the message. The attacker could then replay the message in a different cell (possibly in a different eNB). This attack is countered by including the identity of the target cell in the token derivation.
If an attacker records a RRCReestablishmentRequest message from a UE and replays it in the same cell, the attacker is simply functioning as a repeater, and this can hardly be considered an attack.

Replaying the same RRCReestablishmentRequest in the same cell after it has been used by the correct UE has the effect that the eNB will reply with a RRCReestablishmentReject message on the CCCH due to not being prepared for RLF recovery for that UE any longer.
Conclusion: The procedure is sufficiently robust against replay attacks.
2.4
Deletion attacks

An attacker may disturb the transmission of messages to/from the UE and hence they would be "deleted" from the message flow, but this is a classical radio jamming attack (or regular disturbance in the radio channel), and security protection is not generally applied. 

Conclusion: The procedure is sufficiently robust against deletion attacks.
2.5
Token based authentication

The token based approach for authentication of the UE relies on similar principles as the NAS-token used in IRAT IDLE mode mobility from E-UTRAN to GERAN/UTRAN. The size of the token is 16 bits which was indicated as acceptable both for the NAS-token and explicitly for this token (see the LS from SA3 in S3-080226). The possible synchronization problem that exists with the NAS-token is not present in this case as the token is not based on a sequence number.
3
Conclusion and proposal
The procedure described by RAN2 is sufficiently secure, and it is proposed that the CR in S3-081020 which implements the stage 2 description of the procedure is agreed and included in TS 33.401.



















































3GPP

SA WG3 TD


[image: image1]