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BEGIN of CHANGE

6.1
Authentication and key agreement 

6.1.1
AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN. Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted. 

An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [8]

EPS AKA shall produce keying material forming a basis for user plane (UP), RRC, and NAS ciphering keys as well as RRC and NAS integrity protection keys.

NOTE 1:
Key derivation requirements of AS and NAS keys can be found in subclause 7.2.1

During the authentication, the USIM shall verify the freshness of the authentication vector that is used. The MME sends to the USIM via ME the random challenge RAND and an authentication token AUTN for network authentication from the selected authentication vector. At receipt of this message, the USIM shall verify whether AUTN can be accepted and if so, produces a response RES. USIM shall compute CK and IK. 

An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1 and reject authentication otherwise with a CAUSE value. The "separation bit" is bit 0 of the AMF field of AUTN.

UE shall compute KASME from CK, IK, and serving network's identity (SN id) using the KDF as specified in Annex A. SN id binding implicitly authenticates the serving network's identity when the derived keys from KASME are successfully used.
NOTE 2:
This separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102 [4], Annex F

NOTE 3:
The HSS needs to ensure that the MME requesting the authentication data is entitled to use the SN id used to calculate KASME. The exact details of how to achieve this are not covered in this specification. 

The UE shall store EPS AKA security context (i.e. KASME, KSIASME, NAS COUNT downlink and uplink) resulting from a run of EPS AKA. If the USIM contains EPS key file then the EPS security context shall be stored on the USIM, else the EPS security context shall be stored in a non-volatile part of the ME memory. The USIM Service Table informs the ME about the availability of the EPS key file containing EPS AKA security context. The EPS key file is mandatory for Rel-8 and further releases of the UICC and is optional for pre Rel-8 UICC.
NOTE 4: If the keys CK, IK resulting from an EPS AKA run were stored in the fields already available on the USIM for storing UMTS AKA keys this could lead to overwriting keys resulting from an earlier  run of UMTS AKA. This would lead to problems when EPS security context and UMTS security context were held simultaneously (as is the case when security context is cached e.g. for the purposes of Idle Mode Signaling Reduction). Therefore, “plastic roaming” where a UICC is inserted into another ME will necessitate an EPS AKA authentication run if there is no EPS key file in the USIM..

UE shall respond with User authentication response message including RES in case of successful AUTN verification as described in TS 33.102[4] and successful AMF verification as described above. Otherwise UE shall send User authentication reject message with a proper CAUSE value. 

Figure 6.1.1-1 describes EPS AKA procedure, which is based on UMTS AKA (see TS 33.102[4]). The following long term keys are shared between UE and HSS:

· K is the permanent key stored on the USIM on a UICC and in the Authentication Centre AuC.

· CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS security context or a legacy security context, as described in subclause 6.1.2.

As a result of the authentication and key agreement, an intermediate key KASME shall be generated which is shared between UE and ASME. How this is done is described in subclause 6.1.2.
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Figure 6.1.1-1: EPS user authentication (EPS AKA)

END of CHANGE

------------------------------------------------------------------------------------

BEGIN of CHANGE

6.4
EPS key properties

If KASME is stored in the ME, it should be deleted when the UICC is removed.

KASME shall never leave the EPC.

END of CHANGE

------------------------------------------------------------------------------------

BEGIN of CHANGE

7.2.5
Key handling at state transitions to and away from EMM-
DEREGISTERED 

7.2.5.1
Transition to EMM-DEREGISTERED
There are different reasons for transition to the EMM-DEREGISTERED state. Key handling for each of these cases are given below. As these are NAS messages, they will be integrity protected when a security context exists between the UE and MME.

1.
Attach reject: All authentication data shall be removed from the UE and MME

2.
Detach:

a.
UE-initiated

i.
If the reason is switch off then all authentication data shall be removed from the UE and MME.
ii.
If the reason is not switch off then MME and UE shall keep all authentication data. 

b.
MME-initiated

i.
Explicit: authentication data shall be kept in the UE and MME if the detach type is re-attach

ii.
Implicit: authentication data shall be kept in the UE and MME

c.
HSS-initiated: If the message is "subscription withdrawn" then authentication data is removed from the UE and MME.

Editors Note: Handover to non-3GPP needs to be considered based on SA2 work.

3.
TAU reject: There are various reasons for TAU reject. The action to be taken shall be as given in TS 24.301 subclause 5.5.3.5.

END of CHANGE
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