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4
General aspects and assumptions

Editor's note: This chapter provides background, overview, benefits and some use cases and assumptions. 

4.1 
General security analysis

Editor's note: Possible threats and security requirements will be listed here.

4.1.1
Use cases

SA1 has performed a study in TR 22.868 where they have identified a number of use cases (cf. TR 22.868, clause 4.4 [2]) covering the most important user requirements and also outlined some areas where they think improvements are needed. 

Use Case a: In-Car Communications Equipment

The user acquires a car that is provided with an in-car combined Sat-Nav and mobile communications system, enabling use of voice, email services and Internet multimedia access (e.g., on-line map download). This was fitted, e.g. by the factory or by the dealer, without any knowledge of the new owner’s subscription to any networks. When the user first uses the equipment, he is instructed by the MMI of the mobile equipment to use an available network to register with his chosen home operator to obtain a subscription. This can be done using a temporary connection to the PLMN of his chosen HO or that of the VNO. Alternatively, connection to an available public or Enterprise WLAN enables the user to access to the registration website of the chosen HO in order to register for mobile network subscription or for a combined WLAN and mobile subscription. After registration, the required network access applications are downloaded to the in-car communications system. This includes a USIM for mobile network access and an ISIM for Internet multimedia services that involve an IMS. The user is informed of a successful registration.

Use Case b: Home Gateway and Personal Network

An ADSL subscriber acquires a home gateway for use on his home ADSL system. He has already registered separately for the ADSL connection to his home. The gateway incorporates Personal Network Management functionality to allow several personal devices to communicate securely with external IP networks including TISPAN NGNs. When the user plugs in the gateway, it communicates with the HO’s ADSL network which initiates an automatic registration procedure for the gateway. The operator downloads a USIM application to the gateway which enables it to connect securely to the HO’s IP network using EAP-AKA. The gateway also uses the USIM application to provide seed keys for establishing an IPSec Security Association with the network. An ISIM application is also downloaded to the gateway. This is used to provide secure IMS connectivity using a variety of IMS identities which are used by the home devices on the PN.

Use Case c: Personal Multi-Network Communications Device

The user acquires a personal communications device that allows mobile and WLAN connectivity. The device could be e.g. a camera or camcorder with wide area connectivity or e.g. a dual-network smartphone. When the user switches on the device for the first time, he is instructed by its MMI to use an available network to register with his chosen home operator to obtain a mobile or WLAN or combined subscription for the device. This can be done using a temporary connection to the mobile network of his chosen HO or that of the VNO. Alternatively, connection to an available public or Enterprise WLAN enables the user to access to the registration website(s) of the chosen operator(s). After registration, the required network access applications are downloaded to the in-car communications system. This could includes a USIM for mobile network access, an ISIM for Internet multimedia services that involve an IMS and possibly a further USIM for WLAN access (if the WLAN requires EAP-AKA). The user is informed of a successful registration.

4.1.2
Identified issues and Initial Considerations

The following issues can be identified from the Use Cases above, and a number of features are proposed that could be beneficial to study in order to solve the identified problems.

Issue 1: How to prevent theft of and tampering with subscription credentials 

NOTE: many of the issues below relate to attacks that may be perpetrated directly on a provisioned M2M equipment and attacks that may be perpetrated against the remote provisioning and management process.

Editor’s note:
It has to be revisited whether the M2M equipment refers to the wireless module or the module where the wireless module is attached to. 

This issue includes the following threats, whereby an attacker:

· copies the customer’s credentials to a different piece of M2M equipment with the intent of using it to make calls at the customer’s expense;

· copies the customer’s credentials to a different piece of M2M equipment with the intent of masquerading as the customer when enacting transactions, e.g. electronic payment, access to IT systems, etc.;

· modifies the credentials to those of another user, e.g. himself. This would typically be performed on a piece of stolen M2M equipment;

· performs an unauthorised migration of  the customer to another operator’s network by modifying the credentials to a set that would apply to that customer on the other operator’s network;

· adds a set of credentials that are not authorised by the customer or the home operator;

· An attacker maliciously renders the customer’s credentials unusable, e.g. in an attack over an IP channel to the equipment;

· Renders the credentials unusable due to exposure to environments that might normally be encountered by the M2M equipment, for example a magnetic or electrostatic field.

· Copies the credentials so as to be able to determine the derived ciphering and integrity keys used for traffic protection so as to be able to eavesdrop upon and/or tamper with communications between the M2M terminal and the network.

In Use Cases 1, 2, and 3 of [2], SA1 has identified the problem of how to ensure that the M2M equipment is tamper resistant despite e.g. the removability of the UICC. To solve this problem it would be beneficial if either of the following were implemented:

Option 1: if the UICC could be physically integrated into the M2M equipment in such a away as to make it infeasible to remove the UICC without rendering the UICC permanently unusable. The USIM application would then still run and be managed in a secured, non-removable execution environment which is tamper resistant.  

Option 2: if the USIM application could be integrated and embedded within the M2M equipment in a protected module (i.e. without a physical UICC). That protected module would thus provide for the USIM application  a secured execution and storage environment which is tamper resistant in the M2M equipment. Such an environment requires counter-measures against logical attacks on the USIM/ISIM application, similar to counter-measures that are currently provided by a physical UICC. 

Option 3: if the USIM application is implemented on a removable UICC, appropriate actions could be specified/taken according to the specific use case considered, to discourage/invalidate the UICC removal (i.e. making the UICC removal unproductive or even counterproductive for the attacker). Moreover, for some Use Cases the unauthorized removal of the UICC may also be prevented/discouraged by physical means (to be implemented on the M2M equipment). For M2M module a new removable UICC Form Factor could be specified to fulfil new requirements coming from the M2M market (e.g. high temperatures, long life duration, vibrations, etc..)

Editor’s note: It needs to be studied what is meant with secured environments. 

Editor’s note: Also other options are possible.

All options imply that even if someone is able to steal the M2M equipment, they won’t be able to tamper with or copy the subscription credentials from the M2M equipment. It would be beneficial to study all these options. 

Issue 2: How to initially provision a new M2M equipment with a new USIM application from an operator of customer choice

If we assume that the UICC is physically integrated into the M2M equipment in such a away as to make it infeasible to remove the UICC without rendering the UICC permanently unusable, as per option 1 above, there are the following subcases: 

a) The USIM application is provisioned to the UICC prior being physically integrated into the M2M equipment.  This implies that the customer of the M2M equipment needs to select his Home Operator upon ordering the M2M equipment to the supplier. The selection of HO by the customer of the M2M equipment is straightforward (no new provisioning processes required). 

b) The USIM application is provisioned to the UICC after being s physically integrated into the M2M equipment. This allows the customer of the M2M equipment to select his Home Operator while receiving the M2M equipment from the supplier. 

If we assume that the USIM application is integrated into the M2M equipment, as per option 2 above (i.e. not using a physical UICC), then new problems arise, such as: 

· how can the customer of the M2M equipment select his chosen home operator after the M2M equipment has been delivered from the supplier?

· how to remotely and securely provision  the M2M equipment with a new USIM/ISIM application of his chosen home operator;

· how the HO can ensure the trustworthiness of the M2M equipment

To solve these issues it would be very beneficial if it was possible to: 

· select the home operator of the customer’s choice

· obtain a secure IP connection to a network for the purpose of registration and provisioning

· register on-line with the chosen home operator for obtaining a subscription to that operator’s networks. This includes the possibility of linking the new equipment to an existing subscription.

· verify credentials for the M2M equipment's trustworthiness as a receptor of such provisioning service before the HO allows provisioning of  the M2M equipment to take place. The components to be verified for authenticity and/or integrity should include the secure module and the M2M equipment ("the platform"). Optionally the HO may choose to verify only the platform. Exactly when and under what circumstances such verification should take place is FFS

· initially download a USIM/ISIM application of the customer choice into a new M2M equipment, over a secured channel; and

· if this phase of initial download of a USIM/ISIM application, could take place after the M2M equipment has been delivered by the supplier to the customer; and

· if the customer could deploy a large set of M2M equipments and associate them with one certain home operator. This could require batch registration and provisioning.

· operate a secure process for on-line provisioning and management that provides at least authentication of origin, confidentiality, data integrity and anti-replay protection.

If we assume that the USIM application is implemented on a removable UICC, as per option 3 above, the selection of home operator by the customer of the M2M equipment is implicit in the UICC chosen.  This case is straightforward in the sense that it does not imply new processes, logistics and distribution to the chosen Operator. Hence it does not imply additional costs, nor new provisioning processes, for the chosen HO. However, the process of choosing the home operator may have additional impacts. Editor's Note: Additional costs and processes of choosing the home operator are FFS.

Editor's Note: The issue of choosing the operator may be a separate issue which seems valid for all the options.

Issue 3: How to change subscription to a different operator

Use Case 3  of [TR22.868] also describes the problem of when the M2M equipment-customer needs to change the subscription due to change of power supplier, who happens to have a contract with a different mobile operator.  

For this specific issue, the following sub-cases need to be considered: 

a) Authorized change of subscription.  A subcase for this is authorization for the change of the removable physical UICC  

b) Unauthorized (i.e. fraudulent) change of subscription. 

Editor’s note: the relevance of Sub-case b) is FFS. It could make sense in case of subsidising of M2M equipments (a customer might try to change operator in contravention of the contract with the current operator, e.g. if the equipment cost has been subsidised by the current operator in exchange for the customer staying with that operator for a contracted period of time). However equipment subsidising may not be a realistic practice for M2M when there is no direct commercial relationship between the Operator and the consumer.

The usage of a removable UICC in the M2M equipment is conceptually straightforward to enable change of subscription. However, there may be issues with arranging the physical removal.  

NOTE: With reference to the specific Use Case 3  of [2], the costs of replacing the UICCs to the M2M equipments are at the expense of the “new comer” power supplier that is willing to make business with new mobile operator. Also, how to physically prevent, in an adequate and effective way, the unauthorized UICC removal from the M2M equipment cannot be considered within the scope of 3GPP (this is at the expense of the power supplier that is providing service to the M2M equipments).

Identified issues and initial considerations: 

· another operator might try to migrate the current operator’s customers, with or without the consent of the customers but without the consent of the current operator;

4.1.3
GSMA concerns and recommendations

GSMA MNOs provided their concerns and recommendations related to “SIM usage in M2M application” in LS from GSMA ScaG sent to TSG SA and TSG WGs SA1, SA3 and CT6; confer S3-081005.

The GSMA MNOs concerns and recommendations are the following ones (Extract of LS S3-081005):
· GSMA MNOs, represented by ScaG, aim to consider not only technical topics, but also end-to-end business processes and requirements. Furthermore, one of the major concerns of MNOs is the potential weakening of the well-established and trusted SIM-based GSM/3G security architecture. Extended OTA (any kind and via any bearer of over the air data download to the USIM) capability to facilitate download of new subscriber keys and possibly authentication algorithms represents such a potential weakening of security.

· While until now, only the smartcard based SIM, which is well accepted by users and appropriate to fulfil the regulators’ directives for the consumer market, is standardised, there is a demand by the M2M market for a new Form Factor, as currently discussed at ETSI SCP. According to the information available today, ScaG is confident the new form factor to be standardised by ETSI SCP will meet the M2M market demand without requiring subscription download. 

· For MNOs, it is of utmost importance that any new security relevant functionality or process must maintain the current GSM/3G security level, not only with respect to the technology, but also with respect to the end-to-end business processes. For example, a potential need to expose subscriber authentication keys (Kis) and/or authentication algorithms to any 3rd party, would have severe consequences for the GSM/3G industry, e.g. not allowing MNOs to fulfil their obligations towards regulatory and other governmental authorities to guarantee secure authentication and billing.
· Any new security relevant functionality or process must not harm the overall GSM or/and 3G security concept, by e.g. requiring functionalities which are not compliant with the entire security architecture and design of GSM and 3G.
4.1.4
Assumptions

Editor’s note: This section needs to be revisited when the issues in section 4.1.2 have been resolved.

4.1.4.1
General
From the analysis above the following assumptions can be derived: 

· It should be possible to prevent theft of the subscription. The following options could be considered:

· The physical UICC is integrated with the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment); and

· The USIM/ISIM application is embedded within the M2M equipment (without a UICC),  which:

· provides a secure execution environment, 

· -provides a secure storage environment that protects secrets

· prevents the loading of unauthorised software on the M2M equipment (“secure boot”)

· has some degree of physical protection  against attack

· is tamper resistant.

Editor's Note: It has to be further studied whether this requirement can be relaxed.

· may provide a means of detection and reporting (to a TBD network entity) of evidence of tampering on the USIM/ISIM functionality  or the secure environment (SE) within the M2M equipment that provides such functionality

· meets relevant requirements from [OMTP TR0], [GSMA/EICTA 
Principles concerning handset theft] and other relevant industry standards on prevention against attack.

· Physically removable UICC

· It should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable USIM application.
· It should be possible to securely initially provision a new USIM application to the M2M equipment

Editor’s note: What part of the USIM application that is downloaded is FFS.

· It should be possible to securely change the subscription in the M2M equipment remotely.

4.1.4.2
Security Assurance for USIM application integrated into M2M terminal

Traditionally USIM applications have been required to be instantiated within a removable UICC.  Operators buy and own the UICCs of their subscribers and can therefore impose their own requirements on their UICC suppliers.  Apart from the occasional security failing (e.g. the weak COMP-128 algorithm) this model has served operators well and it is to be expected that there will be some concern at the suggestion that the USIM application could be integrated into the M2M equipment itself (an M2M equipment that will not be owned by the operator) instead of in a UICC.  One of the major concerns that operators have with the USIM application being integrated into the M2M terminal (with “an integrated USIM”) is that the integrated USIM will not be as robust as a USIM within a UICC.  Operators also have concerns for reasons other than security and these reasons must also be taken into account.

This sub-section examines methods whereby operators could be given assurances that integrated USIMs are indeed sufficiently robust.

The methods by which operators are given assurance about the robustness of their UICCs is first examined.  The following points can be made:

1. Security assurances are gained because the operator chooses their UICC supplier and can therefore choose a supplier that meets the operator’s security requirements.  Since operator revenues will suffer if the UICC security is broken, the operator has an incentive to choose a reputable and competent supplier.

2. If the supplier turns out not to be reputable and competent, the operator can move, with a certain delay, to an alternative supplier.

3. Further, the operator may choose to have a very small number of UICC suppliers and can therefore spend a reasonable amount of time auditing each supplier, or alternatively requiring the supplier to get themselves audited against an agreed standard, such as the GSMA Smartcard Supplier Accreditation System.

4. Finally, UICC suppliers generally release new products at a lower rate than terminal suppliers and have a smaller range of platforms on which UICCs are built than most terminal suppliers.  There is therefore a relatively small range of UICCs and UICC platforms and again this gives the operator the chance to spend some time examining each candidate 
5. Further, the UICC is a system with relatively limited complexity when compared with MEs. Therefore, it can be assessed for security and robustness with less effort than that which would be required for an M2ME. Even though UICCs are growing more complex, they are likely to remain less complex than an ME).
There seem to be two forces at work here:

a Market forces, in that operators have an incentive to choose good UICC suppliers or their revenues will suffer, and that operators can reasonably easily change bad UICC suppliers, and UICC suppliers therefore have an incentive to produce robust UICCs or they will not be chosen by operators

b The opportunity for due diligence (because of the relatively small number of UICC platforms) and audit, which operators may choose to carry out themselves (because of the relatively small number of UICC suppliers), or require their suppliers to get themselves audited to

It might be thought that these two methods do not give operators assurance if the USIM application is integrated into the terminal, for the following reasons:

· The operator does not own the M2M terminal and cannot therefore impose their own security requirements on the M2M terminal supplier

· As the operator does not own the M2M terminal, operator market forces cannot be used to safeguard standards of security

· There are more terminal suppliers than smartcard suppliers, and terminal suppliers typically have more frequent update of products and platforms that smartcard supplies do.  There is therefore too large a range for the operator, or any entity, to carry out sufficient due diligence on the terminal suppliers or their products and platforms.

However, the following points can be made in response:

6. Although the operator may not be the final owner of an M2M terminal with an integrated USIM, the operator may choose to use their expertise in terminal sourcing on behalf of final owners and so be a distributor of such terminals, i.e. buy these terminals themselves and then sell onto the final owners in the same way that many operators today are distributors of consumer terminals.  Operator market forces can in this way be brought to bear on the M2M terminal market.
a However, it should be noted that the UICC is primarily a security device, and security can be a very significant factor in purchasing decisions.  The M2M terminal is not primarily a security device and security cannot therefore be such a significant factor.

b Further, operators will not be the only purchasers of M2M terminals.  There may be some very significant non-operator purchasers of M2M terminals such as those within the automotive industry.  Operator market forces may not in reality be that significant.

c Finally, its clear that the operator is no longer in sole control of the security of their USIM applications via direct relationship with their UICC providers, and that the operator is now dependent on other entities, including other operators, equipment suppliers and possibly certification agencies.

7. Although the operator may not be the owner of the entire M2M terminal, it may become a sole ‘owner’ of certain functionality (an “operator compartment”) – such as one that manages and performs integrated USIM functionality - of the M2M terminal, by use of available technologies (e.g. the trusted mobile platform technology from TCG [see e.g. the Mobile Reference Architecture and Mobile Trusted Module specifications at https://www.trustedcomputinggroup.org/specs/mobilephone/ and the Global Platform Device Application Security Management, at http://www.globalplatform.org/specificationsdevice.asp). The operator who has ownership of the integrated USIM functionality can exclude interfering actions on it by any other stakeholder of the M2M terminal. 

a However, the feasibility of operator controlled M2ME functionality is yet be studied or proven if the M2ME has to support multiple operator compartments or if transfer of control of an operator compartment from one operator to another is required.

8. There are technologies (such as those described within TCG specifications) available that enable the operator to audit the trustworthiness (e.g. authenticity and integrity) of software responsible for all or selected functionality (such as the application and USIM security functionality) in a remotely located terminal during the time of its deployment. Use of such technologies can increase the operational trustworthiness of the M2M terminal.

9. Although the present number of consumer terminal suppliers is more than the number of smartcard suppliers, M2M terminals may be a niche market with fewer suppliers.

10. Further, although the number of consumer terminal suppliers is relatively large, the number of terminal hardware suppliers is actually quite small, and this is also likely to be the case for M2M terminals.  If the architecture of M2M terminals with integrated USIMs is designed so that the security of the integrated USIM application mainly or totally depends on certain isolated portions of the terminal hardware, e.g. a hardware-embodied Trusted Environment (TrE) within such terminals, then this further reduces the number of entities that an operator or other relying party needs to conduct very detailed due diligence upon (though the requirement to still audit the final terminal supplier is admitted),

11. Requirements for terminal supplier audit can be used (as they often are on smartcard suppliers) as can requirements on the robustness of the terminal implementation, in the following way:

a The M2M terminal, and especially the TrE within such a terminal, can be required to authenticate itself (as Alternative 4) requires), e.g. by means of a public key certificate.  There could be a central body overseeing issuance of such certificates (though not perhaps issuing them itself) and imposing requirements on terminal suppliers or the suppliers of TrEs, if the TrE is a physically discrete component.

b Operators or other USIM-issuing entities could be required to refuse to issue USIM applications into terminals that do not have a certificate from the PKI of this overseeing central body.

c The requirements imposed by the central body could include the terminal supplier  (and TrE supplier, if applicable) having successfully passed an audit on their processes.

d These requirements could also include security requirements on the robustness of the terminal implementation that the terminal supplier self-certifies to (“robustness rules”).  If it is found that M2M terminals from a supplier do not in fact meet the security requirements, then measures could be imposed on the terminal supplier in order to ensure corrections are made as soon as possible.

e However, it's not clear which entity would take on this central role nor what the infrastructure requirements would be.  The cost of running this infrastructure may result in the overall cost of the integrated M2M-USIM option being greater than the cost of using UICCs.  There may be difficult legal issues.

By these means it seems that the power of market forces and of audit and due diligence, the chief means by which security standards are upheld for smartcard suppliers, can also be used with respect to suppliers of M2M terminals.
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