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1. Introduction

3GPP work on M2M should meet MNO operators’ needs and requests for M2M market. 

2. GSMA view on SIM usage in M2M application 

GSMA MNOs provided their concerns and recommendations related to “SIM usage in M2M application” in LS from GSMA ScaG sent to TSG SA and TSG WGs SA1, SA3 and CT6; confer S3-081005. 

This LS highlights the following concerns and recommendations:

· GSMA MNOs, represented by ScaG, aim to consider not only technical topics, but also end-to-end business processes and requirements. Furthermore, one of the major concerns of MNOs is the potential weakening of the well-established and trusted SIM-based GSM/3G security architecture. Extended OTA (any kind and via any bearer of over the air data download to the USIM) capability to facilitate download of new subscriber keys and possibly authentication algorithms represents such a potential weakening of security.

· While until now, only the smartcard based SIM, which is well accepted by users and appropriate to fulfil the regulators’ directives for the consumer market, is standardised, there is a demand by the M2M market for a new Form Factor, as currently discussed at ETSI SCP. According to the information available today, ScaG is confident the new form factor to be standardised by ETSI SCP will meet the M2M market demand without requiring subscription download. 

· For MNOs, it is of utmost importance that any new security relevant functionality or process must maintain the current GSM/3G security level, not only with respect to the technology, but also with respect to the end-to-end business processes. For example, a potential need to expose subscriber authentication keys (Kis) and/or authentication algorithms to any 3rd party, would have severe consequences for the GSM/3G industry, e.g. not allowing MNOs to fulfil their obligations towards regulatory and other governmental authorities to guarantee secure authentication and billing.

· Any new security relevant functionality or process must not harm the overall GSM or/and 3G security concept, by e.g. requiring functionalities which are not compliant with the entire security architecture and design of GSM and 3G.

3. Adequacy of TR 33.812 to GSMA view  

TR 33.812 is supposed to propose architectures fulfilling MNOs needs and requests. The concerns and recommendations provided by GSMA MNOs operators should be added in the TR since they have to be taken into consideration to define appropriate 3GPP solutions for M2M market. 

Those concerns and recommendations could be included in section 4.1 “General security analysis” which lists possible threats and security requirements.  

4. Proposal  

We kindly ask SA3 to agree to add in TR 33.812 the security concerns and recommendations provided by GSMA MNOs, and approve companion pseudo-CR. 
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