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================== START OF CHANGE 1 ==================
7.4
RRC security mechanisms

7.4.1
RRC integrity mechanisms

RRC integrity protection is provided by the PDCP layer between UE and eNB.

The input parameters to the 128-bit EIA algorithms as described in Annex B are an 128-bit integrity key KRRCint as KEY,, an 8-bit bearer identity BEARER corresponding to the signalling bearer identity, the 1-bit direction of transmission DIRECTION and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4.2
RRC confidentiality mechanisms

RRC confidentiality protection is provided by the PDCP layer between UE and eNB.

The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher Key KRRCenc as KEY, an 8-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

NOTE:
Since the BEARER identities for Signalling Radio Bearers (SRBs) that are used for RRC messages are different from the BEARER identities used for radio bearers used to carry user plane data there will not be collisions between the input parameters.

7.4.3
Short-MAC-I calculation for the RRC connection Re-establishment request

In order to calculate the short-MAC-I the negotiated EIA-algorithm from the AS Security context shall be used with following inputs: 

- MESSAGE = source PCI || source C-RNTI || target cell id,

where source is cell the UE has a active RRC connection with and target is the cell where the RRC connection Re-establishment is sent to. PCI is defined in TS 36.211 [x], C-RNTI in TS 36.331 [y] and Cell-ID in TS 36.401 [z].
- KEY shall be set to KRRCint of the source cell;
- all BEARER bits shall be set to all 1;
- DIRECTION bit shall be set to 1;
- all COUNT bits shall be set to 1.

The short MAC-I shall be the 16 least significant bits of the output of the used EIA-algorithm.

================== END OF CHANGE 1 ====================
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