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1. Introduction 

In SA3#52 meeting S3-080713 “The key derivation function negotiation between UE and HSS (Huawei)” pointed out:

However, it is possible that HSS, eNB and MME have a different security capability and support a different key derivation function (KDF). So, the key derivation function between UE and HSS, UE and eNB, UE and MME should be negotiated respectively. The key derivation function negotiation procedure between UE and MME, UE and eNB can be same as the NAS and AS algorithm negotiation procedure, i.e. UE notifies its supported KDF to MME and eNB, then MME and eNB select one KDF and indicate the KDF to UE in NAS SMC and AS SMC message. How negotiate the KDF between UE and HSS? 

And there were 2 solutions on KDF negotiation in S3-080713.
In this paper we analyze the technical impact to EPS when KDF negotiation would be included, but also look at the risk for EPS of a KDF compromise. The conclusion of our analysis is that the cost of the introduction of a secure KDF negotiation between HSS and the UE is in any case too big compared to the risk it protects against. The situation between the UE and the MME & eNB is similar from a viewpoint of risk, but the cost of introduction will be less than for the KDF negotiation between the UE and the HSS. As explained further in the analysis, we did not find enough reason to require KDF negotiation between the UE and the MME & eNB and hence propose to remove any requirement for KDF negotiation in Rel-8. S3-080986 contains the CR requesting the removal of KDF negotiation from Rel-8.
2. Discussion 

2.1 Overview of KDF usage in E-UTRAN

KDF’s are specified in TS 33.401 to support key derivations in HSS, MME and eNB.

KASME is derived from CK, IK and SN ID in HSS. The keys derived from KASME in MME include NAS keys, KeNB and NH for eNB, and NAS-token for IDLE mode change to SGSN. During intersystem Handover keys are derived from and to KASME (mapping of security context) in MME. UP, RRC keys and key chaining during Handover are derived in eNB.

There are three types of KDF usages:

· Derivation of intermediate keys (e.g. KeNB)

· Derivation of keys used with a specific algorithm (e.g. Kupenc with EEA1)

· Derivation of one-time values like NAS-TOKEN.

The use of KDFs is there on one node extra (HSS) than E-UTRAN air interface Algorithm (eNB, MME). KDF usage is possibly performed in other functions of the node than the ciphering/integrity engines on HW. But when a KDF is realized outside these engines, the addition of a new KDF may be easier performed by software upgrades.

2.2 Attacks on KDFs

There 2 types of attacks on hash functions and effects on KDFs according to [1].
· Attacks against the "one-way" property: A "first-preimage attack" allows an attacker who knows a desired hash value to find a message that results in that value in fewer than 2^L attempts. A "second-preimage attack" allows an attacker who has a desired message M1 to find another message M2 that has the same hash value in fewer than 2^L attempts.

· Attacks against the "collision-free" property: Attacks against that have to show that two messages M1 and M2 can be found to have the same value in fewer than 2 exp (L/2) where L is the hash length.

Hash attacks concentrate mostly on collision free property attacks (e.g. MD5 and SHA-1). Most protocols that use hash algorithms do so in a way that makes them immune to harm from collision attacks. However, the KDFs used for EPS only require the one-way property. Attacks finding collisions as such pose no risk to the use of KDFs in EPS. So, the recent attacks on MD5 and SHA-1, even if they were extensible to SHA-256, which is used in EPS, would not constitute a breach of security of EPS. 

In most of the cases where the KDF is used in E-UTRAN, both input and output values are secret to outsiders if we restrict the attacks to real outsiders i.e. the air interface attacker. For the KASME derivation one could consider the MME as the outsider too. And for KeNB derivation in the MME, one could consider the eNB as the outsider.

Considering the 3 types of KDF usage's in derivation of intermediate keys, derivation of keys used with a specific algorithm and derivation of one-time values, and considering further that the likelihood of a compromise of an MME has to be assumed to be much lower that that of a compromise of an eNB, the risk of finding CK, IK through a broken KDF used to derive K_ASME is reduced as a compromised eNB would have to successfully invert the KDF twice. Furthermore, EPS would be compromised only if big weaknesses with the KDFs are found i.e. a compromised eNB being able to reverse engineer in a practical way the input (KDF), the KASME could be reverse engineered by an eNB from KeNB, or the CK or IK could be found back by an MME from the KASME. But such way of going back from an arbitrary output to the input value of a hash algorithm would require a disastrous break of that algorithm, which is considered very unlikely.

2.3 KDF negotiation between UE and eNB & MME can be implicit.

Currently we have only one KDF specified in EPS (For MME, UE, eNB, HSS), an explicit negotiation mechanism does not add anything now. The very minor advantage of a KDF negotiation feature (future proofing the LTE for 20 to 30 years) has to be balanced with the additional impacts and complexity it creates to the system. 

The most straightforward realization of explicit KDF negotiation is to include KDF-ids in the UE security capabilities and negotiate them also with the ciphering and integrity protection algorithms for E-UTRAN in the same as the algorithm selection. In this case there are impacts e.g. for indication of selected KDF and configuration of KDF list at eNB. But as we currently have only one single KDF and that a disastrous compromise is very unlikely the effort can be avoided in Rel-8

BUT the negotiation could be implicit (no impacts) too, i.e. with EEA1 and EEA2 always HMAC-SHA-256 would be used. On introduction of a new air inter face algorithm e.g. EEA3 a new implicit KDF could be added or not. This would be based on the assumption that a KDF lifetime is longer than the algorithm lifetime, and the fact that MME's and KeNB have to be prepared for such an upgrade anyhow.

2.4 Impacts and solutions of KDF negotiation between the UE and the HSS

In SA3#52 there were 2 solutions on KDF negotiation in S3-080713 “The key derivation function negotiation between UE and HSS (Huawei)”.

First of all, we need to clarify the attack scenario: 

· if the MME could be assumed to be not compromised then hop-by-hop integrity protection between UE and MME and between MME and HSS of the negotiation of the KDF used between UE and HSS would be sufficient. But then KASME would not be disclosed from the MME, and CK, IK could not be re-engineered from KASME even if the KDF was weak, as KASME was not known to the attacker. But a change to the MAP or DIAMETER protocol between MME and HSS would be required, which is undesirable. 

· If the possibility of a compromise of the MME had to be assumed then end-to-end integrity protection between UE and HSS of the KDF negotiation would be needed. The two solutions in S3-080713 seem to be focused on this case. 

Solution 1 proposed to have KDF selection integrated in authentication signalling. The selected KDF-ID is inserted in the AV-response Signalling. For the AuthInfoRequest Signalling, UE KDF capabilities needs to be sent towards the HSS.   

A change to the MAP or DIAMETER protocol between MME and HSS would be required, which is undesirable. In order to prevent bidding down (e.g. from the serving PLMN) on the HSS and UE KDF capabilities the HSS would need to integrity protect the HSS capabilities and the received KDF UE capabilities in the AV–response. For this purpose, an integrity algorithm shared between UE and HSS would be required. But there are problems with this approach: How can we ensure that this integrity algorithm is safe from being compromised in the future? Would we need to negotiate this integrity algorithm used for KDF negotiation protection as well? How would this negotiation be protected? Please note that breaking this integrity algorithm could be done offline as a compromised MME/attacker is able to pre-fetch EPS-AVs. 

Solution 2 proposed to use AMF bit to indicate selected HSS-KDF, which would be transparent for the AV-response Signalling, but not for the AuthInfoRequest Signalling because the UE KDF capabilities needs to be sent towards the HSS. The proposal creates similar requirements on Pre-Rel-8 HLRs as the SN-ID binding. Furthermore it will eat up more AMF bits if the number of KDFs increases. Sending KDF capabilities in the AV-Req could be omitted after initial negotiation but this creates a state with the selected KDF in the HSS after initial user registration.

Finally, the HSS’s choice may depend on the UE capabilities. So, in order to prevent bidding down (e.g. from the serving PLMN) on the UE KDF capabilities the HSS would need to integrity protect the received KDF UE capabilities in the AV–response. This eats up again AMF-bits or requires extra parameters during authentication, leading to problems similar to those for solution 1. At any rate, the UE capabilities would have to be sent to the HSS, so a change to the MAP or DIAMETER protocol between MME and HSS would be required, which is undesirable.
So this solution can achieve bidding down protection but at a high cost only.  
3. Conclusion and Proposal 

There are not many good candidates of KDFs or hash functions today, apart from keyed SHA-256. It is not very useful to have the possibility to negotiate KDFs when there is only one KDF available.

The conclusion of the analysis is that the cost of the introduction of a secure KDF negotiation between HSS and the UE is in any case too big compared to the risk it protects against. The situation between the UE and the MME & eNB is similar from a viewpoint of risk, but the cost of introduction will be less than for the KDF negotiation between the UE and the HSS. We did not find enough reason to require KDF negotiation between the UE and any network node, and presented a way to have an implicit KDF selection i.e. a KDF associated to an air interface algorithm. Hence we propose to remove any requirement for KDF negotiation in Rel-8. S3-080986 contains the CR requesting the removal of KDF negotiation from Rel-8.
We also propose to add the above analysis and the conclusion as a new section 7.6.6 in TR 33.821.  
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