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Abstract of the contribution:

This contribution presents backhaul traffic encryption to be used between the H(e)NB and the Security Gateway (SeGW) to be included in appropriate section of chapter 7, Security Solutions. 

Introduction

The security mechanisms between H(e)NB and SeGW is provided at the IP-level, IPsec in ESP tunnel mode.  It protects all management, signalling, and bearer traffic flows between the H(e)NB and the SeGW from unauthorized use, data manipulation and eavesdropping; i.e., authentication, encryption and data integrity mechanisms are supported.  The protocol for key establishment is IKEv2. 

These mechanisms build on those already documented in 3GPP TS33.234 and TS33.210.

*********************************BEGIN OF CHANGES*************************************

7. 
Security solutions

Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5. 

…… (SKIPPED)……
7.x
Backhaul Traffic Protection for H(e)NB
All signalling, bearer, and management plane traffic over the interface between H(e)NB and SeGW should be sent through an IPsec ESP tunnel (with NAT-T UDP encapsulation as necessary) that is established as a result of the authentication procedure. Encryption should use the negotiated cryptographic algorithm, based on core network policy, enforced by the SeGW.  This policy should conform to one of the ciphering profiles described in 3GPP TS 33.234 and 33.210; any other profile should only be used after a careful security analysis.
The H(e)NB and SeGW set up Secure Association (SA) pair through which all traffic is sent.  A single negotiated ciphering algorithm is applied to the connection.

7.x.1 Establishment of a Secure Tunnel

The H(e)NB should set up at least one IPsec tunnel, i.e. a pair of unidirectional SAs between H(e)NB and SeGW.  The H(e)NB should initiate the creation of the SA i.e. it should act as initiator in the Traffic Selector negotiation.  Upon successful authentication, the SeGW allocates IP address to the H(e)NB.
The H(e)NB and SeGW should use the IKEv2 mechanisms for detection of NAT, UDP encapsulation for NAT Traversal, H(e)NB initiated NAT keep-alive, IKE and IPsec SA rekeying, and Dead Peer Detection (DPD).

The ciphering mode is negotiated during connection establishment.  During setup of the tunnel, the H(e)NB includes a list of supported encryption algorithms as part of the IKE signalling, which include the mandatory and supported optional algorithms defined in the IPsec profile.  The SeGW selects one of the crypto suites specified in 3GPP TS 33.234, and signals this to the H(e)NB.
7.x.2 Supporting QoS

The support of QoS between the H(e)NB and the SeGW via DSCP marking of a single SA pair or multiple Child SAs is FFS. 

Note: SA1 requirement for QoS is TBD.

*********************************END OF CHANGES*************************************
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