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The above contributors propose a definition of the Hosting Party Module.
7.2
Common security mechanisms for H(e)NB
Editor’s Note: This section lists possible solutions to threats listed in chapter 5.1.
This section describes mechanisms to be used for the authentication principles as described in section 7.1.

Editor’s Note: The term AKA credential used below may undergo revision by SA3 if seen as necessary.
Editor’s Note: It is ffs if a position how to implement the storage of the credentials in the device is needed here.
**start of changes**

7.2.1 Hosting Party Module

The (optional) Hosting Party authentication is based on a Hosting Party Module. The Hosting Party Module (HPM) is a physical entity distinct from the H(e)NB physical equipment, dedicated to the identification and authentication of the Hosting Party towards the MNO. Since HPM contains the credentials used to authenticate the Hosting Party, it shall be a tamper resistant environment. The HPM is bound to the Hosting Party and provided by the MNO to the Hosting Party. HPM is removable from the H(e)NB and, in particular, it should be possible for a Hosting Party to change the H(e)NB device without changing the HPM. 

Note: MNO can prevent unauthorized change of H(e)NB based on the (mandatory) Device Authentication

Note: HPM allows an optional customization of the H(e)NB based on Hosting Party identity, without impacts on the manufacturers.
**end of changes**

