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The GSMA Femtocell Group (FCG) as a part of the GSMA Femtocell Project has produced a whitepaper on the security issues to be considered by operators when deploying femtocells. The document has been reviewed by the GSMA security group comprising operator security experts and has recently been sent to the GSMA fraud forum for review. The FCG would appreciate SA3 review of the recommendations in the document.

Recommendation 1: Operator Control of FAP

The OAM system would be capable of shutting down or preventing initialisation of a FAP provided by an operator where it can be established that the FAP is operating in a country where it is not licensed or on a frequency not licensed to the MNO that initially provided the femtocell). This requires a live connection to the OAM management system at element power-up and regular location verifications.
	Technique
	Granularity Achieved

	AGPS
	Accurate to <100m 

	Macronetwork sniffing
	Accurate to <300m (Urban)

	DSL Port/ IP Address
	Subject to RIR but can be regional/Country Specific

	Customer Provided Installation address
	Exact address mapping

	
	


Table 1: Method of fixing FAP location vs location accuracy

Correlation of location against other factors e.g. IP address assignment should be considered where practicable.

If an operator could not establish country location, the FAP would not be able to initialise.

Recommendation 2:  Physical Location and Protection of FAP

Operator OAM should be used to defend against unauthorised access to femtocell access point this may include tamper notification, automatic CPE ‘soft’ failure and notification if components or key parameters such as transmit power are modified.

FAP should also be provided with a visual indication of physical attempt at tampering for both protection and warranty purposes.

Femtocell access point should be physically and logically hardened e.g. OS hardening, no open ports, measures to avoid exposing sensitive data to system buses and memory devices, tamper resistance, tamper detection, trusted computing platform, etc.

Boot up software for access point should be protected by cryptographic means such as using a TPM. (Trusted platform module) 

All software updates configuration changes to access point should be cryptographically signed.

The industry could agree on guidelines for femtocell access point security that are similar to those defined by GSMA and OMTP for mobile handset security in e.g:

GSMA/EICTA "Security Principles Related to Handset Theft" 3.0.0, or

OMTP Trusted Environment TR0

OMTP Advanced Trusted Environment TR1  

(http://www.omtp.org/pdf/recommendation_papers/OMTP_Trusted_Environment_OMTP_TR0_v1.1.pdf)

Recommendation 3: Femtocell Management

Femtocell access points should provide mechanisms for operators to remotely patch them.

Recommendation 4: Authorisation and Authentication

The FAP device must provide a minimum security level that will be provided at different levels of expense and complexity depending on the selected option, i.e. with or without UICC.

{FFS} It is considered appropriate that FCG will provide these proposals and will submit them in the future to 3GPP, where both UICC and non-UICC based approaches are currently being evaluated. SG will assist FCG in formulating a suitable LS.

In all cases any FAP must be authorised by OAM prior to bringing it into service and should be configured remotely using OAM capabilities.  

Recommendation 5: Algorithm Licensing

Permission to use the algorithms can be obtained by femtocell vendors applying to GSMA or ETSI for copies of the relevant algorithm specifications i.e. for UMTS UEA1 and UEA2. Fees of between €2,000 and €4,000 are payable in return for the right to implement the algorithms and femtocell suppliers are requested to ensure they are fully compliant with these IPR requirements by paying the necessary fees and obtaining the necessary authorisation to use the algorithms. 

It is recommended that GSM/Milenage is use to realize A3/A8, only algorithms producing a full 64 bit Kc should be used, COMP128 should under no circumstance by used

GSM Femtocell access point only 64 bit crypto is included in the femtocell for over-the-air protection. IPsec etc for tunnelling over broadband/DSL would be at least 128 bit.

UMTS Femtocell access point : Unless the equipment contains RNC functionality there will be no UMTS crypto in the FAP. IPsec etc for tunnelling would be at least 128 bit.

Recommendation 6: Export Control of Femtocell Access Point

It is agreed that responsibility for ensuring full compliance with appropriate regulations is the responsibility of individual femtocell equipment suppliers and other than highlighting the need for export control compliance no further action is necessary on this aspect. 

Recommendation 7: Lawful Intercept

The accuracy of location data for the purposes of lawful interception, and emergency calls, must satisfy local regulatory requirements. The use of a reliable and tamper proof GPS function within the femtocell access point should be considered.  

Recommendation 8: Anti-Fraud protection

FCG To continue liaison with the femtocell access point suppliers to ensure their deployments will not result in any existing MNO network security protocols being negatively impacted.

Secure the interface between femtocell access point and network and provide physical and logical security of the FAPs sensitive data to ensure it never leaves the protected domain within the femtocell access point. 

Use only TMSIs over the air.

The FCG have in addition submitted these requirements to the fraud forum for their review. 

Recommendation 9: Network and Backhaul Security
Femtocell access point traffic should be secured using IPSEC VPN over xDSL backhaul (however, it is noted other candidate security solutions exist including SRTP)

Femtocell access points shall support the ability to secure traffic over the backhaul cryptographically (e.g. using IPsec). The security solution should efficiently handle multiple simultaneous calls over the backhaul. The most significant threat exists on the last metres to the FAP, which are usually based on Ethernet and the further backhaul on the WAN is of secondary importance.

Protection of Control Plane and Management Plane are likely to be required by regulations pertaining in most countries. The same could be true for the User Plane but, even in countries where User Plane privacy is not required, the risk of eavesdropping locally on the last metres must be carefully assessed by the operator.

Additional requirements include the following:

· FAP shall be resistant to malicious traffic injected into the backhaul network

· Operators’ Network Elements and OAM systems inter-working with the FAP shall be protected against malicious traffic injected into the backhaul network

· Operator’s Network Elements and OAM systems inter-working used to download and manage Femtocell access point software must be secured and maintained under strong security management.

· The FAP performs 3G and IPSec encryption and decryption and there is a place where data is unprotected. Unprotected data must not be accessible inside the FAP for physical reading.

Recommendation 10: Femtocell Access Point Security/Authentication
Protection should be required against non authorised FAPs being connected to the core network.

The use of stolen and unapproved FAP should be addressed by device authentication described in recommendation 4 Note: If Femtocell access points are equipped with UICC/SIM, as soon as the UICC and the FAP are paired, a stolen FAP will be detected in the same manner that stolen USIMs are currently detected by networks.

 .

Actions

GSMA Femtocell Group during whitepaper development has liaised with operator security experts in GSMA SG however FCG kindly ask SA3 to review these requirements and provide comments. FCG would also appreciate an update on the threats analysis work being carried out by 3GPP on this subject.
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