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Abstract of the contribution:
This contribution propose some content for section  “7.7 Comparison security of H(e)NB Location Certification Methods” of H(e)NB security TR, namely some location locking mechanism.
1 Introduction

As agreed in H(e)NB security TR, H(e)NB location can be provided by different means, by different parties. 
A single means can not satisfy all requirements. We try to analysis some different conditions and introduce different method to perform the location certification.
2 Proposed pseudo CR: 
***********start of changes*******************************************************
7.7 Comparison security of H(e)NB Location Certification Methods
H(e)NB location can be provided by different means, by different parties. SA2 gave methods to get the location of a H(e)NB. RAN3 gave [4] discussion to H(e)NBs location certification. This contribution give two types of location certification for H(e)NB: using the location information on neighbouring cells to substitute location certification of H(e)NB and using the H(e)NB itself location information. Discussion and decision the security principle of H(e)NB location certification methods is needed. 
	Types of location certification for H(e)NB
	Basic requests of security
	List of methods
	Security analyses

	Localization of H(e)NB based on neighbouring cells reporting
	The neighbouring cells reporting should be trusted.

The report should be fresh.
	From the surrounding macro-cells which can  detect H(e)NB
	A rogue H(e)NB can move in the macro-cells location.

	
	
	From end-users which using H(e)NB 
	A rogue H(e)NB can replay a previous data. The end-user shall be of trust for this method to be secure enough.

	Localization of H(e)NB by itself
	The location information from H(e)NB must be sincerity, Real-time and cannot replay.
	From fixed access line end point (DSLAM)
	This method requires collaboration between the mobile operator and the fixed-access line operator, which are not necessary the same entity. The good side is that the collected information may be trusted.

However, H(e)NBs are typically intermittent base stations, they can be switched on and off at anytime by their owners. Each time a H(e)NB pops up, the mobile network operator will have to check its location and this can put undesirable burden on the fixed-access operator.

	
	
	From WAN IP address and allocated ranges ("Whois")
	In particular due to NAT (Network Address Translation), a rogue H(e)NB can easily impersonate its IP address, unless the procedure involves a trusted STUN server which can certify the public address.

	
	
	GPS in the H(e)NB
	A rogue H(e)NB can replay a previous data unless specific countermeasures are in place.

	
	
	The H(e)NB can  detect surrounding macro-cells
	A rogue H(e)NB can replay the location data registered in a previous location although it has moved unless specific countermeasures are in place.

	
	
	The H(e)NB may embed a receiver of some radio standards (radio, TV,…) and find location from a radio signature computed from received signals
	A replay is here also possible unless specific countermeasures are in place.


A H(e)NB can be located by using:
Fixed access line location

Information on macro cells, including macro 3G and 2G cells
GPS in the H(e)NB
7.7.a Solution based on IP address 
A H(e)NB is normally connected to the IP network via some access device (e.g. DSL modem, cable modem, home router, etc.) and has an IP address assigned by broadband access provider. By binding the physical ports of the broadband access network with the geographical information, the operator can locate the H(e)NB accurately.
The assigned IP address, user identification and location information related to IP address are stored in the network database after initial registration of H(e)NB location information.  CN .can query the network database to obtain the IP address, the port number(s) bound with the IP address, and/or the address information (even the longitude and latitude).
The location locking mechanism consists of two steps:
1,The registration of H(e)NB location information ;

2,The authentication of H(e)NB location.

Step1 only occurs when H(e)NB powers on for the first time and connects to core network through IP backhaul. 
The process is described as following in detail:

1a, H(e)NB sends a request message to HLR, carrying its IP address in this message.
1b, HLR sends a location information query message to the network database, carrying the received IP address. 
1c, Based on the IP address, the database queries the table to obtain the access line location information of the above H(e)NB, such as the port numbers bound with the IP addresses, even the longitude and latitude (if available).
1d, HLR determines the location of the H(e)NB based on the obtained information. HLR registers the location of this H(e)NB.

1e, HLR replies response message to H(e)NB.
After step1, HLR can store location as a attribute of H(e)NB profile, treating it as the location judgement criterion. 

Step2 occurs every time when H(e)NB requests to access network. This a little difference with the above register process:

 2a, H(e)NB sends access request message to HLR, carrying its IP address in this message.
 2b, According to the new IP address, HLR queries the database again to obtain the location information.

2c, HLR judges whether the new obtained location is the same with the stored one. If it is the same, the H(e)NB location is not changed.

2d, HLR replies to H(e)NB the location authentication result in response message, 

H(e)NB can be located accurately in this way. However，there may be an IP address spoofing attacks: a proxy server is set up in the registered location to replace H(e)NB.H (e) NB can leave the legal area, and proxy agents disguises the actual IP address.
7.7.b Solution based on neighbouring macro-cells
To be located on the basis of macro cell information, an H(e)NB must be installed in the coverage of a macro cell, have a 3G or 2G receiver, and can switch to the receiver working state to scan the neighbouring macro 3G or 2G cells of the H(e)NB.
The location locking mechanism based on macro-cells is similar to 7.7.a.But the location information is presented in the form of macro-cells, such as PLMN ID，LAI or Cell ID .

Step 1 The registration of H(e)NB location information
After an H(e)NB is powered on, it scans the neighbouring macro cells. Then the H(e)NB sends an H(e)NB Request message to the HLR. The message carries the information such as location area and cell ID of the neighbouring macro cells. The HLR register the cell ID of the neighbouring macro cells as an attribute of H(e)NB profile, and sends an H(e)NB Response message to the H(e)NB. 
Step 2 The authentication of H(e)NB location.

The H(e)NB sends an Access Request message to the HLR. The message carries the information such as location area and cell ID of the neighbouring macro cells. HLR compares the information of neighbouring macro cells with the saved H(e)NB profile to determine whether to allow the H(e)NB to connect to the network through the bound cell or location area. If the information of neighbouring macro cells does not match the H(e)NB profile, the HLR returns a H(e)NB Access Response message to refuse the H(e)NB access and indicates "invalid location" as the cause value. If the information of neighbouring macro cells matches the H(e)NB profile, the HLR returns an H(e)NB Access Response to allow the H(e)NB access. 
Macro cell has a larger area coverage, thus simply using the cell information to verify H(e)NB location is insufficient sometimes. To meet the accuracy requirement, using combination of IP address and macro cell information can effectively solve the problem.

7.7.c Solution based on IP address and neighbouring macro-cells
This method is a combination of the above two. The process is described as following: 

Step 1 The registration of H(e)NB location information.
1a, H(e)NB sends the request message toHLR, carrying its IP address and neighbouring cell ID in this message. 
1b, HLR sends a Location Information Query message to a fixed network database, carrying the received IP address. Based on the IP address, HLR queries the database in order to obtain the access line location information bound with the H(e)NB IP address.
1d, According to the access line location information and neighbouring macro cell ID, HLR determines the home area of the H(e)NB. HLR stores the access line location information of this H(e)NB together with the received cell ID as attributes of the H(e)NB.

Step 2 The authentication of H(e)NB location.
2a, HLR receives the Access request message from H(e)NB, which carries its IP address and the cell ID of the surrounding macro cell. 

2b, According to the new IP address, HLR queries the database again to obtain the access line location information.
2c, HLR judges whether the new obtained access line location information is the same with the stored one, whether the received cell ID is the same with the stored ones. If they are both the same, the H(e)NB location is not changed.

2e, HLR replies to H(e)NB the location authentication result in the access response message.

With this combination method to locate H(e)NB, even if H(e)NB moves to another unregistered address, H(e)NB still can not leave the area of macro cell coverage. 
This approach can better meet the H(e)NB location requirements and achieve a certain level of security.

7.7.d Solution based on GPS in H(e)NB

When H(e)NB has built in GPS capability, its location information is sent to CN during access request. 

7.7.e H(e)NB location policy options and configuration

Which the above approach to use depends on a number of factors, such as security level and accuracy level the operator demands, H(e)NB capability, existing macro coverage. A policy may be applied to assist in determining the method to be used. It is suggested that the policy is pre-configured in H(e)NB, and H(e)NB automatically adapt to it.
Considering the feasibility and secure requirement, location locking mechanism based on IP address and neighbouring macro-cells is an optimized solution. So, this method can be ranked first on the policy list. If there is no macro cell coverage, other methods can be used according to the order of preference in the policy. For example:
	Scene
	Policy

	Macro cell exist and high security requirement  
	IP address + Macro cell 

	No macro cell exist 
	IP address

	Macro cell exit and low accuracy requirement
	Macro cell

	GPS installed in H(e)NB 
	GPS information


***********end of changes*******************************************************
3 proposal
It is proposed that SA3 agrees to include this pCR in H(e)NB security TR.
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