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This contribution presents some abbreviations related to H(e)NB, some editorial corrections and some adjusting to section 7 for improving readability.
Introduction
It is proposed to add new abbreviations in the new version of H(e)NB security TR. These abbreviations are useful when describing the H(e)NB Security solutions. 

To improve the readability, structure of TR is adjusted as following:

1. Chapter 7 is separated into three chapters: Common security mechanisms, specific security mechanisms for HNB, Specific security mechanisms for HeNB;

2. Comparison of H(e)NB authentication credential table is inserted as section 7.2
3. Structure of section “Authentication implementation options” is modified to keep in line with agreement in section 7.1, “H(e)NB authentication principle”. The modified structure is showed below briefly:

“7.4 Authentication Implementation options

7.4.1 Generic Authentication

7.4.1.1 EAP-AKA-based authentication

    7.4.1.2 Certificate-based authentication

7.4.2 Device authentication

7.4.2.1 EAP-AKA-based authentication

    7.4.2.2 Certificate-based authentication

7.4.3 Hosting Party Authentication

    7.4.3.1 Bundled with device authentication 

    7.4.3.2 Stand-alone Hosting Party Authentication

     7.4.3.2.1Combined Device and Hosting Party Authentication with Certificates and EAP
7.4.3.2.2 Binding of HPM ID and Device ID” 

4. “Location locking mechanism” is inserted as section 7.5. Original section “Comparison security of H(e)NB Location Certification Methods” is moved to section 7.5.1.

5. The CSG definition is revised to align with TS 22.011.
In addition, some editorial corrections are made in this p-CR.
*********************************BEGIN OF CHANGES*************************************

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].



CSG: A closed subscriber group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN of but having restricted access (CSG cells) 
H(e)NB device identity server: core network function which holds the information of valid H(e)NB device identities.
 


Hosting party: the party hosting the H(e)NB and having a contract with the PLMN operator.

Hosting Party Module: a module holding the credentials for authentication of the hosting party.

Security Gateway: Element at the edge of the core network terminating security association(s) for the backhaul link between H(e)NB and core network.
Subscriber: the user of a UE with subscription to PLMN operator, may be camping on the H(e)NB.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].



ARP
Address Resolution Protocol

ACL
Access Control lists
AKA
Authentication and key agreement
AAA 
Authentication, Authorization and Accounting
CA
Certification Authority
CSG
Closed Subscriber Group

(D)DoS
(Distributed) Denial of Service

eNB
Evolved Node-B
EAP
Extensible Authentication Protocol
ESP
Encapsulating Security Payload
EPS 
Evolved Packet System

E-UTRAN
Evolved UTRAN

HNB
Home Node-B
HeNB
Home eNode-B
HSS
Home Subscriber Sever
HLR
Home Location Register
IMSI
International Mobile Subscriber Identity
IKE 
Internet Key Exchange
IGMP
Internet Group Management Protocol
GSM 
Global System for Mobile communications
LTE
Long Term Evolution

MME
Mobility Management Entity

NAS
Non-Access Stratum

PKI
Public Key Infrastructure

PPPoE
Point-to-Point over Ethernet

SGW 
Security Gateway
SIM
(GSM) Subscriber Identity Module

TCP
Transmission Control Protocol
TrE
Trusted Environment
UMTS
Universal Mobile Telecommunication System

UTRAN
Universal Terrestrial Radio Access Network

UP
User plane

UICC
Universal Integrated Circuit Card

UDP
User Datagram Protocol

USIM 
Universal Subscriber Identity Module
…… (SKIPPED)……
5.1 
Common threats to H(e)NB

Editor’s Note: Threats which are in common to H(e)NB are clearly indicated in this chapter. 

…… (SKIPPED)……
25) Manipulation of external time source

Prerequisites: H(e)NB shall perform time synchronization based on an external time source. The time source is either a surrounding macro cell from the same or alternative trusted network and/or a clock server located in an independent network and accessed via the Security Gateway. It should be noticed that a clock server located in an independent trusted network is needed anyway since the H(e)NB may be deployed outside of a macro cell coverage area. 

Description: An attacker can tamper with the procedures for time synchronization of the H(e)NB in order to make the H(e)NB perform incorrectly. An attacker can install a false macro cell near the victim H(e)NB and force it to perform time synchronization based on the false macro cell. The attacker can also perform an attack on the insecure link between the H(e)NB and the clock server located in the fixed network. 

Attacker can mount an attack on clock function in the H(e)NB directly or indirectly via insecure link between H(e)NB and clock server. The effect of the attack is prevention of timing functions from performing correctly and mis-synchronization that may in turn cause other ill effects.

Probability: Unlikely

Impact: Harmful

Threats to assets:

1) Threats to H(e)NB: H(e)NB can not work without clock information. Wrong clock information will incorrectly set the timing of the H(e)NB and which may force it to perform operations, e.g. handover operations or use of expired/revoked digital certificates used for authentication..

2) Threats to user: UE camped on H(e)NB with wrong clock information will experience a low quality of service. e.g. timing synchronization or handover operations.

3) Threats to operator: Low quality service is provided to the user. A clock server suffering attack will affect macro cells or H(e)NBs which perform time synchronization based on it. 

Mitigation: H(e)NB should be notified about information of macro cells from which the H(e)NB can obtain clock information so that it can perform time synchronization based on particular macro cell. A trusted clock server should be located behind the security gateway and communication between the clock server and H(e)NB should have adequate protection.

26) Environmental/side channel attacks against H(e)NB

Prerequisites: The attacker is able to change environmental influences like power supply, temperature or communication link of a H(e)NB.

Description: H(e)NB security mechanism may be circumvented or security lowered

Probability: Possible

Impact: harmful

Threats to assets:

1) H(e)NB: Environmental attacks may introduce some degradation of H(e)NB lifetime

2) Users: Confidentiality and privacy issues

3) Operator network: Integrity and confidentiality issues

Mitigation: Environmental attacks robust Implementation; monitoring of power supply, temperature, data connection


Table 2 maps threats to assets. 

	Threat/Asset correspondence
	H(e)NB
	User
	Operator

	Threat-1
	X
	--
	X

	Threat-2
	X
	--
	X

	Threat-3
	X
	X
	X

	Threat-4
	X
	X
	X

	Threat-5
	X
	X
	X

	Threat-6
	X
	X
	X

	Threat-7
	X
	X
	X

	Threat-8
	X
	X
	X

	Threat-9
	X
	X
	--

	Threat-10
	X
	X
	--

	Threat-11
	--
	X
	X

	Threat-12
	X
	X
	X

	Threat-13
	--
	X
	X

	Threat-14
	--
	X
	--

	Threat-15
	--
	X
	--

	Threat-16
	--
	X
	X

	Threat-17
	X
	X
	X

	Threat-18
	--
	X
	--

	Threat-19
	X
	X
	X

	Threat-20
	X
	X
	X

	Threat-21
	X
	X
	X

	Threat-22
	--
	X
	X

	Threat-23
	--
	X
	X

	Threat-24
	X
	X
	X

	Threat-25
	X
	X
	X

	Threat-26
	X
	X
	X


Table 2 Threats/Asset correspondence

Editor’s note: The above table contains a preliminary threat matrix.

Further work is needed to validate the assignment of threat likelihood probabilities and impact levels to the threats. Even after this validation has been performed, the threat matrix provides indicative results only, and shall not be the only method used to prioritize the threats.
	Threat
	Threat Likelihood probability
	Impact
	Risk-Level
	Comments

	1
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	2
	Unlikely-Very Likely (0.1 – 1.0)
	Medium (0.25)
	0.025 – 0.25; Low-Medium
	

	3
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	4
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	5
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	6
	Very Likely (1.0)
	Very High (1.0)
	1.0; High
	High

	7
	Possible (0.25)
	Very High (1.0)
	0.25; Medium
	Medium

	8
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	9
	Possible (0.25)
	Medium-High (0.25-0.5)
	0.0625-0.125; Low-Medium
	

	10
	Possible (0.25)
	Medium-High (0.25-0.5)
	0.0625-0.125; Low-Medium
	

	11
	Very Likely (1.0)
	Medium (0.25)
	0.25; Medium
	Medium

	12
	Unlikely (0.1)
	High (1.0)
	0.1; Low
	

	13
	Unlikely(0.1)
	High (1.0)
	0.1; Low
	

	14
	Possible (0.25)
	Low (0.1)
	0.025; Low
	

	15
	Possible (0.25)
	Low (0.1)
	0.025; Low
	

	16
	Possible (0.25)
	Low-Very High (0.1-1.0)
	0.025-0.25; Low-Medium
	

	17
	Possible (0.25)
	Very High (1.0)
	0.25; Medium
	Medium

	18
	Likely (0.5)
	Medium (0.25)
	0.125; Medium
	

	19
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	20
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	21
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	22
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	23
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	24
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	25
	Unlikely (0.1)
	Medium (0.25)
	0.025; Low
	

	26
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	


Table 3 Threat Matrix

Editor’s note: The above table contains a preliminary threat matrix.

Further work is needed to validate the assignment of threat likelihood probabilities and impact levels to the threats. Even after this validation has been performed, the threat matrix provides indicative results only, and shall not be the only method used to prioritize the threats.
…… (SKIPPED)……
7. 
Common Security mechanisms for H(e)NB
Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5.1. 

7.1 H(e)NB Authentication Principle
The following authentications are necessary for H(e)NB authentication:

a)
Mutual authentication of H(e)NB device and the operator’s network. Authentication algorithms using the credentials stored in the Trusted Environment (TrE) should be executed inside of the TrE.
This authentication is mandatory.
This mutual authentication shall include (or be tightly bound to) a validation of the platform integrity (i.e. TrE properties).
The two parts of the mutual authentication have the following properties:

a1)
The identity of the H(e)NB is authenticated by the network. The credentials for this authentication shall be stored in a TrE in the H(e)NB.

a2)
The identity of the operator’s network (e.g. represented by Security Gateway – SGW) is authenticated by the H(e)NB. This authentication may either authenticate the operator’s network in general, or the particular SGW contacted by the H(e)NB.

b)
Authentication of the hosting party by the operator’s network: The identity of the hosting party is authenticated by the operator’s network.
This authentication is optional.
This authentication may be performed in two ways:

b1)
The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in H(e)NB. This authentication is performed as additional step over authentication according to a) above.

Editor’s Note: Binding of authentication according to b1) to authentication according to a) is ffs.

b2)
The authentication of the hosting party is bundled with the device authentication, i.e. there is no additional authentication step after authentication according to a) above.

Editor’s Note: It is ffs if the method of binding of identity of hosting party to identity of H(e)NB is within scope of this section or within scope of this document.

If no hosting party is existing (e.g. the operator itself provides the H(e)NB), then authentication b) may not be relevant.

Note: The authentications described above refer to the authentication of the H(e)NB itself and the hosting party. UEs with valid subscriptions accessing the operator's network via H(e)NB are authenticated with their own credentials by the network (e.g. USIM contained in UE).

7.2 Comparison of H(e)NB Authentication Methods
Editor’s Note: The table of “Comparison of H(e)NB authentication Methods” should be added to this section.





7.3 Device Integrity Check 
EAP-AKA authentication only validates the AKA credentials (contained in a TrE). This is sufficient in case of hosting party authentication, but not for device authentication. This is sufficient for the authentication of the hosting party or of the device, but it does not by itself address device validation and/or possible binding of hosting party authentication to device authentication (cf. sub-section 7.1). In addition a binding between validated device and EAP-AKA based authentication has to be performed.  In case of EAP-AKA authentication, two ways for achieving this are known:

1) Logical binding the TrE holding the AKA credentials (e.g. UICC holding the USIM application) to the H(e)NB. During the EAP-AKA authentication the integrity of the device platform must be validated.

Note: There is no standard specifying such check. Also previous attempts of such check have been circumvented quickly (“cracked SIM-lock”).

2) Physically binding the TrE holding the AKA credentials to the H(e)NB. During the EAP-AKA authentication the integrity of the device platform must be validated.

In both cases above the actual integrity validation (for HW and SW) has to be performed by a hardware security component securely embedded into the H(e)NB. Note that normally credentials appropriate for EAP-AKA authentication and the related application stored in a physically bound TrE are not designed for this purpose





7.4 Authentication Implementation Options

The following described the various implementation options that can be used for authentication options.  Some generic mechanisms maybe considered as option for either device authentication or host party authentication, such as the option described below. 

7.4.1 Generic Authentication
This section describes mechanisms to be used for the authentication principles as described in section 7.1.

Editor’s Note: The term AKA credential used below may undergo revision by SA3 if seen as necessary.
Editor’s Note: It is ffs if a position how to implement the storage of the credentials in the device is needed here.
7.4.1.1 EAP-AKA-based authentication


This solution may be used for device authentication (step a1 according to section 7.1) or for hosting party authentication (step b1 according to section 7.1).

The H(e)NB is provided with an appropriate AKA credential enabling to use EAP-AKA, e.g. within IKEv2 for authentication and set-up of IPsec security associations between the SGW and the H(e)NB. The SGW is authenticated by the H(e)NB with the SGW certificate during the IKEv2 protocol run. Afterwards the SGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server, which retrieves an authentication vector from AuC via HSS/HLR. By completing the EAP-AKA authentication successfully, H(e)NB and core network (via AuC) are authenticated mutually.
Note: It does not matter for this authentication concept if the appropriate AKA credentials are stored in a removable or irremovable Trusted Environment (TrE). However, a removable TrE if used for storage of device authentication credentials does not by itself lead to the authentication of the H(e)NB device. Consequently, any, possibly illegitimate or compromised, device would be able to access the operator's IP network with a valid AKA credential, unless additional measures are taken (see 7.3).
Editor’s Note: It is ffs if existing HLR/HSS element and interfaces can/should be used for this purpose, and how IMSI ranges can be allocated.

7.4.1.1.1 Assumptions at H(e)NB

Appropriate AKA credentials must be provided to the H(e)NB.

If EAP-AKA is used for device authentication, then the related credential has to be provided to the Trusted Environment (TrE) of the H(e)NB. If used for this purpose, to allow mutual authentication as required for device authentication, either the inherent properties of AKA to also authenticate the home network may be used, or for the authentication of the SGW, the root certificate of the operator shall be installed at the H(e)NB.

If EAP-AKA is used for authentication of the hosting party, the related credential may be stored on a Host Party Module (HPM), or some other credential appropriate for EAP-AKA authentication and stored in a TrE. For the removable case the requirement for device integrity check needs additional considerations (cf. 7.3).
7.4.1.1.2 Assumptions for storage of AKA credential

The appropriate AKA credential is stored and the related application executed in a trusted environment. For the case of hosting party authentication, this environment is called hosting party module (HPM).

For both authentication use cases (device and hosting party), a HPM may be used. In case of device authentication, this UICC must be irremovable or bound to the device by some other method.

Physical security of interfaces of the HPM has to be considered.
7.4.1.1.3 Assumptions in core network

The SGW acts as EAP authenticator and relays authentication information to the AAA server. The AAA server retrieves an authentication vector from AuC via HSS/HLR.
The HSS/HLR contains an entry for the device and/or hosting party. The HSS/HLR is able to distinguish between authorizations of AKA credentials associated with UEs, associated with H(e)NB devices and/or associated with H(e)NB hosting parties, e.g. by subscription profile data.

7.4.1.1.4 Authentication flow

EAP-AKA is run within IKEv2 between H(e)NB and SGW for mutual authentication of H(e)NB and core network or for authentication of the hosting party.

7.4.1.1.5 Impacts on core network

A AAA server is required as modified network element.
The authentications of the H(e)NBs generate additional processing load, and network load for HLR/ HSS.

Additional storage capacity is required in HLR/HSS for the H(e)NB or hosting party entries. 

Editor’s Note: It is ffs if existing HLR/HSS element and interfaces can/should be used for this purpose, and how IMSI ranges can be allocated.


7.4.1.2 Certificate-based Mutual Authentication
Authentication is based on device certificate for H(e)NB and network certificate for the core.

The H(e)NB authenticates with the built-in device certificate to the SGW. For this purpose, the SGW verifies the H(e)NB device certificate. In order to enforce the access control, the verified device identity is looked up in a whitelist maintained by the H(e)NB device identity server. The whitelist is a positive list which collects the device identities of those H(e)NB devices that are allowed by the operator to be connected to the core network due to valid contracts.

The SGW is authenticated by the H(e)NB based on server certificate. This is no different from SGW authentication used together with EAP-AKA based device authentication.

Note: This section focuses on authentication and does not consider access control.

Note: This section only describes usage of certificate-based authentication to device authentication, as the currently known use cases propose EAP-AKA for the authentication of a hosting party. In principle, also the application of certificate-based authentication to hosting party authentication is possible.

Editor’s note: It is FFS if also variants with the initial enrollment based on vendor certificates and the further authentications based on operator certificates might be possible.
7.4.1.2.1 Assumptions at H(e)NB

The H(e)NB is provisioned with a device certificate and the associated private key generated by the vendor. This device certificate allows the authentication of the H(e)NB by the SGW (and thus the operator network).

The credential (private key) must be stored in a TrE.

Editor’s Note: It is ffs to define how a list of trusted root certificates or cross-certification by the vendor CA is used to authenticate the SGW.
7.4.1.2.2 Assumptions in core network

A H(e)NB device identity server is available in the core network as network element providing additional functionality. This server manages a whitelist holding the information about valid device identities of H(e)NBs.
The SGW must be provided with an appropriate certificate for H(e)NB device certificate validation.

Note: The H(e)NB identity server is not necessarily implemented as a physical server, but may be co-located with other functions.

7.4.1.2.3 Authentication flow

IKEv2 with certificates used for authentication may be run between H(e)NB and SGW to mutually authenticate the H(e)NB and the SGW. This allows also the binding of Hosting party authentication according to step b1 of section 7.1.

In use cases which only deploy device authentication (bundled authentication of hosting party according to step b2 of section 7.1, or no hosting party authentication at all), also other certificate-based authentication protocols, e.g. TLS with mutual authentication, may be used.

7.4.1.2.4 Impacts on core network

A H(e)NB device identity server is required in the operator’s network. The H(e)NB authentications do not affect the HLR/HSS signalling.

7.4.1.2.5 Certificate management

The certificate management has to cover cases of authorized changes of H(e)NB owner or operator. This includes:

· Private sale of H(e)NB without involvement of vendor or retailer

· Change of operator

Editor’s Note: It is ffs how to handle certificate management for authorized changes.

The certificate management also has to handle compromise of certificates.

Editor’s Note: It is ffs if revocation is needed. No revocation could be chosen, if the trade-off between loss caused by compromise of certificates and CAs and additional cost for revocation methods suggests this. Note, that for this case still the whitelists mentioned above allow the disabling of single H(e)NBs.  In case that revocation is needed, it is ffs which revocation option to choose.

The expected lifetime of a H(e)NB may be longer than the validity periods usually chosen for certificates.

Editor’s Note: It is ffs how long the expiry times of certificates may be and how to handle expired certificates, if expiry may be expected.

7.4.2 Device authentication 
Editor’s Note: This section lists possible authentication mechanisms to step a according to section 7.1.
EAP-AKA and certificate both can be used for device authentication.
7.4.2.1 EAP-AKA based
This authentication is based on EAP-AKA for H(e)NB. EAP-AKA is run within IKEv2 between H(e)NB and SGW for mutual authentication of H(e)NB and core network.
7.4.2.2 Certificate-based
This authentication is based on device certificate for H(e)NB and network certificate for the core.
IKEv2 with certificates used for authentication is run between H(e)NB and SGW to mutually authenticate the H(e)NB and the SGW.
7.4.3 Hosting Party Authentication 


7.4.3.1 Bundled with the device Authentication
Editor’s Note: This section lists possible authentication mechanisms to step b2 according to section 7.1.
The authentication of the hosting party is bundled with the device authentication, i.e. there is no additional authentication step after the device authentication.

EAP-AKA and certificate both can be used when the authentication of the hosting party is bundled with the device authentication. The authentication flow of the bundled authentication is similar to the device authentication.
7.4.3.2 Stand-alone Hosting Party Authentication
Editor’s Note: This section lists possible authentication mechanisms to step b1 according to section 7.1.
7.4.3.2.1Combined Device and Hosting Party Authentication with Certificates and EAP
7.4.3.2.2 Binding of HPM ID and Device ID
The authentication system comprises the following entities:

H(e)NB, the equipment of home node B with a HPM inserted in. Every equipment has a unique EI (Equipment Identity) representing itself. The H(e)NB_EI is assigned by manufacturer.

SGW, Security Gateway, representing operator’s core network to perform mutual authentication with H(e)NB.

HLR/AAA server, Home Location Register for H(e)NB, including Authentication Center . Also, HLR stores the records of H(e)NB_EIs corresponding every HPM_ID, presenting the binding relationship of the H(e)NB_EI and the HPM_ID.AAA server performs binding authentication based on the records.
SGW forwards the EI of H(e)NB received from this H(e)NB itself to HLR/AAA server. HLR/AAA server compare it with the record. If they’re the same, then it can be ascertained that the H(e)NB is the legitimate equipment binding to the HPM.  
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Figure 3 Binding Authentication

(1) H(e)NB sends request, including HPM_ID and H(e)NB_EI, to the SGW to originate the binding authentication process.
(2) The SGW forwards the HPM_ID and H(e)NB_EI to the HLR to request the binding record .

(3) After receiving the HPM_ID, HLR researches the H(e)NB_EI corresponding the HPM_ID. 
(4) HLR verifies the H(e)NB_EI from SGW. If it is the same with the registered record, binding authentication process succeeds. It can be judged that the HPM_ID is inserted in the legitimate equipment. The HLR/AAA responds to SGW the binding Auth result.

(5) SGW responds to H(e)NB the binding Auth result .

This method depends on H(e)NB_EI sent by the entity is true, not forged.

There are two ways to achieve the prerequisite.

1, H(e)NB_EI is treated as onboard token secret. It is stored in H(e)NB a secure domain i.e. from which outsider cannot retrieve it.

Meanwhile, it is transport in cryptograph encrypted by a key (e.g, CK derived from AKA algorithms or Ki stored in HPM.)

"Editor's Note: It is ffs what additional requirements (e.g. additional provisioning of keys and/or additional protocol runs) are introduced by the requirement of the encrypted transmission of the H(e)NB_EI.

2, SGW performs device authentication to verify the H(e)NB_EI before binding authentication.

If a combinations of the HPM with an onboard certificate is used，the binding process would be as following:

(1) Each H(e)NB is provisioned with a shared secret during production. The H(e)NB_EI——>shared secret list are  configured in SGW or other core network equipment.

The SGW perform pre-shared mode IKE agreement with H(e)NB to verify the said H(e)NB_EI is true.

(2) Each H(e)NB is configured a digital certificate. 

The SGW perform certificate mode IKE agreement with H(e)NB to verify the said H(e)NB_EI is true.

Equipment certificate or the pre-shared key can be pre-configured by H(e)NB equipment manufacturers.
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Figure 4 Device and Binding Authentication 
In step 2, CP is sent from SGW to H(e)NB for requesting version information (version payload has been defined in IKEv2 protocol).

In step 3, H(e)NB_EI is carried in version payload. A token is carried in vendor payload or in version payload. Token is calculated by a secret (private key or shared key) and NONCEi and NONCEr.

In step 3a, SGW verify token.

In step 5, AAA get binding of HPM_ID and H(e)NB_EI;

In step 11, SGW sends H(e)NB_EI and HPM_ID to AAA for verifying binding.

Editor's Note: It is ffs how to cryptographically bind the two authentications.
7.4.4 Relations to trusted environment

Editor’s Note: It is ffs how an available trusted environment can cause synergy effects.

7.5 Location Locking mechanisms
7.5.1  Comparison security of H(e)NB Location Certification Methods 

H(e)NB location can be provided by different means, by different parties. SA2 gave [3] methods to get the location of a H(e)NB. RAN3 gave [4] discussion to H(e)NBs location certification. This contribution give two types of location certification for H(e)NB: using the location information on neighbouring cells to substitute location certification of H(e)NB and using the H(e)NB itself location information. Discussion and decision the security principle of H(e)NB location certification methods is needed. 
	Types of location certification for H(e)NB
	Basic requests of security
	List of methods
	Security analyses

	Localization of H(e)NB based on neighbouring cells reporting
	The neighbouring cells reporting should be trusted.

The report should be fresh.
	From the surrounding macro-cells which can  detect H(e)NB
	A rogue H(e)NB can move in the macro-cells location.

	
	
	From end-users which using H(e)NB 
	A rogue H(e)NB can replay a previous data. The end-user shall be of trust for this method to be secure enough.

	Localization of H(e)NB by itself
	The location information from H(e)NB must be sincerity, Real-time and cannot replay.
	From fixed access line end point (DSLAM)
	This method requires collaboration between the mobile operator and the fixed-access line operator, which are not necessary the same entity. The good side is that the collected information may be trusted.

However, H(e)NBs are typically intermittent base stations, they can be switched on and off at anytime by their owners. Each time a H(e)NB pops up, the mobile network operator will have to check its location and this can put undesirable burden on the fixed-access operator.

	
	
	From WAN IP address and allocated ranges ("Whois")
	In particular due to NAT (Network Address Translation), a rogue H(e)NB can easily impersonate its IP address, unless the procedure involves a trusted STUN server which can certify the public address.

	
	
	GPS in the H(e)NB
	A rogue H(e)NB can replay a previous data unless specific countermeasures are in place.

	
	
	The H(e)NB can  detect surrounding macro-cells
	A rogue H(e)NB can replay the location data registered in a previous location although it has moved unless specific countermeasures are in place.

	
	
	The H(e)NB may embed a receiver of some radio standards (radio, TV,…) and find location from a radio signature computed from received signals
	A replay is here also possible unless specific countermeasures are in place.


Table 4 Comparison security of H(e)NB Location Certification Methods
8
Specific Security mechanisms for HNB

Editor’s Note: This section lists possible solutions to threats listed in chapter 5.2. 

9
Specific Security mechanisms for HeNB

Editor’s Note: This section lists possible solutions to threats listed in chapter 5.3.
10
Track of Decisions

Editor’s Note: This chapter records the decision on security of H(e)NB. 

10.1
Decisions for HNB

Editor’s Note: This section records the decision on security of HNB. 

10.2
Decisions for HeNB

Editor’s Note: This section records the decision on security of H(e)NB. 
*********************************END OF CHANGES*************************************
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