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1. Introduction
After SA3 #52 Sophia meeting, SA3 have an interim agreement SA3-080925 on key storage in UE after EPS AKA. The key set (CK, IK) instead of Kasme will be stored in ME, and CK, IK will not be stored in USIM after EPS AKA.
Actually, It is not proper to reuse CK, IK in USIM when a UE in EPS network, neither when the CK, IK are the result from EPS AKA nor the CK, IK are the result from inter-RAT mobility. Since we have agreed that CK, IK will not be stored in USIM during EPS AKA, how about the key storage when UE moves from UMTS to EPS assuming that CK, IK had been stored in USIM card when originally in UMTS network? This document aims at presenting a proper solution to the key storage in UE especially in USIM when inter-RAT mobility.
2. Discussion

After having the discussion on S3-080925, a large agreement is that the CK, IK storage in USIM is useless. Even if the CK, IK are not result from EPS AKA but originally from UMTS AKA, the key set CK, IK can not be reused for avoiding EPS AKA. There will bring some security context desynchronization scenarios inversely. 
Following is the analysis on one typical example of a UE (UE had moved from UTRAN to eUTRAN) during inter-RAT mobility:

1) UE moved from UTRAN to eUTRAN after UMTS AKA and used mapping context to derive a fresh KASME, assuming that CK, IK were stored in USIM when originally run UMTS AKA in UMTS. Figure1 shows the key storage in UE. KASME and the associated KSIASME are stored in ME. CKps, IKps and KSISGSN are stored in USIM
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Figure 1 key storage when UE in eUTRAN

2）  When UE moves back to UTRAN, and mapping security context are used. New CKps’ and IKps’ will be derived in the ME (instead of USIM). The KSI value is equal to KSIASME (as show in figure 2). As the same in the network side, SGSN gets the new derived CKps’ and IKps’ and KSI (equal to KSIASME ) from old MME.
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Figure 2 key storage in UE when UE move to UTRAN
3) When the key set stored in UISM is reused (e.g. when ME power down, and then power on in a short period), ME will read the key from USIM (as show in figure 4). 
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Figure 3 security context deleted from USIM when ME power down
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Figure 4  ME read security context from USIM when ME power on
Then UE sends the Initial L3 message (e.g. attach request) to SGSN including the key set identifier KSISGSN.
Then SGSN compares the value of KSIASME read from L3 message with the local stored KSI’, since these two values are equal , SGSN considers the KSI associated CK, IK can be reused without invoking the authentication procedure. 

Actually, although the key set identifiers are the same, the associated CK, IK key sets are different.

This security context desynchronization results in failure of security mode command message integrity verification.

Above is just an example that leads a consideration on key storage in UE, especially when UE moves between eUTRAN and UTRAN network. Key storage in UE especially in USIM should be reconsidered. 

3. Proposal
It is proposed to delete the security context (e.g. CK, IK) in USIM if there exists when UE moves from UTRAN to eUTRAN.
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