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================== START OF CHANGE 1 ==================
7.2.8
Key handling in handover

7.2.8.1
General

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED state transitions.

On initial context setup (e.g. attach, transition to ECM-CONNECTED, or intersystem handover to E-UTRAN), the MME shall derive key KeNB[0] from KASME and the current NAS uplink COUNT. The MME shall also calculate a next key KeNB[1] = KDF(KeNB[0], KASME). The MME shall communicate these two key values along with the corresponding indexes (0 and 1) to the Serving eNB. See figure 7.2.8.3-1.

RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key if the index does not increase from the previous handover, or from the Next Hop (NH) parameter if the index increases from the previous handover (i.e. fresh NH). If the NH is used, the current KeNB is deleted. The target physical cell ID (PCI) of the target cell is bound to the KeNB* using the KDF as specified in Annex A. Target eNB creates new KeNB based on KeNB* and C-RNTI using the KDF as specified in Annex A if the index from the previous handover increases. Otherwise the target eNB uses the KeNB* as the new KeNB. UE and target eNB derive RRC and UP keys from the new KeNB.

The target eNB algorithm identifiers and key purpose identifiers are used in the AS level (RRC and UP) key derivations as input parameters with KeNB to the key derivation function KDF (see Annex A). 

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions (see Annex A) and sends NAS SMC. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. 

It is essential that the NAS COUNTs are not reset to the start values unless a new KASME is taken into use. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA has been run successfully, the NAS COUNTs shall only be reset to the start value when there is a new AKA run followed by the activation of the corresponding KASME. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC including KSIASME (new or current value depending on whether AKA was run or not) shall be sent from the MME to the UE.

The procedures for key derivations during handovers are described in the sections 7.2.8.3 below. The key management common to these handovers are described with key management handling blocks described in section 7.2.8.2. 

NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have X2 or S1 secure handovers for a particular eNB according to its security characteristics. 

Editors Note: Some of the procedures in clauses 7.2.8.2 to 7.2.8.4 may have a complex handling; further CRs to simplify these procedures may be necessary.
================== END OF CHANGE 1 ==================
================== START OF CHANGE 2 ==================
7.2.8.4

KeNB, Next Hop (NH), and NH Chaining Count (NCC) parameter handling during handovers

The mechanism is described in Figure 7.2.8.4-1 and includes a NH parameter from MME to the target eNB within the path switch acknowledgement message. Feeding KASME with the previous NH and incremented NCC to the NH KDF in the MME results in a cryptographically separate parameter for the target eNB compared to the parameter in the source eNB.

NOTE 1: Because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. Thus, key separation happens only after two hops because the source eNB knows the target eNB keys (the fresh key derivation parameter, NH, for target eNB is incorporated in the key derivations by the source eNB).
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Figure 7.2.8.4-1 NH based key refresh with intra-MME handover 

1. Measurement report

2. Source eNB runs Proc-KeNB1

3. Source eNB provides security context (NCC, index increase indicator, KeNB*, …) for target eNB. Source eNB knows whether the index increases or not and indicates that in the security context for the target eNB.

4. Handover request Ack

5. Target eNB runs Proc-KeNB2 

6. Handover Command includes the NCC.

7. UE runs Proc-NH1 that updates the NH depending on UE’s current NCC value and the Received-NCC value in the HO Command

8. UE runs Proc-KeNB1

9. UE runs Proc-KeNB2

10. UE sends Handover Confirm to target eNB

11. UE runs Proc-NH2

12. Target eNB sends path switch to MME

13. MME sends U-Plane update request to S-GW

14. MME runs Proc-NH1 and may update NCC and NH*

15. S-GW sends U-Plane update response to MME

16. MME sends path switch acknowledgement and includes NCC and NH*. Target eNB updates the currently stored NCC and NH* with NCC and NH* from the path switch acknowledgement message.

17. MME runs Proc-NH2

18. Target eNB sends release resource message to source eNB

In Fig. 7.2.8.3-2 key derivations are described for handover procedure, where the NCC and NH parameters are the same as in previous handover. This can happen for X2 and S1 handovers (e.g., if the MME does not provide NCC and NH values to the eNB), but the figure only describes the intra-eNB handover.
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Figure 7.2.8.4-2  Key re-fresh with intra-eNB handover

1. Measurement report

2. Source (serving) eNB runs KeNB1

3. Handover Command includes the NCC.

4. Target (serving) eNB runs KeNB2

5. UE runs Proc-NH1 that updates the NH depending on UE’s current NCC value and the Received-NCC value in the HO Command
6. UE runs Proc-KeNB1

7. UE runs Proc-KeNB2

8. UE sends Handover confirmation for serving eNB

9. UE runs Proc-NH2

Similarly to procedure in Figure 7.2.8.4-1, the procedure in Fig. 7.2.8.4-3 describes key derivation steps for inter-MME handover procedure.
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Figure 7.2.8.4-3: NH based key refresh with inter-MME handover with 2-hop security
1. Measurement report

2. Source eNB runs Proc-KeNB1

3. Source eNB sends Handover Required message including AS level security context (NCC, KeNB*, index increase indicator, …) for the source MME as in X2 handover. Source eNB knows whether the index increases or not and indicates that in the security context for the target eNB.

5. Source MME sends Forward Relocation Request message including the AS level security context from source eNB to the target MME. Source MME also sends the NH and NCC values from its memory to the target MME along with the NAS level security context.

6. Target MME updates NH by running Proc-NH1

7. Target MME sends Handover Request to Target eNB including the the AS level security context from the source eNB (KeNB*, NH, index increase indicator, …). MME includes fresh NH* and NCC into the Handover Request message. Target eNB updates the security context NCC and NH with fresh NH* and corresponding NCC in the Handover Request message if MME included them in addition to the security context from the source eNB (i.e. instead of using the parameters from source eNB the target eNB uses the parameters from the MME).

8. Target eNB sends Handover Request Ack for target MME

9. Target eNB runs Proc-KeNB2 based on the context received from the source eNB

10. Target MME sends Forward Relocation Response to source MME 

11. Source MME sends Handover Command to source eNB including the NCC and NH* if updated

12. Source eNB sends Handover Command including the NCC from the Handover Command message from the MME if present, otherwise using the NCC that it has in the memory and that it sent to the target eNB within the transparent container.

13. UE runs Proc-NH1 that updates the NH depending on UE’s current NCC value and the Received-NCC value in the HO Command

14. UE runs Proc-KeNB1

15. UE runs Proc-KeNB2

16. UE sends Handover Confirm to target eNB

17. UE runs Proc-NH2

18. Target eNB sends Handover Notify for target MME

19. Target MME sends Forward Relocation Complete to source MME

20. Source MME sends Forward Relocation Complete Ack to target MME

21. Source MME runs Proc-NH2
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Figure 7.2.8.4-4: NH based key refresh with inter-MME handover with 1-hop security
1. Measurement report

2. Source eNB runs Proc-KeNB1
3. Source eNB sends Handover Required message including AS level security context (NCC, KeNB*, index increase indicator, KeNB*, …) for the source MME as in X2 handover. Source eNB knows whether the index increases or not and indicates that in the security context for the target eNB.
4. Source MME sends Forward Relocation Request message including the AS level security context from source eNB to the target MME. Source MME also sends the NH and NCC values from its memory to the target MME along with the NAS level security context.

5.-6. Target MME runs Proc-NH1 twice (1-hop S1 handover security). 

7. Target MME sends Handover Request to Target eNB including the the AS level security context from the source eNB (KeNB*, NCC, handover index increase indicator,…). MME includes two new fresh NH*s and NCCs into the Handover Request message. Target eNB updates the security context, NCC and NH with fresh NH* and corresponding NCC in the Handover Request message if MME included them in addition to the security context from the source eNB (i.e. instead of using the parameters from source eNB the target eNB uses the +2 parameters from the MME and stores the +3 parameters).

8. Target eNB sends Handover Request Ack for target MME

9a. Target eNB runs Proc-KeNB1using the NH*[+2] and get the new fresh Kenb*.
9b. Target eNB  runs Proc-KeNB2 based on the new fresh Kenb* derived in step 9a.
10. Target MME sends Forward Relocation Response to source MME 

11. Source MME sends Handover Command to source eNB including the NCC and NH* if updated

12. Source eNB sends Handover Command including the NCC from the Handover Command message from the MME if present, otherwise using the NCC that it has in the memory and that it sent to the target eNB within the transparent container.

13. UE runs Proc-NH1 that updates the NH depending on UE’s current NCC value and the Received-NCC value in the HO Command

14. UE runs Proc-KeNB1

15. UE runs Proc-KeNB2

16. UE sends Handover Confirm to target eNB

17. UE runs Proc-NH2

18. Target eNB sends Handover Notify for target MME

19. Target MME sends Forward Relocation Complete to source MME

20. Source MME sends Forward Relocation Complete Ack to target MME

21. Source MME runs Proc-NH2
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